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lNpaBoBas oroBopka kopnopauum Schneider Electric

Kopnopauwus Schneider Electric He rapaHTUpyeT HageXHOCTb, 6e30LMBOYHOCTL 1 NOMHOTY NPeacTaBneHHON B
HaCTOALLEM PYKOBOACTBE MHpopMaummn. [laHHOe nsgaHme He sSiBMsieTCa 3aMeHom NnogpobHoMY onepaTyBHOMY
nnaxy, pa3paboTaHHOMY C Y4ETOM KOHKPETHbIX YCIOBUI MOHTaxa. Takum obpasom, koprnopauumsa Schneider Electric
He HeceT HUKaKoW OTBETCTBEHHOCTY 3a yLLepO, HapyLLEeHWs 3aKOHOB, HEMPaBUIIbHO BbINOMHEHHbIN MOHTaX, cOom
cucTeMbl U Apyrne npobnemsl, KOTOPbIE MOrYT BO3HUKHYTb B CBA3M C UCMOMb30BaHNEM HACTOSALLENO U3aaHUs.

NHdbopmaumsi, cogepkallascs B HacTosILLEM U3aaHnW, NPeAoCTaBnsSeTCs B BUAE «KaK €CTb» UCKIIOUUTENBHO
Onsi pacyeTa u NPOEKTMPOBaHUS BbIYMCITUTENBHOMO LeHTpa. MHopmaums ana aaHHoro naganus beina
nobpocoBecTHO cobpaHa kopnopaumen Schneider Electric. OgHako He 4aeTcsl HUKaKoW rapaHTUm, BbIPAXKEHHOM
Uy nogpasymeBaeMoin, B OTHOLLIEHMW NOMHOTbI M TOYHOCTW NPEACTaBNEHHON B M3AaHUM MHAOPMaLuK.

KOPMOPALIUA SCHNEIDER ELECTRIC UINU NIOBASA FrOJIOBHAA UMW AOYEPHAA KOMIMAHUA N
OUITNAT KOPMOPALIMMN SCHNEIDER ELECTRIC UM COOTBETCTBYIOLWWUE CNYXKALLME,
PYKOBOOUTENW, COTPYOAHUKWN HE HECYT OTBETCTBEHHOCTMW 3A NIOBbIE NMPAMbIE, KOCBEHHbIE,
MOBOYHbIE, LUTPA®HbLIE, OCOBbIE N CITYYAUHBIE YEbITKU (BKITKOYAS, B TOM YUCHIE, YBbITKU
MN3-3A YTPATbI NPEANPUATUA, PACTOPXEHUA IOrOBOPA, MOTEPU BbIPYYKU, AAHHDbIX,
NH®OPMALIUX UM NPEPbIBAHUA OEATENbHOCTHY), BOSHUKLUUE B PE3YINLTATE U B CBA3U C
MCMNONMb3OBAHUEM HACTOALLENO U3OAHUA UMM HECMTOCOBHOCTU EFO UCMNONb30BATb, AAXE
ECINN KOPMNMOPALIUA SCHNEIDER ELECTRIC BbIJTIA HENOCPEACTBEHHO YBEOOMJIEHA O
BO3MOXHOCTU TAKUX YBbITKOB. KOPMOPALIUA SCHNEIDER ELECTRIC OCTABNAET 3A COEOU
NPABO U3MEHATb UMM OBHOBNATL COOEPXAHUE U ®OPMAT HACTOALLENO U3OAHUA B NTIOBOE
BPEMSA BE3 YBEOMJIEHUA.

ABTOpCKME, MHTENNEKTYarbHbIE N MHbIE UMYLLECTBEHHbIE NPaBa Ha cogepXaHue (BKM4vas, B TOM Yucne
nporpammHoe obecnedeHune, 3ByKOBbIE 1 BUAeOMannbl, TEKCT U dhoTorpadmm) HacTosaLLero nsgaHus
npuHagnexar kopnopaumu Schneider Electric unu ee nuueHsnapam. Bce npaBa Ha cogepxaHue, He
npenocTaBneHHble ABHbIM 06pa3oM B HAacTOSLLEM JOKYMEHTE, 3allmiLeHbl. HMKakve npaBa He nepegatoTcs, He
OTUYXKOAKTCHA N HE NEPEXOAAT nuuam, NonyyarLmm JOCTYN K JaHHON MHopMaLumu.

HacTtosiwee nagaHve Luenukom unu niobas ero YacTb He noarnexar nepenpogaxe.
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BBeneHue

OnucaHue npoaykra

PyHKUMMN

Vka3zanHble HIKe 1U1aThl ceTeBoro ynpasienus UBIT (IICY) npousBoncTBa koMmaHuu

Schneider Electric npencrasistoT co6oit BeO-nponykTsl, uMmeromue cepruduxar | Pv6
Ready. YcrpoiictBamu ¢ ycranopieHHbIMU [ICY MOXKHO YIPaBIIsTh C HCTIOIb30BAHUEM
Pa3IMYHBIX OTKPBITHIX CTAHIAPTOB, TAKMX KAK:

[Tporokon nepenayn runeprekcra (HTTP)  besonacHslit komanaHblil mpoueccop (SSH)

[IpocToii mpoTokon ceTeBoro ynpasieHus 1IpoTokon nepenadu runeprekcTa Ha ypoBHE

Bepewit 1, 2cu 3 3amuineHHsIx coketoB (HTTPS)
ITporoxon nepemaun daiinos (FTP) Secure Copy (SCP)

Telnet Sydlog

RADIUS Modbus

CereBoii mpotokon BACnet (Building PacmupsiemMblii TpOTOKOI ayTeHTH(HUKAIIN

Automation and Control Networks Protocol) (EAP) o nokansHoit cetn (EAPOL)

[Tnara cereBoro ynpasnenus AP9630:

Ob6ecneunsaet ynpasnenue MBIl u umeeT QyHKIUY IITaHUPOBAHUS CaMOAUATHOCTHKH.
ObecneunBaeT perucTpanrio JaHHBIX U KYPHAJIbl COOBITHH.

[To3BonsieT HacTpauBaTh YBEIOMJICHHS C TIOMOIIBIO PETUCTPAIMH COOBITHIA, MEKTPOHHO MOUTH,
cucteMHoro xxypHaia (Syslog) u SNM P-nipepriBanmii.

OGecneunsaer noazepxky PowerChute Network Shutdown®.

O06ecreunBaeT MOACPIKKY UCIIOIB30BAHUS CEPBEpa MPOTOKOJIA TUHAMHYECKOM KOH(DUTYpaluy y3Jia
(Dynamic Host Configuration Protocol — DHCP) unu tiporokosia HagansHo# 3arpys3ku (BOOTstrap
Protocol — BOOTP) mist mpenocrasnenns cereBoix 3Hauenwuii (TCP/IP) miaTel ceTeBOro yrpasieHHs.

[MpenocrasisieT BO3MOXKHOCTh 3KCIIOPTA MOJIb30BATENILCKOTO (haiina koHpuryparmu (.iNi) ¢ HACTpOCHHOM
IIIaTHI HA OJTHY WM 0oJiee HEHACTPOCHHBIX TUIaT 0e3 IpeoOpa3oBaHus ¢aiiyia B TBOMIHBIN (haiil.

ObecneuynBaeT BEIOOP MPOTOKOJIOB 3aLUTHI JJ1s1 ay TCHTU(UKALWN HIH IIH()POBAHHUS.

Ob6ecneunBaer cBs3b ¢ StruxureWare Data Center Expert, StruxureWare Operations wiu
EcoStruxure™ IT.

Iommepxwuaet mporokon Modbus TCP/IP,
IMomnmepxuBaeT nmpoToxon BACnet/IP.

[Tnara cereBoro ynpasierns AP9631 Brirouaer B ceds Bce GYHKIUU TIIAThl ceTeBoro ynpasienus API630,
a TaKkKe MepeYUCICHHbIC HIKE BO3SMOKHOCTH:

[penocrasnsier aBa nopra USB, koTopsie nogaepxkuBatoT ooHoBieHue npommuBku [ICY u UBII ¢
ycTpoiictBa USB.

IlognepxuBaeT ABa yHUBEPCAJIbHBIX IOPTa BBOJA-BBIBO/IA, K KOTOPBIM MOYHO MOJKJIFOUNTH
CJIEAYIOIINE YCTPONUCTBA!

— nparyuk Temneparypsl (AP9335T) wiu naruuk Temneparypsi/Biaxnocta (AP9335TH);

— BXOJHBIE-BBIXOIHBIE Pa3bEeMBI pelie, KOTOpBIE MOJACPKUBAIOT 1B BXOAHBIX KOHTaKTa U OHO
BBIXOJIHOE pelie (C UCTIONb30BaHUEM YCTPOMCTBA BBOAA-BBIBO/IA ¢ CyXHMH KoHTakTamu AP9810,
KOTOPOE SIBJSIETCSI OTIOTHUTESIbHBIM KOMIIOHEHTOM).
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[Inata cereBoro ynpasienus: AP9635 BkitouaeT B ce0st Bce PyHKIMHU IIATHI ceTeBOro ympasienus AP9630,
a TaKkXKe MePeUUCICHHbIC HIDKE BO3MOXKHOCTH:

* IIpemocraBnset na mopra USB, koToprie momnepskuBarotr oorosneHue npommsku [ICY u UBII ¢
ycTpoiictBa USB.

b Ho;[,uepxcHBaeT OJINH YHI/IBepcaJIBHHﬁ IOPT BBOAA-BbIBO/Ia, K KOTOPOMY MOKHO IMOAKIIOUYNUTH
CJIEYIOIINE YCTPONUCTRA!

— nparyuk Temneparypsl (AP9335T) wiu naruuk Temneparypsl/Biaxnocta (AP9335TH);

— BXOJIHBIC-BBIXOJHBIC Pa3beMBI Pelie, KOTOPBIE MOAICPKUBAIOT B BXOIHBIX KOHTAKTa M OIHO
BBIXOJIHOE pelie (C UCTIONb30BaHUEM YCTPOMCTBA BBOAA-BBIBO/IA ¢ CyXHMH KoHTakTamu AP9810,
KOTOPOE SIBJISIETCSI JOTIOTHUTEIIbHBIM KOMIOHEHTOM).

* llopnep:kuBaeT ynpasieHHE 110 BCIOMOTaTeIbHOMY KaHaIly C JOCTYIIOM K HHTepdeicy KOHCOH IIaThI
yIpaBlieHHUs 10 TeJIeQOHHOH JTMHUHU Yepe3 MOAEM.

o Tlommepxwuaet cBsa3b Modbus RTU uepes mopr RS485 8 nononuenne k mporokory Maodbus TCP/IP.

YcTponcTBa, B KOTOPbIX MOXHO ycTaHaBnuBaTtb MCY 2

ITnaTy ceTeBOro ympapieHHs 2 MOKHO YCTaHOBHUTH B JIF000€ COBMECTHMOE YCTPOMCTBO ¢ oTcekoM Smart Slot,
B TOM 4HUCJIC B cnenyfoume YCTpOfICTBa:
+  JTro6bie UBIT Smart-UPS®

» JlrwoG6sie UBII Symmetra® — UBIT Symmetra PX 250 unu Symmetra PX 500 coBMecTuMBI
TOJIBKO ¢ miaToit AP9635.

« MGE® Gaaxy® 3500
«  Buok pacumpenns (AP9600)"
» TpotiHoi ook pacmupenus (A P9604)"

*O,Z[I/IHapHBIe WA TPOUHBIE OJIOKH PAaCIIUPEHUs COBMECTHMEI Tobko ¢ MBI, ocHameHHbIMI
nocienoBarensHpIM optoM DB9. Onu coBMecTrMBI TONBKO co cnemyrommmu Monensmu MBI SURT,
SURTA, Symmetra Power Array/RM/LX/PX (3a uckmouernem PX 250/500), SU, SUA u SUM.

[Momusiii cimcok coBMectumbix MBI, B koTopsie MoxHO yctaHoBuTE [ICY 2, cM. B cTaThe
FA237786 6a3bl 3HaHMI Ha

UcxopnHasa HacTpouka IPv4

Yroowt [ICY 2 morna paboTarh B ceTH, HEOOXOANMO HACTPOUTH cieaytomnie mapamerpsl TCP/IP:

* |P-ampec IICY;

* macka noaceru i IICY,

* |P-agpec nuro3a mo ymonuanuro (Tpedyercs TOJIBKO B TOM CIllydae, €CIU MPEBbILIEH pa3Mep CErMEHTa).
MPUMEYAHMUE. Ecnu nutro3 mo yMom4aHUIO HEIOCTYIICH, HCTonb3yiiTe | P-anpec koMmmbloTepa, KOTOPBIA
KOTOPBIA 0OBIYHO paboTaeT v HaXOaUTCs B Toi ke moacetd, uro u [ICY. IICY ucnonp3yeT nuto3 mno

YMOITYaHUIO [T IPOBEPKHU CETH MPU HU3KOM TpaduKe.

NMPUMEYAHUE. I[1nara cereBoro ynpasieuus umeeT npeduxc MAC-aapeca 00:CO:B7 nau 28:29:86.
Yro6sl mpoBeputh MAC-anpec IICY, nepeiinnte B MEHIO . Orot npedpuxc MAC-anpeca
MOKHO MCTIOIB30BaTh M1l HacTpoiku cayx061 DHCP.

[TPUMEYAHMUE. He ucnons3yiite agpec ooparHoii cszu (127.0.0.1) B kauecTBe aapeca muto3a

M0 YMOJTYaHHIO. JTO TIOBIIEYET 32 COOOH OTKIIIOUEHHE IIAThl. B 9TOM cityyae Hy»KHO BOMTH B CHCTEMY

C IOMOIIBIO MOCIIEIOBATEILHOTO HHTepdeiica 1 ycTaHoBUTh napameTpbl T CP/IP Ha 3HaueHust

MO YMOITYaHHIO.
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Kondurypauus napamerpos Hactpoiiku TCP/IPnpuBoauTcs B «PyKoBOACTBE O YCTaHOBKE ILIATHI
CETEBOTO YIPaBICHUSI», KOTOPOE NMEETCs Ha BeO-caiiTe Y B [IEYaTHOM BHJIE.

IMoxpoGuble cBenenus 06 ucmoiap3oBannu cepsepa DHCP mis macrpoiiku mapamerpos TCP/IP Ha
IJIaTe CeTEeBOTO YIpaBieHUs cM. B pasnene «Ilapamerpsr orBeTroB DHCP».

UcxopnHasa HacTpounka IPv6

Kondurypanus cetu |Pv6 obecrieunBaeT yHUBEpCaIbHBIE BO3MOKHOCTH IS BHITIOIHEHUS TPEOOBaHUIA
nonp30Barens. | Pv6 MoxxHO HCIonb30BatTh B JIFOOOM MECTE, TJe B 3TOM HHTepdeiice BBonuTcs |P-aapec.
Hactpoiiky MOXHO OCYIIECTBIISITh BPYUHYIO, aBTOMaTH4ecky uiu ¢ nomouipio DHCP, cM. «Jkpan HacTpoek
TCP/IP g |Pv6».

CeTeBoe ynpaBrneHue ¢ UCNONb30BaHUEM APYrUX NPUIOXKEeHUN

OTH NPUIOKEHHS, YTHIHUTHL U pecypebl padoratot ¢ MBI, kotopsrit mogkirodaercs k cetu yepes [ICY 2.
e PowerChute Network Shutdown — aBromarnueckoe KOppeKTHOE OTKIIIOUEHHE KOMIIBIOTEPOB,
MOAKJIIOYEHHBIX K ycTponicTBam WBIT.
« APC PowerNet® MIB — unpopmariiust o goctyne K ycrpoiicream UBII o nmpotoxoiny SNMP.

e StruxureWare Data Center Expert — ympapnenue 37eKTpOMTaHIEM Ha YPOBHE TIPESIITPUATHS 1
ynpasnenue arearamMu SNMP, Takumu kak ceteBbie yerpoiictBa UBIT u gatunku okpyskaroieii cpespl.

» EcoStruxure | T Gateway — o6naunoe 10 a1 MOHUTOPHHTA, TIO3BOJISIONIEE OTCIICKUBATh YCTPOHCTBA
UBIT uepes nporokonst SNMP u Modbus.

*  Macrep HacTpoiiku | P-koHduTrypamuu ycTpoicTB — HACTPOMKa OCHOBHBIX MTApaMETPOB OHOM ILIATHI
CETEBOr0 YIPABICHUS B CETH MIIM HECKOJIBKUX; CM. paszei «Mactep HacTpoiiku | P-koHdurypamuu
YCTPOUCTB».

*  Security Wizard — co3nanune cepruukaroB cepBepa 6€30acHOCTH HA TPAHCITOPTHOM YPOBHE
(Transport Layer Security — TLS) u xocr-kimtoueii Secure SHell (SSH), xoTopbie oMoraroT 3aIliuTHTh
IIEJIOCTHOCTh U KOHPUACHIIHAILHOCTE CBs3H ¢ [ICY.
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®YyHKUUN BHYTPEHHEro ynpaBleHus

0O630p

Hcnons3yiite BeO-unTepdeiic monp3oBarens nim uaTepdeiic KoMaHIHON CTPOKH ISt TPOCMOTPA COCTOSTHUS
WBbI1, ynpasnenus UBII u [ICY. MoxHo Takxke ucmons3oBarh mpotoko’d SNMP s korTpons coctostaust UBII.

Bonee nogpobuyro nabopMaruio 06 nHTepdetice monp3oBaTels cM. B pa3neie «Bed-unrtepdetic
MOJIB30BATENS» U PYKOBOJACTBE s mHTepdeiica komanauo ctpoku (CLI) Ha BeO-caliTe

Cwm. paznen «Oxpanbl SNMP» s momyuenus nadopmarun o koHTpone noctyna k [ICY mo
npotokorny SNMP.

anIOpI/ITeT AocCcTyna npu Bxone B CUCTeMy

MOXHO BKJIIOUUTH BO3MOYKHOCTH OJJHOBPEMEHHOTO BXO/la B CUCTEMY HECKOJIBKUX ITOJIb30BaTeIe!, KOTOpbIE
00Naial0T paBHBIMHU NpaBaMu aocTyna. CM. paszaen «JKpaH «YIpaBIeHHE CEaHCOM»,

Tunbl y4yeTHbIX 3anucen

[ICY obmnanmaeT pa3nuyHBIMU YPOBHAMU JOCTYIa — MPUBHJIETHPOBAHHBIN MTOJIB30BaTENb, aIMUHUCTPATOD,
[IOJIB30BATEIb YCTPOMCTBA, TOIBKO YTEHUE, TOIbKO CETh!

[IpuBuIernpoBaHHblii M0JIL30BaTE/Ib MOXKET UCTIONB30BaTh BCE MEHIO HHTep(eiica moabp30oBaTes

1 Bce KOMaHbl B MHTepdeiice KoMaHTHOH cTpoku. [IpiuBHIernpoBaHHbIH TOIB30BATENb TAKKE
OTIpEAENSCT AOTOIHUTEbHBIC YUSTHBIC 3aIMCH MIOIb30BaTeNIeii M yCTaHABINBAET IEPEMEHHBIC JUIs
Ipyrux nons3oareneid. [Ipu mepBoM Bxone B cucTeMy Kak UMs IOJIb30BATENs], TAK ¥ HapoJb 10
ymomuanuio apc. B Bepcun 6.8.0 mocrie Bxona B cucteMy Bam OyZeT IpeyiokKeHO BBECTH HOBBIHM apOb.
IIpumeuanue. [IpuBrIErHPOBaHHOTO [10IH30BATENS HENB3S IEPEUMEHOBATH WIN YAAINUTH, HO MOKHO
BBIKJIFOYHUTH. PEKOMEHIyeTCs BBIKITIOUNTD YIETHYIO 3alMCh [IPUBMIIETHPOBAHHOIO II0JIB30BATENIS 1IOCTIE
CO3IaHM AOTOJHUTENbHBIX YUETHBIX 3anKcell anMuHUCTpaTopa. Ilepen BhIKIIOUEHHEM
MIPUBUIIETHPOBAHHOTO TOJIb30BATENS YOEIUTECh, YTO CO3/1aHa Kak MHHUMYM OJIHa yYeTHas 3alich
aJIMUHHCTPATOPA.

AJIMUHHCTPATOP MOXET HCIOJIb30BaTh BCE MEHIO HHTEpdeiica Moap30BaTeNsl 1 BCe KOMaH bl B
uHTEepdelice KOMaHAHOU CTPOKU. MIMs ob30BaTeNs Mo yMOIYaHuio — apcC.

[Tomp30Barens ¢ mpaBaMu MOJIB30BATE/IsI YCTPOIiCTBA 00IaIaeT MpaBaMu JOCTYTIA AJIs YTEHUS ’
3aIlUCH K 3KpaHaM, OTHOCSIINMCS K yCTporcTBY. DyHKITNH afMIHICTPATOpa, TaKHe KaK yIpaBIeHNE
ceancamu B MeHI0 «be3omacHocT» u «bpanamaysp» B MeHIO «XKypHaib», 3a0JI0KUPOBAHEI.

Mwms monb3oBaTests o yMmoinuanuio — devi ce.
[Tonk30Baresb ¢ mpaBaMu TOJIBKO YTeHHUsI 00JIaacT CICAYIONUM OrPAaHUUCHHBIM JOCTYIIOM:
— Jloctyn Tonmpko yepe3 uHTepdeiic mois3oBares.

— JlocTyn K TeM e MEHIO, YTO U JUIs I0JIb30BaTelisl yCTPOUCTBA, OIMCAHHOTO BBIIIE, HO 0e3
BO3MOKHOCTH M3MEHEHUS HACTPOCK, YIIPABICHUS YCTPOUCTBAMH, YAAJICHNS JaHHBIX WU
WCTIOJIb30BAaHUS NTapaMeTpoB nepenaud (aiinos. CchbUIKM HA TapaMeTpbl KOH(QUTypayun
oTOOpaxaroTcs, Ho HeakTHBHBL. ([Ipy 0TOOpaskeHNH )KypHAIOB COOBITHI M TAaHHBIX KHOITKA
OYHMCTKH JKypHaJa JIs JAaHHOTO I0J1b30BaTellsi He 0ToOpaXkaeTcsl.)

ITo ymonmuaHuIo B Ka4yeCcTBE UMEHH TOJIb30BaTEIs MCIIOJIb3yeTcs 3HadeHue r eadonl y.

[Tonp30BaTeNb € MPaBaMH TOJIBKO CeTh MOXET BBIIOIHATH BXOJ] TOJILKO C OMOLIBIO BeO-uHTEpdeiica
NoJIb30BarTelis 1 uHTepdeiica komanaHoi crpoku (TelNet/SSH, a He mocnenoBarenbHbIi MOPT). MMs
MOJIL30BATEIIS M APOJIb TI0 YMOTYAHUIO OTCYTCTBYIOT.

3a/:[al71Te CBOHM 3HA4YCHUA UMCHHU I10JIb30BaTCIsI U naponeﬁ JJIA YUCTHBIX 3anuceid. FiMs nojp3oBareis u
apoJin, UCIOJIb3YEMBIC 110 YMOJIYAaHUIO, YKa3aHbl B JOKYMCHTAIIUX U TIO3TOMY HE 00€eCeunBaroT
HHUKaKOM 3allIUTHI.
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B Bepcum 6.8.0 Mo yMon4aHMWIo y4YeTHble 3anncy agMUHUCTpaTopa, nosib3oBaTens YCTPOoWCTBa,
nonb3oBaTens ¢ npaBamu «TOMbKO AN YTEHUS» 1 NoNb30BaTens ¢ AOCTYNOM «TOMbKO K CEeTU»
OTKIIOYEHbI. VX Henb3sa akTMBUPOBATL [0 Tex Nop, Noka Nnaposib Mo YMONMYaHUio Anst y4eTHO
3anuncu cynepnornb3oBatens( apc) He OyaeT M3MeHeH.

HNudopmaruro o Ha3HAYCHUIO u JUISl yYETHOM 3amucu
aJIMIHUCTPATOPA, OJIH30BATEISI yCTPOUCTBA U MTOIB30BATENS C TIPABAMH TOIBKO IS YTEHUS CM.
B pazzene «JIokanbHbIe MOTb30BaATEII.

BoccTtaHoBneHMe yTepssHHOro napons

Jlist mocTymia k mHTEepdeiicy KOMaHIHON CTPOKH MOXKHO MCTIOIH30BaTh JIOKATHHBIA KOMITBIOTED,
TTONKJTFOUEHHBIN K MO cienoBaTelbHoMy mopty Ha [ICY 2.

1

BLIGCpI/ITe HOCJ'ICI[OBaTCJ'IBHLIﬁ IOPT Ha JIOKAJIbHOM KOMIIBIOTEPC U OTKIIFOYHUTC CJ'Iy)K6y, KOTOpas
HCIIOJIB3YET 3TOT IOPT.

[MToncoenuuuTe NpUIaraeMplii Kabep Mocie0BaTeIbHOTO HHTEepdeiica (HoMep KOMIIOHEHTa
940-0299) k BEIOpaHHOMY TOPTY KOMITBIOTEpA H K MOPTY HacTpoiiku Ha [ICY 2.

3amycTUTe Ha KOMITBIOTEPE IPOrpaMMy SMyIsiiuu TepmuHana (Hanpumep, HyperTerminal, Tera Term
i PUTTY) u HacTpoiite ciemyrolye mapaMmeTpsl [T BEIOPAHHOTO TIOPTa: CKOPOCTH Tepeaadn
9600 6urt/c, 8 6uT HaHHBIX, O€3 IPOBEPKH YETHOCTH, 1 CTOMOBLIM OHT, 6€3 KOHTPOJIS ITOTOKA.

Haxxmure kiiaBuiry ENTER (Ipu HEOOXOIMMOCTH HECKOJIBKO pa3) ISl BBIBOIA 3aIpoca Ha BBOI
(Mmst monb3oBaresst). Eciu 3armpoc Ha BBOJ He oToOpaxkaercsi, yoeauTecs B TOM, 9TO:

— TIOpPT MOCTIe0BATEIHHOTO BBO/Ia-BBIBO/IA HE HCITONB3YETCS APYTHUM MPIIIOKEHHUEM,;
— TapaMmeTpsl TEpMUHAJIa COOTBETCTBYIOT IapaMeTpaM, YKa3aHHbIM B OTIepaliy 3;
— COOTBETCTBYIOIIHH KaOelb MCIIONb3yeTcs, KaKk yKa3aHo B olepanuu 2.

Haxwmure xiaBumnry Reset (Copocuts). Mamukarop «CocTosHIE» HAYHET TI00YEPETHO MUTATh
CIICTYIOIUMH [[BETAMU: OPAaH)KEBBIN U 3eJeHbId. [Ioka MUTAaeT HHIUKATOP, HE3aMEUTUTEILHO
Ha)XMUTE KiIaBuily Reset ere pa3 a1 BpeMEHHOTO BO3BpaTa 3HAYCHH 10 YMOJTYAHHIO JJ1s1 HIMEHH
MOJIL30BATEIIS U TIAPOJIS.

Haxxmute HECKONBKO pa3 KIaBHIy ENTER sl IOBTOPHOTO OTOOpaXKEeHHS 3ampoca , 3aTeM
YKaKHUTE 3HaYeHHe apC (3HAYCHHUE [T0 YMOIYAHHUIO) B KA4eCTBE MMEHHU MOb30oBares u napois. (Eciau
Mocyie MOBTOPHOTO OTOOpaKEHHMS 3alpoca Ha BBOJ| 3HAYCHHUSI Mporeaypa BXoaa 3aHUMaeT
ceeirre 30 cexyHI, HeOOXOIMMO ITOBTOPHUTE AeHCTBHE 5 M IpoLeAypy BXo/a. )

B nnTEpdhetice KoOMaHIHOW CTPOKH I N3MEHECHHS ITapaMeTpa (TTapoits), KOTOpHIi Ha
JTAHHOM dTare UMeeT 3Ha4eHre apC, UCIIOIb3YITE CIeNYIONe KOMaH bl

user -n <uMma noJp30BaTENA> - PW <HNapoJib I[O0JIB30BaTEJIA>
Hampumep, 4To0b1 13MEHUTD TIapoib Ha XY Z, BBEIHTE:
user -n apc -pw XYZ

ITpu r00BIX U3MEHEHHSIX YUETHOH 3allMCH M0Ib30BaTeIsl HEOOXOAUMO yKa3aTh apoiib
MPUBUIICTHPOBAHHOTO TOJIb30BaTels. JJononHuTenbHbIe cBeAeHus cM. B pazaeine «llonb3oBarens»
pyKoBOzCTBa IO UHTEpdeiicy komanaHOU cTpoku [ICY.

B nensix 6e30macHOCTH MOYKHO OTKITIOUHUTH YUETHYIO 3alMCh IPUBHIIETUPOBAHHOTO
moJp30Barest. YToObI MPOBEPUTH, UTO yUETHAS 3aMIMCh TPUBUIIETHPOBAHHOTO
I0JIB30BATENS BKIIIOUEHA, BBEJIUTE!

user -n <uMmMsa noJbp30BaATEJIS>

ITpu oTobpaxkenuu coobieHus Access: Di sabl ed (Jloctyn 3anperieH) MOXXHO
CHOBa BKJIIOUYUTH NPUBUIIETUPOBAHHOTO MTOJIb30BATENS, BBEIS CISAYIOIIYI0 KOMaHY:

user -n <umsa noxb30BaTena> -e enabl e
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8. Jlns BBIXO/A U3 CHCTEMBI BBEIUTE (Ui t WM €Xi t , MOIKITIIOUNTE paHee OTCOSAMHEHHBIN Ka0eb
MoCIeI0BaTeIbHOTO HHTEp(delica U TOBTOPHO 3aMMyCTUTE OTKIIOYCHHYIO CITYKOY.

NMepeaHsasa naHenb (AP9630)
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AP9630 Network Managemdni Card 2 |

© L5
KomnoHeHT OnucaHue
1 [onxmrouaet [ICY & J0KaIbHOMY KOMITBIOTEPY C IIOMOIIIBIO KaOesst
KoHconbHbIi nocienoBarebHoro uarepdeiica (Homep kommonenta APC 940-0299) mist
[IOCJIE0BATENbHBIN IIOPT HACTPOWKH UCXOAHBIX MApaMeTPOB CETH I TS JOCTyTa K HHTepdeiicy
KOMAHJHOM CTPOKHU.
Paspem 10/100 Base-T Monkmouaer I[ICY & cetn Ethernet.

OcymectBisietr copoc uHTEepdeiica cereBoro ynpasineHus. [Ipumedanne. 31o

3 Kuomnka copoca .
HE BIIMSIET Ha BBIXOIHYIO MOIHOCTh YCTPOUCTBA, B KOTOpoM yctaHosieHa [ICY.

4 WNHpukarop akTUBHOCTH

cetn Link-RX/TX (10/100) Cwm. pasnen «Mumukarop aktuBHOCTH cetd Link-RX/TX (10/100)».

5 MupaukaTop cocTosHUus CwMm. paznen «MHIUKATOP COCTOSTHUS.

NepeaHsasa naHenb (AP9631)
Qe e 1 9

USB  Unikersal 'O Usjversal IO \Netwnrh }'

Ilﬁl_\d 0 IJI

T
D T W \ [ C
: T L] e
2 VD —I__@@
Swal Sbi ] AP9631 Netwy/Tk Managément Card 2 |
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KomnoHeHT OnucaHue
1 Nudopmanmro o ooHoBneHuo npomusky [ICY cM. B pasnene «[lepenaua
[Mopret USB (aiino», a uHGopmarto o ooHosnenuro npoumeku MbII cM. B pa3nene
«O6noBnenue npoumeku MBI ¢ yerpoiictea USB (tonsro AP9I631 nimn API635)».
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KomnoHeHT

OnucaHue

3 YHUBEpCaIbHBIE TOPTHI
BBOJIa-BLIBOIA

K yHuBepcanbHOMY MOPTY BBOZA-BbIBOJA 1 MOAKITIOUAIOT IaTYNKN
TeMITepaTypbl I AATYUKH TEMIEpaTypsl 1 BIaxHocTu. K mopry 2
TTOAKITIOYAIOT Pa3beMbl JIOMOIHUTEIBHOTO PEJICHHOTO BBOA-BHIBOAA.
JlonoTHUTENBHBIH peseiHbIA BBOI-BBIBOJl IMEET 1B BXOJHBIX KOHTAKTa U OTHO
BBIXOJHOE pelie.

4 | Passem 10/100 Base-T

TTonxmouaer IICY k cetn Ethernet.

5 | Knonka cOpoca

OcymectBisieT copoc unTepdeiica cereBoro ynpasineaus. [Ilpumedyanue. 3to
HE BIUET Ha BEIXOAHYIO MOIIHOCTB YCTPOMCTBA, B KOTOpoM ycTaHoBieHa [ICY.

Konconpnbri
TOCIIEI0BATENIbHBIN TTOPT

Honxrogaer IICY k J0KaTbHOMY KOMITBIOTEPY € IIOMOIIBIO KaOemst
nocJenoBaTeapHoro uaTepdeiica (Homep kommnonenra APC 940-0299) mis
HACTPOMKH UCXOIHBIX NTapaMETPOB CETH W IIS IOCTyNa K HHTepdeicy
KOMaHJHO! CTPOKH.

7 Muaukarop akTHBHOCTH
ceru Link-RX/TX (10/100)

Cwm. pasznen «Uuaukarop akruBHoCcTH cetr Link-RX/TX (10/100)».

8 I/IHZ[I/IKaTOp COCTOSAAHHUA

CBeTOJ_'[I/IO,HHHﬁ HWHAUKATOP ABJIACTCA HCTOYHHUKOM CBCTA. CwM. pazaein
«I/IHZ[I/IKaTOp COCTOSAHUA».

NepeaHsasa naHenb (AP9635)

(2] © ? (5] 0

SB  Univelsal /O Moglem ™| cn Netvork

Modibus )

0 Gnd

u
fodoo

———J|| Il [ ee|e T[T
:> QE O|0|O C

Corfsole AP9635 Network Management Card 2 J

el

o0 D &|  Reset

0 1 |Com
RXD

0 o o

KomnoHeHT

OnucaHue

[Mopret USB

Hudopmarturo o odbHoBneHuto npommuBku [ICY cM. B pasaene «Ilepemada
(aiino», a nHpopMaruio 1o ooHosieHuo npormeku MBI cM. B paznene
«O6Hnoemenue npomumsku UBII ¢ yerpoiictea USB (Tombko API631 mn API635)».

‘YHuBepCalbHbII OPT
BBOJIa-BBIBOZIA

Hcnonp3yeTcs 11 NOAKIIOYEHNS BHEILIHUX JAaTYUKOB K IJIATE€ CETEBOIO
ynpasienus (IICY).

MOKHO MOKITIOUUTD JATYMK TEMITEPATYPhI, JaTUMK TEMIIEPATYPhI/BIAKHOCTH
WJIM pa3beM JIOMOIHUTENIBHOTO PEIEHOTO BBOJA-BbIBO/IA. JlOTIOTHUTENbHBIN
peneiHbIi BBOA-BBIBO UMEET JIBa BXOIHBIX KOHTAKTa U OJHO BBIXOAHOE pelie.

ITopt monema

[oxkmrounte kabens RJ-11 k mopTy Momema 1Tl IOy d9eHHs JOCTyIa K HHTepdeicy
KOMaHTHOH CTPOKH uepe3 TeaeHOHHYIO JIMHUIO 1715 yipasieHus oaHogasasiM VBIT
Smart-UPS® u UBIT monenn S/mmetra® TI0 BCIIOMOTATEIbHOMY KaHaJTy.
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KomnoHeHT

OnucaHue

HUcnonesyercs mst monkiroueHust [ICY k cicTeMe TUCTeTYepu3alii HHKEHEPHOTO
obopynosanus (Building Management System — BMS). B koMIuiekT BXOZIST ABa
LITBIPEBBIX pa3beMa sk KIEMMHO#H kopoOku (Homep kommonenTta: 730-0532).
[rna Modbus omaepxusaercs st ogHodasabix MBIT Smart-UPS® u BT

Passem Modbus mozter Symmetra® mpu yeranosnentoi IICY ¢ MUKPOIPOrpaMMHBIM

obecriedeHreM Bepcur 6.4 M BBIIIE, a TAKXKE P MCTIONB30BAHUH TIPUIIOKESHHS
Smart-UPS/Symmetra.

Ipumeuanue. YtoOs! npoBeputh coBmectiMocTth MBIT ¢ Modbus, o6parutech k
nokymenrtanuu o UBIL.

Paszvem 10/100 Base-T TTonxmrouaer IICY k cetu Ethernet.

6 | Knonka copoca

Ocymectsisier cOpoc uaTepdeiica cereBoro ynpasnerus. [Ipumeuanne. I1o He
BIIHSIET Ha BBIXOIHYIO MOITHOCTB YCTPOMCTBA, B KOTOpoM ycTanoBneHa [ICV.

7 [onxiouaer IICY k j0KaJbHOMY KOMIIBIOTEPY C IOMOILBIO KaOeIst
Konconbhblit nocrenoBarenbHOro HHTepdeiica (Homep kommonenta APC 940-0299) nis
MOCIIE0BATEIbHBIN TTOPT HaCTPOMKH UCXOIHBIX NapaMETPOB CETH MIIH IS IOCTyNa K HHTepdercy

KOMaH,I[HOﬁ CTPOKH.

8 WNHpukarop akTUBHOCTH .
cern Link-RX/TX (10/100) Cwm. paznen «Munukarop akruBaoctH cet Link-RX/TX (10/100)»

9 Mupukarop c

CBETOIUOIHBIH WHINKATOP ABJISACTCA HCTOYHHUKOM CBETA. Cwm. pasaen

OCTOSIHHS
«HaMKaTop COCTOAHUSI».

OnucaHun

e MHOUKaTOpPOB COCTOAHUA

MHaukaTop cocTosiHUA

DTOT CBETOMMOAHBIN HHIUKATOP yKa3biBaeT coctosiHue [ICY.

CocrtosHue Onucanue
Bo3mokHa 0f1HA U3 CIICTYIONIMX CUTYaIHH:
* Ha maty cereBoro ynpasiieHHsI HE TIOJACTCs] BXOOHOE MTUTAHMHE.
BhIx/ioueH *[Inara cereBoro ynpaeieHus paboTaeT HelpaBUIbHO. YOeIuTech, 4To Iiara
CEeTEeBOr0 yMpaBICHHUs IIPABUIILHO YCTaHOBICHA B pasbeM SmartSlot na UBII. Eciu
WH/IMKAaTOp He BKIIOYAETCS, MOXKET II0TPEOOBATHCSI JOMOJIHUTEIFHOE YCTPaHEHNE
mpobiiem. JlomoTHNTEIbHBIE CBEACHHS CM. B pa3jelie «YCTpaHeHHE pooiem».
HenpepsiBHblit
PepE IMapamerpsr TCP/IP B muiare ceTeBOro ynpasieHUs 3alaHbl IPABHIIBHO.
3€JIeHBIN
HenpepsiBHbIit B mnare cereBoro ynpasneHunst oOHapy>kKeHa amnmapaTHasi HencrnpaBHocTb. OOparuTech
OpaHXeBBIN B CIIy’k0y TeXHH4IeCKOH noaniepkku. CM. paszzeln «YcTpaHeHHe IpooIem».
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CocTosiHue OnucaHue

Muraronuii 3eJieHbll | B miate ceTeBoro ynpasieHus HENPaBUILHO 3a1aHbl mapamerpsl TCP/I pl

Muraromuii [ICY naxoautcs B pexxume Bootmonitor. JIoromHuTenbHBIC CBEACHHUS CM. B pa3ziee
OpaHXEBBIN «Daiinpl MOLYJIEY MUKPOIIPOTPaMMBbI».

ITonepemenHo Ecnu cBeToqnoHBIN HHAMKATOP MUTAeT ¢ Hu3kol dactoToil, [ICY BeimonHsgeT
MHTAIOIIHAH 3€JIE€HBII 3aMpOCHI DHCP2!

U OpaHXKEBbII Ecnu cBeToqMOMHBIN MHIMKATOP MUTAET YacTo, TO BeIMOIHseTcs 3amyck [ICY.

1. Ecnu cepeep BOOTP unu DHCP ne ucnonesyercs, as vactpoiiku napamerpos TCP/IPTICY cwm.
«PyKOBOJICTBO O YCTaHOBKE IIJIATHI CETEBOTO YIIPABICHUS» Ha BeO-caiTe W B IIeYaTHOM (opmare.

2. 06 ucnone3oBannu cepsepa DHCP cm. pasnen «ITapamerpsr otBetoB DHCP».

MupgukaTtop aktuBHOCTU ceTtn Link-RX/TX (10/100)

DTOT CBETOAMOIHBIN HHANKATOP yKa3biBaeT cocrosiuue cetu IICY.

CocrosaHue Onucanue
Bo3MmoxHa 071Ha U3 CIIEAYIOIUX CUTyaLUit:
* Ha mnaty cereBoro ynpaBiieHHs! HE IIOJACTCS] BXOJHOE TUTAHME.
* OTKJIIOUEH WM HeucrpaseH Kabenb, coequnstomuii [ICY ¢ ceTbio.
o OTKJIFOYEHO WM HEMPABIWIIHLHO paboTaeT yeTpoicTBo, coenuusroniee [ICY ¢ cerpio.
Brixirouen
*[ICY paboraer HenpaBuIbHO. YOEIUTECH, UTO IUIaTa CETEBOTO YIPABICHHS
NpaBUIBHO yCTaHOBNEHA B pazbeM SmartSlot na MUBII. Eciau nnaukatop He
BKJIFOYAETCsI, MOXKET IOTPEOOBATHCS JOIOJIIHUTEIEHOE YCTPaHEHHE TTPOOIeM.
JlononHUTENEHBIE CBENICHNS CM. B pasziese «YcTpaHeHue mpoliem».
HenpepsiBHbIit I1CY noxkiroyeHa Kk cetu, Kotopast paboraer co ckopocTbio nepenaun 10 meradur
3€JIeHBII B cekyHay (Mowur/c).
HenpepsiBHbIit I1CY noxkiroyeHa Kk cetu, kotopasi paboTraer co ckopocTbio nepenadn 10 meradur B
OpaHXeBbIH cekyHay (Mo6ut/c).
Muraromuii 3eneHblit [ICY npuHEMaeT Wi HepeaaeT NakeThl JAHHBIX CO CKOPOCThI0 nepenadn 10 Mowurt/c.
Muraromui
P [ICY nprHUMaeT WK IepeJaeT NakeTbl JaHHBIX O CKOPOCThIo nepenadn 100 Mowurt/c.

PYHKLUM 3aLLUTDI

O630p

Jnst oOHapyKeHUsI BHYTPEHHUX HEHCIIPABHOCTEH U BOCCTaHOBJICHHUS pab0vero COCTOSHUS OCIIE BO3ICHCTBHS
HETpeyCMOTPEHHBIX BXOAHBIX curHaloB B [ICY 2 ucnonb3yeTcs BHYTPEHHHUH 00IIeCUCTEMHBIN MEXaHU3M
3amuThl. [Ipy mepesamycke mocie BHyTPEHHETo c00sl B )KYPHAJI PerHCcTPalul COOBITHI 3aliChIBACTCS
coobrTre Cucrema: CeTeBoii uHTepdeiic mepe3anyuieH.
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MexaHunam ceteBoro uHtepdenca Watchdog

[ICVY 2 ucnonb3yer cpencTsa 3aluThl, YTOObI 00€30MacuTh ce0sl OT CUTYyaIluH, KOT/Ia JOCTYII K CETH
HeBo3mokeH. Hammpumep, ecnut [ICY 2 He mony4vaet u3 cetu Tpaduka B TedeHue 9,5 MunyThbI (IpsiMoro
tpaduka Trna SNMP unu mmpokomnonocHoro Tpaduka, TaKoro Kak 3arnpoc MpOTOKojIa pa3pelieHHs aapecoB
[ARP]), To cunTaercs, uTo c60it mpon3zomnien BHyTpH nHTEpdeiica ceTH, 1 MPOUCXOIUT Mepe3aIrycK.

COpoc Tanmepa cetu

Uto0sI TpenoTBparuTh nepe3anyck IICY 2 mocie oTCyTCTBHS CETEBOM aKTHBHOCTH B TeUeHHE 9,5 MUHYTHI,
[ICY 2 xaxnapie 4,5 MUHYTHI IBITACTCS CBA3ATHCS CO IITI030M IO YMOTYaHuio. [Ipn Hamuanm nurro3a oH
orBedaeT [ICY 2, u 3TOT OTBETHBIN CUTHAJ Iepe3amnyckaeT Taimep Ha 9,5 MmunyThl. Eciin st Bamero
MIPUIOKEHHUS IILTI03 HE TpeOyeTcsl Wil OTCYTCTBYeT, yKakute | P-agpec kommnbrotepa, paboTaromiero B ceTH U
HaxopsAuerocs B Toi ke noacetu. CereBoit TpapuK OT 3TOro KommbloTepa Oyaet copacbiBaTh 9,5-MUHYTHBIIH
TaliMep JOCTATOYHO YacTo JJIs MpenoTBpalieHus nepesamnycka [ICY 2.

ABTOMaTM4YeCKUIN BbIXOA U3 CUCTEMDI

[To yMomuaHUIO MOJIB30BaTEI aBTOMAaTHUYECKU BBIXOAAT U3 BeO-uHTepdetica u naTepdhetica KoMaHIHON
crpoku [ICY nocne 3 MUHYT OTCYTCTBUSI aKTHBHOCTH. BpeMst BbIX0/1a U3 CETH 110 YMOIYaHUIO JUIS KXK0TO
MOJIL30BATEIsI MOYKHO HACTPOUTH C TIOMOIILIO BeO-uHTEepderica:

Kon¢purypauus > be3onacHocts > JlokajibHbIe 10JIb30BATEH > YIIpaBJeHHeE.
— IllenxHUTE rUNEPCCHIIKY HMEHH MOJIB30BATEN YUETHOM 3aMIUCH, KOTOPYIO HY>)KHO U3MEHUTD.

— B menmo ((HpCBBIIIICHO BpEMs OXKUAaHUS CCaHCa» U3MCHUTE BPpEMS B MUHYTaXx.

ABTOMaTUUYECKUI BbIXOA, MpoponkutenbHOCTb
13 cucTembl (MuH.)

Hacrpoiiku no ymonuanuo | 3

MuHumMyM 1

Makcumym 60 (1 uac)
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Beb-nHTtepdgenc nonb3oBarens

BBeneHue

0O630p

Be0-untepdetic monp3oBaTens npegocTaBiseT napameTpsl st ynpasinenus MBI u mnaroii cereBoro
ynpasnenus: MBI 2 (IICY 2), a Taxke cpenctsa npocmorpa coctosuust UBIT.

CwM. pazgen «9KkpaH BeO-I0CTyIa», B KOTOPOM MPUBOIATCS CBEIICHHUS O BRIOOpE, BKITIOUCHHUH U
OTKJTFOYCHUH MPOTOKOJIOB, YIIPABJISFOIIUX JIOCTYIIOM K HHTEp(deicy momb30BaTens, a Takke 00
oTpeJieNIeHHH TIOPTOB CeTeBOro MHTepdeiica BeO-cepBepa I MPOTOKOJIOB.

NMopaepxxnBaemble Be6-6pay3sepbl

Has noctyna x [ICY uepes ee ceTeBoit nHTEepdEiic MONb30BaTeIsi MOKHO UCTIONB30BaTh MOCIIETHIOI0 BEPCHIO
Microsoft® Internet Expl orer® (IE) nnm Edge®, Googl e® Chrome®, Apple Safari® wim Mozilla® Firefox®.
[MoxoiinyT U npyrue pacnpocTpaHeHHbIe Opay3epbl U BepCHH Opay3epoB, HO OHHM He ObLIH TIIATEIBHO
MPOTECTUPOBAHBI.
[ICY He MOKeT paboTaTh ¢ IpoKcu-cepBepoM. [lepen ncnonszoBanuem Opaysepa Ui JOCTyHa K
nojb3oBarenbekoMy nHTepdeiicy IICY HeoOX0AUMO BBITIOJIHUTE CIEAYIOMINE IeHCTBUS:

» Hacrpoliite Opay3ep Ha OTKIIOUEHHE IPOKCH-CEPBEPa AJIS MJIaThl CETEBOTrO ynpanieHus [ICY.

* Hacrpotite mpokcu-cepBep, YT00BI OH He 00pabarpiBan ykazaHHsbl | P-agpec TICY.

Bxon B cuctemy

0O630p

MoxHo ucronb3oBatk qoMeHHOe uMsi DNS nnn cuctemnstii |P-anpec TICY mans URL-agpeca unTepdeiica
nonp30Baresns. JlJis BXoa B CHCTEMY UCIOTBb3YHTE 3aBUCAIICE OT PETUCTPA UMsI TOJIL30BATES U MAPOJb.
WMs monb30BaTeNis MO YMONTYAHHUIO 3aBUCHUT OT THIIA YYSTHOW 3aMUCH:

* apc st aIMUHUCTPATOPa U MPUBUIETHPOBAHHOTO TIOJIB30BATEIS.
* devi ce a4 noab3oBarens yCTPOMUCTBA.
* readonl y ans moap30BaTeNs ¢ IpaBaMU TOJNBKO AJI YTCHHUS.

JUi 3THX TpexX TUIOB yUETHBIX 3allMcell Mapoib M0 YMOTUYAHUIO apc. 3HaYeHHe 0 YMOIYaHHIO [T TUIIA
Y4ETHOM 3aITUCH «TOJIBKO CETh» OTCYTCTBYeT. CM. Takke « UMbl yUETHBIX 3aIUCeii».

Cm. pasaci ((I[063,BJ'ICHI/IG 1 U3MCHCHHC S3BIKOBBIX ITAKCTOB».

Ecnu nporokon HTTPS rmrouen, IICY co3naer coOcTBeHHBIN cepTrdHKAT. ITOT cepTrdurar
comracyeTcs ¢ MeTonaMu mudpoBanus oOpaysepa. bojiee moapodbHo cM. B «PykoBOACTBE 110
Oe3ommacHOCTH» Ha BeO-caiiTe

PopmaTtbl URL-agpeca
Ha6epute umst DNS unu | P-anpec TICY B mone URL-anpeca Be6-Opay3epa 1 Haxkmute ENTER. [Ipu ykazanuu

nmopTa BeO-cepBepa, OTIIMYHOTO OT UCIIONIB3YeMOro 1o yMordanuio, B mojie URL -aapeca o6o3pesarens | nternet
Explorer neooxomumo nodaButh k Hemy http:// wmm https://.
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PacnpocTtpaHeHHble coobueHunsi 06 owmbkax B 0603peBaTensax npm BXxoae B CUCTEMY.

CoobuweHue 06 ownbke

Bpaysep NpuunHa own6KKn

«This page cannot be displayed.» (He ynaetcs orobpa3utsb
JAHHYIO CTPAHHMILY.)

Internet Explorer | pryrepmer-nocryn

HeBO3MOXxeH, nin URL -

«Unable to connect.» (He yaaetcst ycTaHOBUTD
COCIMHEHHE. )

Firefox. Chrome ajipec yKazaH HElpPaBUIBbHO.

Mpumepbl cbopmata URL. Cm. Takxke «Dxpan Hactpoek TCP/IP mist | Pv6».

Mpumep n pexxum pgocryna dopmart URL
DNSums Wbl
HTTP http:// Wbl
HTTPS https:// Wbl

o ymosryanuio (80)

IP-anpec cucremsr 139. 225. 6. 133 u nopt Beb-cepBepa

HTTP

http://139.225.6.133

HTTPS

https://139.225.6.133

He o ymoyanuio (5000)

IP-anpec cucremsr 139. 225. 6. 133 u nopt Beb-cepBepa

HTTP

http://139.225.6.133: 5000

HTTPS

http://139.225. 6. 133: 5000

nopt Beb-cepBepa He 1o ymondanuto (5000)

Anpec IPv6 cucremer 2001: db8: 1: 2¢0: b7f f: fe00: 1100 u

HTTP

http://
[ 2001: db8: 1: 2c0: b7ff: f e00:
1100] : 5000

lNMepBoe nogkno4vyeHne

B Bepcun 6.8.0 npu nepBoM Bxojie B ceTeBoii uHTepdeiic nmoas3oparens [ICY Bam OyneT npeniokeHo
M3MEHHUTD MapoJIb 110 YMOIYAHUIO I YUETHOH 3amnucu cyneproib3oBareis ( apc) . [Tocnie Bxoza Bl Oyaete
nepeHanpaBieHbl B OKHO 0030pa coctosiHus mpoTtokoia (Protocol Status Overview). Ha skpaHe coepkutcs
UH(DOPMAIHS O BCEX CHCTEMHBIX IPOTOKOJIAX U MX TEKYIIUX 3HAYCHUsX (HAPHMeEp, BKIFOYCH/BBIKIIOUCH).
MoXHO BEepHYTBCS Ha 9TOT 3KPaH M03kKe, UCIONb3ysl cienytomuii myth: Hactpoiika (Configuration) > Cern

(Network) > Coaka (Summary).

PykoBoacTBO nonb3oBaTens nnartbl cetesoro ynpasneHus UBI 2

12



JJomMallHun 3KpaH

0630p

MyTb: Hayano

Ha skpane Hawuaso uatepgeiica MOXXHO MPOCMATPUBaTh aKTHUBHBIE CUT'HAJIBI TPEBOTH U MOCIIEIHUE COOBITHS,
3aMiCcaHHbIe B )KYpHaJe COOBITHH.

OnMH WM HECKOJIBKO 3HAYKOB BMECTE C COITPOBOIUTEIILHBIM TEKCTOM YKa3bIBAIOT Ha TEKyIIee pabodee
cocrossuue MBIT:

O6o03HaueHne | OnucaHue

Het curnasioB TpeBoru: curaains! TpeBord orcyTcTBYOT; MBIl u [ICY pyHKUIHOHHPYIOT
HOPMAaJIBHO.

IIpenynpesxknenne: aBapuifHbIN cCUTHAT TpeOyeT BHUMaHMS, IIOCKOJIBKY HE yCTpaHEHHast
BOBpeMs NpobiieMa MOXKET IPUBECTH K ITOTEPEe AaHHBIX U Iopye 000pyIOBaHMUA.

KpunTnueckoe coctosinue: KpUTHYSCKUN aBapUitHbIN CUTHAN, TPEOYIOIIUIA HEMEIIIEHHOTO
HIPUHSITUSL MEP.

B\

B BepxHeM mpaBoM yriTy Ka)a0ro SKpaHa Takue e 3Hauku coo0maroT o cocrosuuu WBIL. [Ipu Hamunuuu
J000T0 KPUTHUYECKOT0 WIIH NMPeAyNpeauTeIbHOr0 CUTHAJIA TPEBOTH TaK)Ke OTOOPaKaeTCs YHCIIO aKTUBHBIX
CUTHAJIOB TPEBOTH.

Jns mpocMoTpa BCero sKypHasia coObITUH menkHuTe JlonoJHuTe IbHbIE COOBITHS.

3HA4YKM U CCbINKH

YtoOBl yCTAaHOBHUTS JIIOOOH 3KpaH B Ka4eCTBE IOMAIIIHETO 3KpaHa, 0TOOPakaeMOro MpU BXOAE B CUCTEMY,
OTKpOIiTe 3TOT 9KpaH U IieJKHUTE 3Hauok ™= B BepxHeil mpaBoit yacTy.

[lenkuute ® , 9TOOBI BOCCTAHOBHUTH OTOOpaKEHHE TOMAIITHETO IKpaHa MPU BXOJIE B CHCTEMY.

B HIKHE J1eBOii YacTH KaxXI0W CTpaHUIsl HHTepdeiica MpeayCMOTPEHBI TPH HACTPaUBAEMBIE CCBUIKH Ha
roJie3HbIe BeO-caiTrl. [1o ymomganwio 3t ccbutku copepxar URL-anpeca as ciaemyronmx BeO-CTpaHHII:

* Ccruka 1: ctpanuna 6a3bl 3HaHUI BeO-caiiTa C TI0JIe3HON MH(OPMAIIHEH 110 TIOUCKY
U YCTPaHEHUIO IPOOIIeM.

* Ccpuika 2: cTpanuia HH(popManum o MpoAyKTax Bed-caliTa C COIIPOBOIUTEIILHOM
nHpOpManuel mo 060pyI0BaHUIO.

* Cchuika 3: cTpaHHLa 3arpy3Ku Beb-caiita C JOCTYITHBIM MIPOTPaMMHBIM 00ecCIieUeHHEM
Y MUKPOIIPOIPaMMaMHU.

[NepenacTpoiika 3THX CCHUIOK OMUCAHA B paszjiene «JIKpaH KOHOUTYPHUPOBAHHS CCHUITOKY.
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MoHuTtopuHr UBI1: meHro «CocTosiHMe»

Mento «CocTossHEE» IPEIOCTaBIISIET CBeNeHUs 0 TeKymieM coctosauu UBII u cetn.

Mosxno HactpouTs MBII 1 ceTh ¢ mOMOIIBI0 apaMeTpoB MeHIo KoHpurypanuu. CM. pa3aens
«Hacrpotika mapamerpos: 1» u «HacTtpotlika mapameTpoB: 2».

CwM. cienyromue paseibl:

e «UBII B MEHIO COCTOSTHUS

* «BBoxn-seiBog MBIl B MeHIO cTaryca»

*  «[pynmsl po3eTOK B MEHIO COCTOSTHUS»

* «Cucrema Oarapeil B MEHIO cTaTryca»

*  «YHHBEpPCAIBHBIN BBOI-BHIBOJ B MEHIO «COCTOSTHHAE»»

¢ «CeTb B MEHIO COCTOSTHUS»

UBI1 B MeHI0 COCTOSAAHUA

MyTb: CocTosiHne > UBI

3nech oTobOpaxkaroTcs cBeaeHus o Harpyske MBI, 3apsiae 6arapeu, HanpspKeHUU B APYTas NOoJe3Has

HHpOpMAITHS.

Mone

OnucaHue

Mocaennnii mepexon
Ha 0aTapelo

[puurHa mocneaHero NepeKIoUeHs Ha paboTy oT 6aTaper (KpoMe MepeKIueHUs TPy
CaMOTECTHPOBAHHH).

BHyTpenHsisi
TemIeparypa

Temnepatypa BHyTpu UBII.

OcraBuieecst Bpemsi
ABTOHOMHOI1 padoThI

pomomxurensHOCTh padoTs UBII ot 6aTapen i moaaep kaHus CyIIeCTBYOICH
Harpy3KH.

Bxox UBII

Bxoanoe HaIPS>KEHU e

Hanpsoxenue nepementoro Toka (B), monysaemoe BIT.

BxonHoe HanpsikeHue
oaiimaca

Hanpspxenue nepemenHoro toka (B), ucnons3zyemoe, koraa UBIT HaxoauTes B pexume
Oalimaca.
Ora dyHkius goctymnHa He 1yt Beex MBI

Boixon UBII

BbIxogHoe HanpsizkeHUe

Hampsoxenne nepemensoro toka (B), koropoe moanepskusaetcst UBIT mist Harpy3ku.

Toxk Harpy3kmu

Tox (A), mojaBaeMbliii BXOJAHBIM HAMPSHKEHUEM.

BbIxogHasi Harpy3ka

Harpyska momaercst Ha Kaxayro a3y ¢ IIOMOIIBIO TTOAKIIOYECHHOT0 060pynoBanust (kKBA).

Boixoanas
Harpyska (%)

Harpy3ka nozmaercst Ha Kaxayto a3y ¢ HOMOILBIO MOJKIIIOUEHHOT0 000pYA0BaHHS
B BHJIE JIOCTYITHOTO TIPOIIEHTHOTO 3HaueHus (KBA) 63 H30BITOUYHOCTH.

Beoixoanast momsocts (%0)

Harpy3ka nomaercst Ha Kaxayto a3y ¢ OMOIIBI0 NOAKITIOYSHHOTO 000pYI0BaHUS
B BHJIE JIOCTYITHOTO POIIEHTHOTO 3HaueHus (KBA).

BT Ha BbIXOIE

Harpy3ka WBII B Buzie 1OCTYHOTO MPOLEHTHOTO 3HaueHus (BT).

BA Ha BbIXOg€E

Harpyska UBII B Buzie TOCTYITHOTO MPOIICHTHOTO 3HaueHus (BA).

Koa¢gpuuuent nosieznoro
JeficTBHS HA BBIX0/1e

IIponieHTHOE 3HAaUEHNE MOLIHOCTH Ha BXOJI€, I0JJaBaeMO€ HEMIOCPEACTBEHHO Ha HATPY3KY.
MoImHOCTh Ha BXO/I€ HE TI0IaeTCs Ha Harpy3ky, norpednsemyto MBII.

IMoTpedseHue BLIXOAHOM
HePruu

DHeprus, HCIoab3yeMast Harpy3Koii, HaurHas ¢ MoMeHTa coOpoca mapamerpos UBII Ha
3HAYCHHUS 110 YMOTYAHHIO.
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Mone

OnucaHue

Cocrosinue darapeu

Emxoctb 0aTapen

IIponentHoe 3HaYeHNE eMkocTh Oatapen UBII, noctymHoOe s obecnieueHus
TTOIKITFOYEHHOTO 000PYIOBAHHS.

Hanpsixenune 6arapen

HamnpspkeHne IoCTOSHHOrO TOKa Ha Garapesix.

BHewmnue 6aTrapeu

Uucno Oatapeit, moakioueHHBIX K MBI, kpome Bcex BHYTpeHHUX Oatapeit.

Crnenyromye napaMeTpsl JOCTYIHBI He Ha Bcex ycTpoiictBax MBII.

Mone

OnucaHue

HomuHnajibHoe
HanpsikeHHe 6aTapen

HomunansHas eMkocTh HanpspkeHus 6arapei VIBIT; HanpshkeHre MOCTOSTHHOTO TOKa,
KOTOpoe Oatapen TOIDKHBI oOectieunBaTh, korna MBII ucons3yer cBoro 6aTapero s
BBIXOHOTO HAIPSIKEHUS.

JeiicTBUTE/ILHOE
HanpsiKeHne
O0aTrapeiiHON IIMHBI

HOCTyHHaﬂ MOIIHOCTB IMOCTOAHHOI'O TOKA.

Tox ycTaBKM BHeIIIHEro
O0arapeiiHoro mkaga

HopmupoBaHHbie aMmep-yackl (eMKOCTb GaTapeil) 6arapeiiHOro mkaga 1jisi BHELUIHETO
6aTapeliHOro UCTOYHUKA MUTAHUS.

Barapeu

O6iee urcio Garapeii (BHyTPECHHHUX M BHEITHUX ), BXOMSIIMX B cocta UBII.

Heucnpasnsble 6aTapeu

KosnuecTBo HencrpaBHbIX Oarapeid (0aTaper, KOTOPBIC JOJDKHEI OBITh 3aMCHEHBI).

Toxk 6arapen

Toxk Ha BbIXOJE OaTapeu.

Jara caenyromiei
3aMeHbI 0aTapen

Kak u g ycranoBneHHBIX KOHTeHepoB Oatapeii MBI, s 3ameHs! OaTapeid CyIiecTByeT
camasi paHHsII PEeKOMEHIyeMas JaTa.

HNHTen1eKkTya bHBbIH
MOAYJIb

Wupopmanus 06 HHTEIUICKTyaIbHOM MoyJie. DTy nadopManuro (Bepcus
MHKPOIIPOrPaMMBl, aTa IPOU3BOACTBA, CEPUIHBIA HOMEp U BepcHsi 000pyI0BaHHS) MOTYT
3aIlPOCHTH MPH 00pAIIeHUH B IICHTP TeXHUYecKoi moguepxku APC.

BxoaHoe HaIIPSKEHUE

Hanpsokenue nepemenHoro Toka (B), monyyaemoe BII.

BxoaHnoe HanpsizkeHue
Oaiimaca

Hanpsixenne nmepemenHoro toka (B), ucronssyemoe, koraa UBIT HaXoquTes B peskiMe
Oaiimaca.

Bxoagnast yacrora

Yacrota ([') HanpspkeHwust, nonydaemoro UBIT.

Yacrora

O6mas yactora (I'w) A7 HaMPsHKEHKS HA BXOJIE M HA BBIXOJC.

Yacrora Gaiimaca

Yacrora (['11) HanmpspKeHwMsI, HCTIOIBb3yeMoro nipu Haxosxaennu UBII B pexxnme Gaiimaca.

BrIXoaHOM TOK

Toxk (A), moaBaeMplii Ha HATPY3KY.

BoixogHas yacrora

Yacrora (['11) BEIXOIHOTO HAMPSHKCHUSL.

MoLHOCTh HATPY3KHU

Harpyska UBII B Buzie MOCTYITHOTO MPOICHTHOTO 3HaueHus (BT).

IlotHast MOIIIHOCTDH
HATPY3KH

Harpy3ka UBII B Buzie 10CTYHOrO NpoieHTHOro 3HadeHus (BA).
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Mone OnucaHue

Nubopmarus o Mmoaysisix, ycranosineHHbix B UBIL. Oty unpopmarmio (Bepcust
Monynu MHKPOIIPOTPAMMBI, aTa MIPOU3BOCTBA, CEPUIHBIN HOMEp 1 BEPCHs 000PYyI0BAHHS) MOTYT
3alpOCUTH MPH 00paIeHUH B IEHTP TeXHH4YecKon noiepxku APC.

Wudopmarus o CHIIOBBIX MOIYIX, ycTaHOBIEHHBIX B VIBII. OTa nadopmarms Mmoxer

CuJoBoii Mmoxyab .
moTpe0OBaTHCS IPY OOPAIICHUH B LIEHTP TeXHHUECKOM moanepsxkku APC.

Beoa-BbiBoa UBIT B MeHIo cTaTyca

MyTtb: Status (CtaTtyc) > UPS 1/0O (Beoa-BbiBoA UBIM)

Ora ¢yHknus gocrymnHa He juis Bcex UBIT.

Brixonnoe pejie — 31eCh 0TOOPXKAIOTCS MHIEKC, CTaTyC U MPUYHHA IS KQKI0TO peie.JomomTHuTeTpHbIe
CBEJICHHMS M YKa3aHHs 110 HACTPOIKE BBIXOMHBIX pelie cM. B pasmeine «Jkpan «Output Relays» (Boixoamsie perne)».

BxojHbie KOHTAKTBI — 3[€Ch 0TOOPAXAIOTCA MHAEKC U CTaTyC KaKJ0ro KOHTAKTa.J|OMOIHUTENbHbIE CBEICHHS
M yKa3aHHs 10 HaCTPOMKE BXOJHBIX KOHTAKTOB CM. B pasnene «Jkpan «lnput Contacts» (BxomHbie KOHTAKTHI)».

pynnbl pO3eTOK B MEHKO COCTOSIHUS

MyTb: CocTosiHMe > Mpynnbl po3eTOoK

Orta ynkms goctynHa He 171 Becex MBI C ee moMoripio MOXXHO MPOCMOTPETH CBEACHUS O COCTOSHUM BCEX TPYIIIT
posetok UBII. CM. Taxske <« PyIIIbl pO3eTOK» B MEHIO YIIPABICHUS U <« PYTIIIBI PO3ETOK» B MEHIO KOH(MHUTYPALAI.

Cuctema GaTtapen B MeHI0 cTatyca

MyTb: Ctatyc > Cuctema 6artapen

Ora ¢yHkuus gocrynHa He s Becex UBIT.

Mone OnucaHue

Craryc cucrembl 0arapei

[IponerTHOE 3HAaYeHNE eMKocTH Oatapen MBII, noctymHoe miist moIepKanus

CocrosiHne 3apsiKU
TTOIKITFOUYEHHOTO 000PYIOBAHHS.

OcraBuieecst Bpemsi [pomomxurensHOCTh padoTs! MBII ot 6aTapen i moaaep KaHus CyIIECTBYFOIICH
ABTOHOMHOI1 padoThI Harpy3Ku.
Hanpsixenue

TOIOAKUTENLHOM INUHBL | yerpojicteo MBIT noaiepkuBaeT MOJNOKUTEILHOE U OTPHIATELHOE HAMPSKEHUE
GaTapei.

Hanpsixenue
OTPULIATEIbHOMN INHBI:

PykoBoacTBO nonb3oBaTens nnartbl cetesoro ynpasneHus UBI 2 16




Mone

OnucaHue

Yu4ernsblii HoMep
3aMacHoOro KOHTeliHepa
Oarapeu

Howmep 1o karanory, KOTOpBIH HY>KHO UCTIOIH30BATh MTPH 3aMEHE KOHTEHHepa OaTapeH.

KomrutekT 6arapeii 1, 2...

Homep komiuiekTa 6aTapei, nony4yaeMblii METOJJOM BHYTPEHHEW HyMepalyy.

Cepmniinblii HoMep

CepuiiHblii HOMEp KOMIUIEKTa OaTapeu.

CoaepiKuT JIt00ble CHCTEMHBIE OIIMOKN KOMILUIEKTOB Oarapeii, BKIItouasi MHIUBUAYaIbHbIE

Cocrosinue .

oumOku KoHTelHepa. OMUOKU TPOTOKOIUPYIOTCS KaK COOBITHS.

CocrosiHne KOMIUIEKTa OaTapei, BKII0Yasi COCTOSHUSI MHANBHIYalIbHBIX KOHTEHHEPOB.
Crarye JanHoe 3HaYeHHe cooduiaer, 4to Gatapest HCIpaBHA, IPUOIMKACTCS OKOHYaHHE CPOKa

ciyk0bl OaTaper UK CPOK CITyKObI OaTaper MPEBbINIACT COOTBETCTBYIOIIECE 3HAYCHHE
KoMIUTeKkTa. OMMOKH POTOKOJIMPYIOTCS KaK COOBITHS.

lenxante «KomrmekT 6arapeit 1, 2...», 9T00BI OTKPHITH CTPAHUITY

Mone

OnucaHue

Cepuiinblii HOMep
(ecoim mpucyTCcTBYET)

Cepuiinblii HOMep KOMIUIEKTa 6aTapei.

Bepcnﬂ NMPOIIUBKHA

Howmep Bepcuu komiuiekTa datapeii.

Temneparypa

Temnepatypa B oTceke OaTapeii, KOTOPYIO MepeacT qaTduK.

CTaTyc KOMILJIEKTa

OurrbKH, OTHOCAIINECS TOJIBKO K KOMIUIEKTY Oarapeii, He BKIIFOUYasi HHIMBUIYaIbHBIC
ommbOku KoHTeiHepa. OUHOKH MPOTOKOIUPYIOTCS KAK COOBITHSI © MOT'YT COOOIIATh
CIIe YOIy 0 UH(DOPMAIIHIO:

* TEeMIIEpaTypa BHE JHara30oHa

* 001IME OIIMOKHU

* OIIMOKU CBS3H

* OTKITFOYEHHAs CTOMKA KOMIIIEKTA

* MEKPOIIPOrpaMMa HECOBMECTHMA C 000pyA0OBaHHEM

€CITH TIPUCYTCTBYET)

CocTosiHue

JlaHHOE 3HaYCHHUE YKa3bIBaeT, YTO Oarapes MChpaBHa, MPUOIMKASTCS OKOHYAHUE CPOKa
ciry>kObI OaTapey WM U3MEpPEHHbBIE 3HaUeHUS OaTaper YKa3bIBaloT O MPHOIIKEHUHN
OKOHYaHUsI CPOKa CITyKObI KOHTEHHepa.

OmmOKN NPOTOKOIMPYIOTCS KaK COOBITHS.

Jara yctanoBkH

Z[aTa YCTAaHOBKHU OTACIBbHBIX KOHTeﬁHepOB. 9Ty JAaTy MOKHO U3MCHUTD.

IIporunosupyemasi
JaTa 3aMeHbI

WBII Beranciser BpeMst 3aMeHBI OaTapeu.

Tlone BBIYMCIIICTCS HA OCHOBAHHMH STOM JIaThI.

Craryc

3710 cnenuaibHbIC JaHHbBIE A1 KOHTelHepa. O0nye omrOKH KOMIUICKTA CM.
B BBIIIETIPUBEACHHOM I10J1€ «CTaTyc KoMIiekTa». OmuOKH MPOTOKOIUPYIOTCS
KaK COOBITHS M MOTYT COOOIIATH CIIEAYIONIYIO HH(POPMAITHIO:

* OTKJIFOUEHHBIN KOHTEITHEp
* TpeOyeTcsl 3aMEHUTh KOHTEHHED
* CJINIITKOM BBICOKAsI TEMIIepaTypa KOHTEHHepa: KpUTHYECKast

* CIIMIIKOM BBICOKAs TEMIIEpaTypa KoHTeiHepa: npenynpexaeHue. Otodpaxkaercs
0OBIYHO, HO HE BCEINa Mepes KPUTHUECKIM COOOIICHUEM.
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Cucrtema 6aTapen ansa yctpoucts UBI mopenn SRT

s Hexoropeix yerpoiictB MBI ¢ npedukcom SRT, ocHAIEHHBIX TUTHEBO-MOHHBIMH OaTapesiMi, SKpaH

Battery System (Cucrema

Oarapeii) oTTHUaeTCA.

Mone

OnucaHue

Battery System Status (C

TaTyc CHCTEMBbI GaTapeii)

State of Charge
(Cocrosinue 3apsiiKu)

HpOHCHTHOC 3HAYCHUEC CMKOCTHU 6aTapeH I/IBH, JAOCTYITHOC Il OAACPIKaHUA
IIOJAKJIIFOUCHHOI'O O60py,I[OBaHI/I$I.

Runtime Remaining
(OcTaBureecs: Bpems
ABTOHOMHO# padoThI)

[pomomxurensHOCTs paboTs! BII ot 6aTapen 1t moaaep kaHus CyIECTBYIOMICH
HaTPy3KH.

Battery Voltage
(Hanpsi:keHue oaTapen)

HaHpH)I(eHI/IG IIOCTOSIHHOI'O TOKA Ha KOMIIJICKTC 6aTapeﬁ.

Replacement Battery
Pack SKU (YuerHbrii
HOMeEp 3aMacHOro

KOMIUIEKTa DaTapeii)

Howmep mo xaTasnory, KOTOpbIi Hy»KHO HCTIOJIb30BaTh IPH 3aMEHE KOMILIEKTa OaTapeii.

Battery Pack Status (Craryc KoMILIeKTa DaTapeii)

Battery Pack 1, 2
(KommuiexT 6arapeii 1, 2)

Homep xommutekra 6aTtapeit, momydaeMblii METOJJOM BHYTPEHHEH HyMepalyy.

Serial Number
(Cepuiinblii HoMep)

CepuiiHblii HOMEp KOMIUIEKTa 6aTapeu.

Health (Cocrosinue)

Bxurouaer B ce0st s1100bIe OLIMOKK CHCTEMBI Oatapeii 11 KoMIuiekTa 6arapeit. Onmokn
MPOTOKOJUPYIOTCS KaK COOBITHSI.

Craryc komiiekTa 6atapeil. JlaHHOe 3HaYeHHe MOXKET cOo00IIaTh, 4To OaTtapes HCIpaBHa,

Status (Craryc) MpHUOITIKaeTCs OKOHYaHUE CPOKa CIIyKOBI 0aTaper Wil CPOK Iy KOBI OaTapen MpeBhIIIacT
COOTBETCTBYIOIIEE 3HAUCHUE KOMITIEKTa. OMIMOKH MPOTOKOIUPYIOTCS KaK COOBITHS.
[enkuute «Battery Pack 1,2...» (Kommiekr 6artapeii 1,2...), uToOBI OTKPBITH cTpaHuIly Battery Pack n

(KomrutekT Garapeii n).

Mone

OnucaHue

Battery Pack 1, 2 (KomnnekTt 6aTtapeu 1, 2)

Serial Number
(CepuitHbI HOMeEp)
(ecnu npucyTcTBYET)

CepuiHbin Homep komnnekTa baTapen.

Firmware Revision
(Bepcus
MUKpONporpaMmmbl)

Homep Bepcun komnnekta 6aTapen.

Temperature
(Temnepartypa)

Temnepatypa B oTceke 6aTtapen, KOTOpylo NnepegaeT AaTymK.

Status (CtaTyc)

Ownbkn, oTHOCALWMECS K KOMNNekTy 6aTapei. OWMBKM NPOTOKONMPYOTCA Kak
cobbITMS 1 MOryT coobLLaTh cneayoLLyto MHOPMaLIMIO:

e TEMMepaTypa BHe Ananas3oHa
* 00LLMeE owmnbKn

* OLUNBKN CBA3N

* OTKITOYEHHAsA CTOWMKa KOMMJeKTa

* MMKpOMNporpaMmma HecoBMecTMa ¢ 060pyaAoBaHMEM

Health (CocTosiHue)

[laHHOe 3HauyeHne MoXeT coobLaTth, YTo BaTtapes ncnpaeHa, NnpubnmkaeTca
OKOHYaHMe cpoka Cnyx0bl 6baTapen unn namepeHHble 3HavyeHns datapen
YKasbIBalOT O MPUBIIMKEHNN OKOHYAHWS CpOKa CIy»XObl KoMnnekTa 6aTtapen.

OwmnbKM NPOTOKONMPYIOTCS Kak COObITUS.
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Mone OnucaHune

Installation Date

aTa YyCTaHOBKM KOMMJIeKkTa baTtapen. 3Ty AaTy MOXHO U3MEHUTD.
(daTta ycTaHOBKM) fatay P y Aaty

Predicted
Replacement Date MBI BeluncnseT, koraa notpedyeTtcst 3ameHa 6atapei.
(NMporHosupyemas Mone Health (CocTosiHMe) BbIBOAWUTCS HAa OCHOBaHUKM 3TOW AaThl.

paTa 3aMeHbl)

YHuBepcanbHbIU BBOA-BbIBOA B MeHIO «CocTosiHUe»

MyTb: CocTosiHME > YHUBEpPCanbHbIN BBOA-BbIBOA

@ Ota ¢yHknms moctymHa He 1 Beex WUBII.

Temmeparypa u BJIAKHOCTH — 34€Ch OTOOpaXkaeTcs UMsl, COCTOSTHHE TPEBOTH, TEMIIEparypa 1 BIaXKHOCTh
(ecym momaepkUBaeTCs) IS KaxI0ro AaTyuka. Ll{enkHure nms narauka, 9To0bl H3MEHUTH UMSI 1
MECTOTIOJIOKEHUE WM HACTPOUTH IOPOTOBbIE 3HAUCHUS U TUCTEpe3nC. JJONOIHNTENbHYI0 HH)OPMALIUIO CM.
B pazznene «JkpaH «TeMmeparypa U BIaKHOCTbE»».

Bxoinbie KOHTAKTHI — 3[€Ch OTOOPAKAETCS MM, COCTOSHHE TPEBOTH M COCTOSIHUE KaKIOTO KOHTAKTa (OTKPHIT
HITH 3aKPBIT). DTH JaHHBIE aBTOMATHYECKH TIOIYIAIOTCS ¥ OTOOPaXKarOTCs 31€Ch IIPH YCTAaHOBKE YCTPOMCTBA ISt
MOHHTOPHHTA OKpYyKaroriel cpensl. LLlenxanTe nMs BXOTHOTO KOHTAKTA I TTOTYICHHSI TOAPOOHOTO OITUCAHMS
COCTOSIHUSI WJIM JJIs1 HACTPOMKHM 3HaueHuil. Eciin HacTpoiika KOHTaKTOB BBIIIOJTHEHA, HO OHU HEAKTHUBHBI, 3TH
TTAHHBIE 371eCh HEe 0TOOpakaroTcs. JomomHuTensHy 0 HH(pOpMAIIIo CM. B pazmere «IKpaH «BXOIHBIC KOHTAKTHI».

Brixonoe pejie — 371eCh 0TOOpa)KAETCsl UMsI M COCTOSTHUE KX I0T0 pelie (OTKPBITO HIIH 3aKPBITO). DTH
JAaHHBIC aBTOMAaTUYC€CKHU MMOJYYaroTCA U OT06pa)Ka}OTC$I 31€Ch IIPpHU YCTAHOBKE yCTpOﬁCTBa AJI1 MOHHUTOPUHIA
Oprxca}omeﬁ CpCabl. H_IeJ]KHI/ITe HNMs BXOJAHOI'O0 KOHTAKTa IJIAd IMOJTy4YCHUA HOI[pO6HOFO OIIMCaHMs COCTOSIHUA
WM 7151 HACTPOWKH 3Ha4eHU. [[OmoNTHUTENbHY 0 HHPOPMAIIHIO CM. B pasjenie «DKpaH «BbIXomHOE pene».
[Toceanue codObITUSI B OKPY/KAIOLICH cpe/le — 34eCh OTOOPaXKAIOTCSI COOBITHSI, OTHOCSIINECS K
MOHUTOPUHTY OKpY’KaroIei cpeipl, HapuMep HapyLIeHUE TOpora TeMIIEpaTypbl WIK COOOIIEHHE C
MpeayNpeKICHIEM OTHOCUTEIBHO BXOJHOIO KOHTaKTa MOHUTOpA OKpy»Katomien cpensl. LllenkHuTe cebuiky
«/lononHNUTENBHBIE COOBITUS», YTOOBI YBUACTH HONHBIA CIIMCOK HENABHUX COOBITHH.

CeTb B MEHIO COCTOSAAHUA

MyTb: CocTtosiHMe > CeTb

Ha sxpane cetu cozmepixarcs HacTpoiiku | P, mmenn nomena un mopra Ethernet. Ceenenus mo nmonsm cum.
B pazzene ««CeTb» B MEHIO KOH(PUTYpaLIUI».
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YnpaBsneHue UBII

OYHKIIMY MEHIO YIIPABJICHUS IO3BOJISIOT MPEANPUHUMATE HEMEITIEHHbIE AeicTBYs, Biustomue Ha BII u
po3etku. Cpeau HUX €CTh TakKe HEKOTOphIe (PyHKIMH 0€30IaCHOCTH U CETEeBBIE (DYHKITHH.

CM. ciemyrontue paseibl.

* «UBII B MeHIO ynpaBieHUsA»

*  ««[pymmBl pO3eTOK» B MEHIO YIIPABICHH»
* ««be30macHOCTH» B MEHIO YITPABICHHUSI»

* ««CeTh» B MEHIO YIIPABICHUI»

UBI1 B MeHIO ynpaBneHus

MyTb: YnpaBneHue > UBI

Ecnu BEIOpaTh mepeKiIrouaTeNnb U MENKHYTh «Jlanee», Ha CIeIyIoeM dKpaHe MOsSBUTCS KpaTKuid 0030p
BBINOTHEHHBIX JIeUcTBUH. [llenkHuTe «I[IpuMEHUTH» JJ1s1 TPOJOJIKEHHUS ICUCTBHUSA.

HoctynHple neficTBust 3aBUCST OT Toro, uMeeTcs i MBI ¢ rpymmoit po3etok. B nByx Tabnuuax nanee
OTAETBHO PacCMaTpHUBAIOTCS 3TH CITydyaH.

* «JleiictBua Ha 3xpane UBII s yerpoiicts C rpynmnaMu po3eTok».
* «JleiictBua Ha 3xkpane UBII qns yerpoiicts BE3 rpynn po3erox».

Cnenyromue GyHKIUU (IIAXKKOB IPUMEHUMBI K 00CHM TaOIUIIaM.

dnarxkok OnucaHue

Mg UBII ¢ rpynnamu po3eTok 3TOT MapaMeTp HEJOCTYIIEH, €CIH OTCYTCTBYIOT KJIUEHTHI
PowerChute (cm. «Kituentsr PowerChute Network Shutdown»).

KauenTnl Bribepure 310T (hi1akok JJ1sl yBEJOMIICHHUS BCEX CEPBEPOB, HACTPOSHHBIX Kak KiineHnThI
CeTeBOro ceTeBoro Beikauenns Power Chute, kotopeie oOmenuBaroTcst nadopmanueii ¢ arum MBIT,
BBIKJTIOYEHUS 110 YTOOBI BBHITIOJIHSTD BBIKJIFOYEHHE B COOTBETCTBUU CO 3HAYCHUSIMU, HACTPOSHHBIMHU B MEHIO
CHTHAJTY [Tapaverpsl ceTeBoro Beikawuenus Power Chute (cM. ««BBIKITIOYEHIE» B MCHIO

Power Chute KOH(HUTYparum»).

OpnHaxo 3Ta yHKIUS HE OyJeT YBEIOMIISITH CEPBEPHI IIPH BHIIIOIHEHUH JICHCTBUH 110
YIpaBJICHUIO B pexXnuMe Oaiinaca.

IpomyckaTn Jannblii napamerp noctyneH toibko At UBII ¢ rpynnamu po3erok. HemenieHHOE BBIKIIIOUEHUE
3a/1epPIKKH NPU PO3ETOK O€3 MPIMEHEHHST HACTPOCHHBIX 33AEP>KEK JUTS TPYII PO3ETOK.

OTKJIFO1CHHHU 3TO MOXET MOTPeOOBaTHCS B aBaApUHHOM CUTYaIlMN MM JJIsl 5KOHOMUHU BPEMEHH aBTOHOMHOM
PO3€TOK pabotsl. Miu B cityuae, Korja ycTpoicTBa Harpy3KH y»e BBIKITIOUEHBI BPYUHYIO.
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Bonee nogpoOHbIe cBeneHHS 0 3aJepKKax U apaMeTpax NpUBEICHbI B pasaenax ««BreIkimoueHue»
B MEHIO KOH(PUTYparum», «IKpaH «YHUBEPCAIBHBIN BBOJ-BBIBOA»» H ««[ PYNITBI PO3ETOK» B MEHIO
YIPaBICHUI.

DeicTtBua Ha akpaHe UBIM ana ycrpoiicte C rpynnamum po3eTok

DelictBue OnucaHue

IIpuMeHeHre KOMaH ] HEMEIUICHHOTO BBIKIIIOUCHHS, IIepe3alycKa MUTaHus IEPEMEHHOTO TOKa
KO BCEM TpyIIaM po3eTok (cM. ««IpymIibl pO3eTOK» B MEHIO yrpaBieHusn»). [l{enkuure
«Jlanee» 11 MpocMOTpa TOMONHUTEIbHBIX CBEJCHUNA O CHHXPOHU3ALUU U 3aePHKKaX.

BoIkit0OueHHE BBIXOJHOIO HANPSKEHMSI TPYIIIBI IEPEKIIIOYAEMBIX PO3ETOK, & 3aTEM OCHOBHOM
TPYIITBI po3eTOK (ecnu mpucyTeTByeT). Jist q000# rpynibl po3eTOK, K KOTOPOH IPUMEHSICTCSI

Ilepe3anycTurn . N
FDVILIEL DO3ETOK 9TO JIefiCTBHE, UCIONB3YETCs 3aAepAKKa, IPOJOIKUTETLHOCTL KOTOPOH HACTPOEHA B
l/fl)ilﬂ P napamerpax «I[IpomoKUTENbHOCTh Nepe3arpy3Ku» U «3aepiKKa MpU BKIIOUCHUN TUTAHUSI».
(3aTeM rpymIsl pO3ETOK BKITFOYAKOTCS, €CITH JOCTYITHO MUTAHHE IEPEMEHHOTO TOKa OT CeTH,
WK OKHJAIOT, KOrJa OyIeT JOCTYITHO MUTaHUE IEPEMEHHOTO TOKA OT CETH, YTOOBI BHITIOJHUTH
BKIrodeHue. CM. pasaen «OnucaHue rpyrin pO3eTOK». )
WBII BkitouaeTcst, €ciy 10CTYITHO IMTaHKE IIEPEMEHHOT0 TOKa OT CETH, I OKUJIAeT, Korna Oyzier
JIOCTYITHO IIUTaHHE TIEPEMEHHOTO TOKa OT CETH, YTOOBI BBIIIOJTHUTE BKJIIOUCHHE.
BruttoueHne 0CHOBHOM TPYIIIBI PO3ETOK (€CIH IPUCYTCTBYET), & 3aT€M BCEX TPYIIIT
Bxiouurth MEePEeKIII0YaeMbIX PO3ETOK. DTa (PYHKIHS OTOOpakaeTcs TOIBKO B ToM cirydae, eciu VBIT B
IPyNibl PO3eTOK JTaHHBIN MOMEHT BKJtoueH. lllenkaute «/lanee» s mpocMoTpa JOMOIHUTENBHBIX CBEICHUN
UBIIL 0 CHHXPOHH3AINH U 3a/IeP>KKaxX.
3arem Brmodatorcs UBII u rpynmns! po3eTok.
BLIKIIOYHTE BoIkit0ueHHE BBIXOJHOIO HANPSKEHMSI TPYILIBI IEPEKIIIOYAEMBIX PO3ETOK, & 3aTEM OCHOBHOM
FDVILIEL DOZETOK IPyIIBI po3eToK (ecinu mpucyTcTByer). JIrobast rpymna po3eToK, K KOTOPOH MPUMEHSETCS 9TO
l/fl)ilﬂ P JIefiCTBUE, OCTACTCs BBIKIIOUCHHOM, [TOKA WX MMUTaHUE HE OyleT CHOBa BKItoueHO. [llenkHuTe
«Jlanmee» i MPOCMOTpPA JOTIOJIHUTENBHBIX CBEICHUN O CHHXPOHU3ALUU U 33JePHKKaX.
[TepeBoa rpymnm po3erox UBII B crisiiuii pexkum 3a CHET OTKIIIOYEHHUS BBIXOAHOTO HAIIPSKEHUS
WBII Ha nepuon BpeMEHH, OIPEACIICHHBIN cielyoluMy napamerpamu. lllenkaure «/lanee»
JJIA IPOCMOTpPa JOMMOJTHUTCIIbHBIX CBeI[eHI/Iﬁ O CUHXpOHU3AIWHU U 3aJCPKKax.
I e JInst TpYIIT PO3ETOK UCHONB3YETCs 3a€pKKa, HACTPOEHHAs! B MapaMeTpe «3aJepiKa Ipu
epeBecTH

OTKITIOUYEHHUH TTUTAHUS», IEPE/ BBIKIIOYEHHEM UX MTUTAHHS.
rpynnbl po3eToK

o L]
WBII B cnsmuii Ilocne BoccTaHOBICHUS BXOAHOI'O IUTAHUA WBII Bxiroyaer BbBIXOAHOC IMUTAHUC I10

MCTCYCHUH JBYX 3aJaHHBIX IICPHUOJOB BPEMCHMU: «BpeMH B CIIILEM PCIKHUME» U «3az(ep>1<1<a

pe:xum
MIPU BKJIIOYEHUH MUTAHUS.
3arem UBII Beixmouaetca. [lo ucTedeHny BpeMeHH, yKa3aHHOTO JUIS ITapaMeTpa «Bpems pexrimMa
cHa» UBII Bkitouaercs, eciny JOCTYHO MUTaHUE IEPEMEHHOTO TOKA OT CETH, WU OKUIAET, KOraa
OyZieT HOCTYITHO MUTAaHKE IEPEMEHHOTO TOKA OT CETH, YTOOBI BEITIOJIHUTH BKITIOUCHHE.
Ilepesecrn UBII B .
pexum Gaiimaca OTH mapaMeTphl YIPaBISFOT UCIIOB30BaHAEM peknMa Oaifiraca, 9To TO3BOJSET BEIIONHATH
obcmyxxuBanue MBI, He oTKIIIOUast MUTaHKE.
Bosspar UBII u3

6aii JlaHHEBI TapaMeTp JOCTYIICH TOJNBKO JUIs ONpeeNieHHBIX Moaenei Smart-UPS.
pexuma Gaiinaca

JlonOMHUTEIbHY IO HHPOPMALHIO O 3aJIepKKax M HACTPOHKax CM. B pa3zenax ««BhIKiIoueHne» B
MEHIO KOHQUTYPAIUN» U <« PYIIITBI PO3ETOK» B MEHIO YITPABICHUSI».
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DencTBua Ha akpaHe UBI ana ycrpoiicte BE3 rpynn po3eTok

DeiictBne OnucaHue

[poncxomuT nepesamyck HOIKIIIOYCHHOTO 000PYIOBAaHHUS TOCIIE BBITOIHEHHS CICAYFOITHX
onepanuii. (Lenkuure «Jlamee» st IpOCMOTPa IOMOIHUTENBHBIX CBEIECHUH O CHHXPOHHM3ALNH 1

3a/IEpIKKaX.)
Ilepe3arpy3urts * Brikmouenue nutanus UBII.
HbIl ¢ [Turanue va UBII BriIrogaeTcs mocie Toro, Kak eMKOCTh OaTapen BO3BpaIIaeTcs K

MHUHHAMAIIbHOMY 3HAQYCHHUIO B IPOLICHTAX, 3alaHHOMY /sl apamerpa «MuHUMabHast
eMKOCTb Garapen» («Koupuryparus» - «BBIKITIOUeHHE - «3aBepIICHAE BEIKIIOUCHHUS, CM.
pazzen ««KoHTpoaupyeMoe paHHee BBIKITIOUCHHE» U «3aBEPIICHUE BBIKITIOUCHHSI»).

Brurouenne muranms UBIL. Ota dyskmms otodpaxkaercs, eciu VBII BeIKITFOUCH.

Bxaouurs UBII .

[enknute «Jlanee» At IPOCMOTPa JONOIHUTEIBHBIX CBEACHUH O CHHXPOHU3ALUH U 3a/ICPIKKaX.
BbIkiII0O4YUTH HememrenHnoe BoIkIItoYeHHE BhIXoqHOTO HanpspkeHus MBIT 6e3 3aaepxku BeikmrodeHus. MBIT
HUBII OCTaeTCs BHIKIIIOUYEHHBIM, IT0Ka HE OYJIET BBIIIOJIHEHO MOBTOPHOE BKIIIOUCHHE.

UBII NEepeBOAUTCH B CHHH.[I/Iﬁ PEKUM 3a CHCT OTKIIFOYCHUS €0 BHIXOJAHOI'O HAIIPSKCHUSA HA
OHpCI[eJ'IeHHHﬁ nepuo BpEMCHHU. U_[CJ'IKHI/ITC «I[anee» AJIsL TPOCMOTPa JONOJIHUTEIIBHBIX

CBENICHUI O CHHXPOHHU3AINA U 3aIepiKKaX.
IlepeBectn UBII

. * BIT oTkirouaet BHIXOAHOE HAIPSKEHUE 110 UICTEUEHUH BPEMEHH, 3aJJaHHOTO B ITapameTpe
B CIIALIMIA PeKUM

«3afepKKa BIKITIOUEHHUSIY.

® Korz[a BXOJAHOC HAIPAKCHUC BO3BPAILACTCA, WBII Bxmogaer BBIXOAHOC HAPS?)KECHUE 11O
HUCTCUCHNH BPEMCHHU ITapaMeTpa «BpeMﬂ PeXKHUMa CHA».

Ilonnep>kuBatorcs cienyromue AeHcTBUs

IlepeBectu UBII B * Tonbko muist UBIT Symmetrau HeKoTophIX APYTHUX YCTPOUCTB: OHU YIPABIISIIOT PEKUMOM

pexum Oaiinaca u Gaiinaca, MO3BOJSIFOLIMM OCYLIECTBIATh 00cnyxuBanue MBIT Symmetra u HekoTopbix

Boisectu UBII u3 ycrpoticte Smart-UPS, ve Beikitiouas nuranue WBII.

peixuma bajinaca lenkauTe «/lanee» s MPOCMOTpPA AOMOIHUTEIBHBIX CBEICHU O CHHXPOHU3ALUH 1
3aIepKKax.

«prnnbl PO3eTOK» B MEHIO ynpaBJieHUA

MyTb: YnpaBneHue > pynnbl po3eTokK

Ora ¢yHkuus gocrynHa He s Bcex UBIT.

Hcnone3yiite 3Ty QyHKIMIO AJIS BKJIIOYEHHS, BBIKJIIOUCHHS U II€PE3aIlyCKa OTACIbHBIX IPYIII PO3ETOK SIBHBIM
obpaszom Ha UBII. (Ha 3T0it cTpaHuile epeyrcisiFoTCs IMEHA U COCTOSTHHS K0 rpymmsl po3eTok UBII,
KoTopas Obla HacTpoeHa B pyHKuH Kondurypamnus - ['pynnsl po3eTok; cM. pasnen ««[ pynmsl po3eTok» B
MEHIO KOH(DUTYpaLum»).

JIu1st KayKIo# IpyIIBl PO3ETOK MOYKHO BBIOpATH JIFOOBIC MTPUBEACHHbBIC HIDKE NEHCTBUS (MM OTMEHUTH BBIOOD
BCex JeicTBuil). Jlasee mpecTaBieHbI OMHOPA30BEIE IEHCTBUS.

* Ecnu rpymnmna po3eToKk HaXOAUTCS B COCTOSHUU BBIKJI.:
— BkJ. HEMeTJIeHHO

— Bxui. ¢ 3a1epskKoii: BKIIOYEHHE IPYIIIBI PO3ETOK IIPOMCXOIUT CIIyCTS OIIPEAETICHHOE BpeMs
B CEKyHJIaX, 3a/laBaeMoe B mapaMerpe 3ajiepsxka npu sriodennn nutanns. (CM. pasnen
««BBIKITIOYCHUE» B MCHIO KOH(DUTYpaLIUK». )
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e Ecmm TpyIiiina HaXOOUTCA B COCTOAHUUA 3319
— BpbIKkI. HeMeIJIeHHO

—  Brixii. ¢ 3a1epikKoii: OTKIIOUCHUE TPYIIIBI IPOMCXOAUT CITYCTSI ONPEIENICHHOE BPEMs B CEKyHIAX,
3a/1aBaeMoe B IIapaMeTpe 3a/iepikka mpu OTKI0UeHni nuTanns (CM. «<BBIKIFOYeHHE» B MEHIO
KOH(UTYyparum»).

— Ilepesarpy3nTs HeMeJIEHHO: TPOUCXOAUT MTHOBEHHOE OTKJIFOUEHHE IPYIIbI, 3aTEM OHa
BKJIIOYAETCS CIyCTs OIPEAEICHHOE BPEMs B CEKyHaX, 331aBa€MO€ B IIapaMeTpe
ITpono/KnTeNLHOCTE epe3arpy3kn (CM. ««BBIKITFOYEHHE» B MEHIO KOHPHUTYPAILN») U
3agep:KKa NP BKIOYEHUU MUTAHUS.

— llepesarpyska ¢ 3a/1ep:KKoii: OTKIIOYCHUE TPYIITBI IPOUCXOAMT CITyCTS ONPEICIIEHHOE BpeMsI
B CEKYH/IaX, 33/1aBacMo¢ B IapameTpe 3ajiepskKka npiu OTKII0UeHn MITaHusl, 3aTeM OHa
BKJIIOUAETCs CIIyCTs OIIPEAETICHHOE BPEMS B CEKyH/aX, 3a1aBaeéMO€ B IIapaMeTpe
[TpooKNTEILHOCTD Mepe3arpy3Ku 1 3a/iep:KKa MpHu BKJIIOYEHHH ITUTAHUS .

— BBIKIIOYHTH HeMeJIEHHO, Tepe3anycK MpH nojaaye nNepeMeHHOro TOKA: MPOUCXOIUT
MT'HOBEHHOE BBIKJIIOUCHHE IPpyIIbl. Yepes onpeaeneHHoe BpeMs, 3aJaHHOE B CEKYH/IaX B
napamerpax [IpomosKuTeIbHOCTH Nepe3arpy3Kku u 3ajep:KKa NpH BKJIIOYEHHH MHTAHUS,
MpoBepsieTcs, YTO NUMeeTcs HanpsbkeHne nepeMeHHoro toka u MBI monaepxuBaet TpeboBanue
MUHUMAaJIbHOTO BPEMEHH aBTOHOMHOHN paboTHI, a 3aTeM BKJIFOUAETCsl TPyTIa.

— BBIK/IIOYHTS € 32/1€PKKON, IIepe3alycK IPH 1oa4ye IePEMEHHOI0 TOKA  OTKIIOYCHUE TPYIIIIEL
IIPOUCXONT CITyCTs OIPEJECICHHOE BPEMS B CEKYH/IAX, 3aaBAEMOE B ITapaMeTpe 3a/iep:xKa 1pu
OTKJIIYeHNU nuTaHust. Yepes onpeaereHHOe BpeMs, 3aJaHHOE B CEKYH/Iax B IapaMeTpax
[TpoxosKuTEIbHOCTD Nepe3arpy3ku U 3a/iep:KKa NpH BKJIAYEHUU MMTAHMUS, IPOBEPIETCH,
YTO UMEETCsl HanpspKeHue repeMenHoro Toka u MBI nonnep:xrBaet TpeOoBaHNE MUHUMAJIEHOTO
BpPEMEHH aBTOHOMHOM pabOTHI, a 3aTeM BKJIIOYAETCS TpyIIa.

[Mocne BeIOOpa AEHCTBUS MENKHUTE «/lanee» it MpocMOTpa MOAPOOHOTO OMUCAHUS JISHCTBYSI, BKITIOYAs
naHHble Bcex 3anepkek. lllenkaute «[IpuMeHNTH», 9TOOBI TOATBEPAUTD TO JCHCTBUE.

«be3onacHOCTbL» B MEHI0 yrnpaBJieHUs

MyTb: YnpaBneHue > be3onacHocTb > YnpaBneHne ceaHCOM

Ha skpanax npencTaBieHbl HOAPOOHBIC CBEJCHUS O MOJIB30BATENSX, BBITOTHUBIIIHX BXOJI, HCTIONb3YEMbIi UMH
uaTepdeiic (Beb-uHTEPDEIC TONB30BATENS WM HHTEP(hEC KOMaHIHOM CTPOKN), uX | P-afgpec u mmuTeasHOCTE
MPUCYTCTBHS B CHCTEME.

HpI/I HaJIM4uHn HeO6XOI[I/IMBIX IpaB MEJIKHUTC UM JJId IPOCMOTpa CPCACTB aYTeHTI/I(I)I/IKaLII/II/I, HCIIOJIB3YyCMbBIX
JJid IPOBEPKU JIMYHOCTHU MTOJIB30BATCIIA. MO’XHO TaK>X€ HCIIOJIh30BaTh KHOIIKY 3aBCpHII/ITI) ceanc oy BBIBOJa
IIOJIB30BATCIIA U3 CUCTCMBI.
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«CeTb» B MEHI0 ynpaBreHus

MyTb: YnpaBneHue > CeTb > COpocutb/nepesarpy3uTtb

Ucnonesyiite 3T QyHKUIUM 11 cOpoca pa3nuyHbIX QYHKIMK IIIaThl CETEBOrO YIpaBiIeHUs U HHTepdeiica
MIOJIb30BATEs.

DeiictBue OnucaHue
epe3arpyska N o
unTepdeiica [epe3arpy3ka untepdeiica ynpasnenus (Hanpumep, BeO-unTepdeiica monp3oBarens,
P uHTepdeiica KoMaHHOM CTPOKK) 63 OTKIIIOUSHHUS U IIepe3arpy3KH CaMoro yCTPOUCTBa.
yIpaBJeHus

OCTOpO’KHO: TIPU BBITIOJTHEHUH 3TOH ONepaIiy BCE HACTPOCHHbIC 3HAUCHUS OyIyT
COpOIIEHBI K YCTAHOBICHHBIM 110 YMOJIYAHUIO.

Ecnu He BeIOpan mapamerp uciiiioanth | CP/I P, Bce HaCTpOeHHbIE 3HAYSHHUS U ITAPAMETPBI
cOpachIBAIOTCS K YCTAHOBJICHHBIM 110 YMOJTUYAHHUIO, BKITIOYAS [TApaMETp, ONPEICISIFOLIH, KaK
JAHHOE YCTPOMCTBO JOKHO MONyYaTh 3HaueHus KoHduryparmun TCP/IPu kornduryparmn
EAPoL. TTo ymomganwuio st mapametpos koHduryparn TCP/IP ucmons3yercst DHCP,
3HadeHune nocryna Kk EAPOL, «oTkimoueHo».

1

Copocurs Bee ~ | Ecnm BbI BeIOepeTe mapamerp nckioants | CP/| P, Bce cyliecTByromye 3Ha9eHus 1

HACTPOIKH, 32 UCKITFOUYCHHEM MTapaMeTpa, KOTOPBII ONpeelsieT, Kak 3T0 YCTPOUCTBO JOIDKHO
nonyuuth cBoit TCP/IP, u 3nadenust kouduryparmu EAPOL cOpachiBaroTcst K yCTaHOBICHHBIM
TI0 YMOJTYAHHUIO.

IMpumeuanue. B Bepcuu 6.8.0 dpynkuus Copocutsb Bee (Reset All) takxe cOpackiBaet nmMs
TONIB30BATEIS M TTApOJTh 10 3HAYEHHIA 10 yMomianuto. [Ipu 3amycke GyHKIuH «COPOCHTH BCe»
Ha yUEeTHYIO 3aIiCh CYNEPIIOIb30BaTElsl MOCTYIIHT 3aIPOC Ha BBOI UMEHH II0JIb30BATEIS

H T1apOJIsL.

TCP/IP: copoc napameTpa, KOTOPBIi ONpeessieT, KaK yCTPOHCTBO TOIKHO MOJTy4aTh CBOH
snadeHus koHdurypamuu TCP/IP, Britrouas kouduryparo EAPOL, kotopast Bo3Bpamiaercs
K 3HAUCHHUIO «OTKIIFOUeHO». 10 yMomuanuto aist mapamerpa konduryparu TCP/IP
ucnons3yercss DHCP, 3nauenue nocryna k EAPOL — «oTkiroueHo».

Kondurypaunus codsiTusi: cOpacsiBacT COOBITHS K HACTpOHKaM 1o ymordanuio. Jlroboe
KOHKPETHO HACTPOEHHOE COOBITHE WM TPYTIIa COOBITHH TaKKe BEPHETCS K 3HAUCHUIO 110
yMoma4aHuto. CMOTpuTe «MEeHIO yBEIOMIIEHUI».

Snauenust MBI o ymo/i9anmio: yCTaHOBKA 3HAUEHUH 110 YMOIYaHUIO TOJIBKO JUIS
napameTpoB UBII, ceTeBbie HACTPONUKN HE MEHSIOTCH.

OTta (1)yHKIII/I${ JAOCTYIIHA TOJIBKO B TOM CJiy4ae, €CJIU NOAKIIOYCHO yCTpOﬁCTBO KOHTPOJIA

Tosbko L | oxpyxenns.

Nepe3anycTuThb . - ..
CurHaJjpl TPEBOTH NPH pa3phbiBe CBII3M ¢ OKPYJKAIOIIEl cpeoii: cOpoc BCex CUTHAIIOB

TPEBOTH, KOTOPbIEe OBUIN BBI3BaHBI OTEPEH CBSI3U C BHEIIHUMH JaTunkamu. Hanpumep, eciau
JIaTYUK TEMIIEPaTyphbl OTCOSIUHMIICS, YTO MPUBEIIO K IOSBICHHUIO CUTHAJIa TPEBOTH, cOpOC
CHTHaJIa IOTEPH CBSI3M BEPHET CUTHAIN3AIMIO COCTOSIHUS JAHHOTO JaTYUKa B HOPMaJIbHOE
TIOJIO’KEHUE.

IIpumeuanue. /115 cOpoca CUTHAIOB TPEBOTH aTYHKA, MOIKIFOYEHHOTO K YHUBEPCAIBHOMY
TOPTY AAaTYMKOB IUTATH ceTeBoro ynpasieHus API631 mmm AP9635, oTcoennanTe 1 BHOBR
TIOIKITIOYNTE JATYUK WITH TIepe3aIrycTUTe HHTepderc ynpaBieHus.

[TonnTuka ynpagienusi: cOpoc HaCTpoeK, KOTopsie onpenenstot, kak [ICY Oyner
pearupoBaTh Ha CUTHAJIBI TPEBOTH, MIOCHITIAEMbIE YCTPOHCTBOM BBOJIa-BBIBOJIA C CYXUMHU
KOHTaKTaMH.

1C6poc HACTPOCK MOXKET 3aHATH OKOJIo MEHYTHI. Hactpoennoe ums UBII ve Oynet cOpomeHo
(cMm. «Dxpan «ABIT: obmiee»»).
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HacTtpounka napameTtpoB: 1

C moMOIIIBI0 3JIEMEHTOB MEHIO KOH(OUTYpaIny MOYKHO YCTAaHOBUTH 3HAYEHHUS OCHOBHBIX pa00YHX IMapaMeTpoB
UBIT u TIICYV.

Cw. cenyromue paszaensl U pazaen «Hactpoiika mapaMeTpoB: 2».

*  ««[pymIsI pO3eTOK» B MEHIO KOH(DUTYPALTUU»
* «HacTpoiiku nmuTaHus B MEHIO KOH(PHUTYpPAITHI»
* ««BBIKITIOYeHNE» B MEHIO KOH(UTYPALIHU»
»  «Okpanbl «<UPS1/O» (Bon-eiBon UBIT)»
* «OkpaH «Pacnucanune caMoIarHOCTUKHI»»
* «[ImaHMpOBaHUE BBHIKITIOYCHUSI»
* «OkpaH «OOHOBJIEHNE TPOIIUBKU»»
» «Kmuenrs PowerChute Network Shutdown»
*  «OKpaH «YHHUBEPCATLHBIA BBOI-BBIBOI»
* «MeH1o «be3omacHOCTE»»
I[Mpumeuanue. HexoTopeie mapamMeTpsl KOHGUTYpaIIMK MOXKHO YBHIIETh Ha SKpaHe ¢ 0030poM

kougurypamuu (Configuration Summary): Hactpoiika (Configuration) > Cers (Network)
> Cpoaka (Summary).

«Fpynnbl po3eTok» B MEeHI0 KOH(Urypaumm

MyTb: KoHdurypauua > Npynnbl po3eTok

Ora ¢yukuus gocrynHa He 11 Beex UBII. C ee moMoIip0 MOKHO 0TOOpaXkaTh M HACTPAUBATh 33ICPIKKU
PO3ETOK | MOCIIEI0BATEIIHHO CTEH.

CM. Takxe «I pymIibl PO3ETOK B MEHIO COCTOSIHUSAY, ««['pyIITbI PO3ETOK» B MEHIO YIIPABICHUA» U
««BBIKITFOUeHHE>» B MEHIO KOH(DHUTYpaIim».

OnucaHue rpynn po3eTok

['pynmupoBaHue po3eTOK BO3MOXKHO TOJIBKO JUTA HEKOTOPBIX ycrpoiicTB MBII. UToOs! onpenenuTs,
nojep>kuBaeT u yerpoiictBo MBI rpymmer pozerok, odparurtecs k jokymenTaruu mo MUBIIL.

JoctynHble HacTpoiiku 3aBUCAT oT Mmoaenu MBII.

OcHoBHbIe rpynnbl po3eTok. B HekoTopeix ycTpolictBax MBI monaua nutaHus nepeMeHHOTO TOKa
MIPEAyCMOTPEHA AJIA OJTHOM OCHOBHOM TpyMIbl po3eTOK. OCHOBHAS TPYIINa PO3ETOK YIPABISET
pacrmpesiesicHUEM MUTAHUS 110 BCEM TPYIINaM mepekiouaeMbix po3etok MUBIT (eciau oM UMEIOTCS).

* Ecnm ocHOBHAA IpyIiia pO3eTOK OTKIIIOYEHA, TO TPYIIIBI IEPEKITI0YaeMBIX PO3ETOK HE MOTYT OBITH
BKITFOYEHBI.

* Ecnu oTKIIOYUTH OCHOBHYIO Ipyniy po3eTok, UBII cHagana oTkIrouaeT rpynmsl MepeKiIoyaeMbIX
PO3ETOK, a 3aTeM OCHOBHYIO I'pyTIITy.

e Jlns BKJIIOUEHUS TPYIIIBI IepektouaeMbix po3eTok MBI nomkeH cHavana BKIOYUTH OCHOBHYIO
TPYTITy PO3ETOK.
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rpyl'll'lbl nepekKkn4vyaeMbIX PO3ETOK. * Kaxxmast NepeKiIroIacMas po3€Tka MOXCT BBITIOJIHATH JICUCTBUS
HE3aBUCUMO. MOXKHO 3aIlyCKaTb UJIKM OCTAHABJIHMBATD 3TH PO3CTKHU IO IMMOPAAKY, a TAKIKC IEPC3aIlyCKaTh
yCTpOﬁCTBa, MOAKIIFOYCHHBIC K 9TUM PO3CTKaAM.

HacTtpouka rpynn po3eTok

Wmsa n tun rpynnsi po3setok. [IpocMmoTpute nMms, v u 3aaepxku 1ist po3etok MBI Ha skpane
— . lllenxHMUTE UM TPYIIIBI PO3ETOK B paszaese IUIsl U3MEHEHUS ee
HAacTPOEK, B TOM YHUCIIE 3aJIepKEK MOCIeI0BaTeIbHOCTEN 1 apaMeTPOB PacpeesIeH s Harpy3KH.

lMporpammHbie napameTpbl. Hactpoliku 3aBucar ot ycrpoiictea UBII. Mcnons3yiiTe nporpaMMHbIe
napameTpshl, 4TOOBI OIIpEACINTh, KaK NBI1 6y;[eT pearupoBaTh Ha KOMaH/Ibl MIOJIb30BATEIA.

Mone OnucaHue
3anep:kka npu Kora sTa rpyrina po3eTok BKIIFOYEHa, OHA 0XKUIAET B TEUEHHE ITOr0 BpeMeHH (B CEKYH/IaX)
OTKJIIOYECHUH TIIEPET BBIKITFOYCHHUCM. YcranosuB 3I€CH PAa3HOC BPEMA IJIA PO3CTOK, MOXXHO 3a/1aTh
NMUTAHUSA ITOCJIETOBATCIIbHOCTD UX BBIKITFOYCHUA, T. €. YKa3aTh IOPAJIOK, B KAKOM OHHU 6y,Z[yT BBIKJIFOYATBCA.
ﬂpOIlOJ])KI/ITEJII)HOCT])

Po3eTka oxunaeT B TeUeHHE 3TOTO BPEMEHH JI0 IIepe3amycKa.
nepe3arpy3ku

Korma sTa rpymnma po3eTok BEIKITIOUEHA U TPUHUMAET CUTHAJ HA BKIIIOYEHUE, OHA O’KU/TAeT B
TEYEHHE ITOTO BpeMeHH (B CEKyHIaX) Mepe/l BKIIIOUCHHEM. YCTAHOBHB 3/1€Ch Pa3HOE BpeMsI
JUTS PO3ETOK, MOKHO 3a]1aTh TIOCTIEIOBATEIIFHOCTD MX BKITIOYCHUS.

3agep:KKa npu
BKJIKYCHUHU NUTAHUSA

MunumajibHoe
BpeMsi aBTOHOMHOM
pa6oThl HA BBIXOJE

[epen noBropubiM BKimoueHneM MBI nomken obecnednTs onpeaeaeHHoe MUHUMaJIEHOE
BpeMs JUIsl TOJ/ICPXKKH Harpy3KH.

MapameTpbl copoca Harpy3ku. COpoc Harpy3KH MTO3BOJSIET YKa3aTh YCIOBUS, BEI3BIBAIOIITNE TIOTEPIO
MUTAHUS HA OTIENBHBIX IPYIIAX MEPEKIOYACMbIX PO3ETOK.

IMpumeuanue. Eciu ucnonb3yercs mapamerp ceTeBoro BeikitodeHust PowerChute as ynpasnenus
WBII, He pexoMeHtyeTcs UCTIONb30BaTh MapaMeTphl BeIKIodeHHs anekTpuyecTtsa [ICY, Tak kak
OHH MOTYT KOH(JIMKTOBATh C HACTPOMKaMK IPYIIbI PO3ETOK, yYka3aHHbIMU B PowerChute.

[Tpumepom ucmonb30BaHus cOpoca HArpy3KH SIBISETCS OTKIIOYEHHE HEKPUTUYHBIX HArPy30K THUIIA
MOHUTOPOB, Koraa MBII paboraer oT OaTapen Wiu meperpykeH. ITO MO3BOJISAET COKOHOMHTD 3apsT Oarapen u
MPOJUTUTH BPeMs pabO0Thl BAXKHEHWIITMX HATPY30K. JIpyruM MpUMEpOM SIBISICTCS BHIKIFOUCHUE aBTOMATHYECKOTO
nepe3amnycka mocie neperpy3ku ¢ meiabi UCCIeTOBAHUS MPUIMHBI IEPETPY3KHU Tepe]] MOBTOPHBIM
BKJIFOYCHUEM TPYIIIBI PO3ETOK.

[TapameTpsl MO3BOJISAIOT BRIKIIIOUATh TPYMITYy po3eTok npu coomroaenun JIKOBbIX U3 yka3zaHHBIX YCIIOBH:

* IIpH NpEeBBIIIEHUH BpeMEHH paboThl OT O0araper B MUHYTAaX;

*  TpH JOCTHWKEHUH MUHUMAILHOTO OCTaTOUYHOTO BpemeHH padboTel MBII B MuHyTax; (Bpems paboThl —
9TO MPOXOIKUTENBHOCTE paboTsl MIBIT ot GaTapen aiist moauepKaHus TEKYIIEH HarPy3KHu);

* UBII neperpyxen (TpeOOBaHUS K MUTAHUIO YCTPOICTB, MOAKIIOYeHHBIX K MBI, mpeBbimiator
MOIITHOCTh, KOTOPYI0 MOxeT obecreunts NUBIT).

MO>KHO TaK>X€ BKJIFOYUTh cIcayrommume ,E[eflCTBPISI:

. . (OTKITHOYECHUE TPYIIITBI TIPOUCKXOAUT
HEMeJICHHO 0e3 0XKUAaHus BpEMEHH, 3aJaBaéMOro B CEKYHaX B TapaMeTpe
. ITo yMoT4aHUIO ATOT MapaMeTp OTKIIIOYUCH. )

. . (Ocraercs
BBIKJTFOUCHHBIM TTOCJIC BOCCTAHOBJICHHS TICPEMEHHOTO HAMMPSDKEHUS B CETH. DTOT IapaMeTp OTKIIFOUEH
no ymonyanuto, u MBII et B TeueHre onpeiesieHHOTO BpEMEHH, 33/1aBAEMOT0 B CEKYH/IaX B
rnapamMmerpe , @ 3aTeM BKJIFOYaeT TPYIIIbI PO3ETOK. )
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Co6bITHA 1 NpepbIBaHUA AN rpynnbl Ppo3eToK. M3MeHeHne coCTOSHUS IPYIIIBI PO3ETOK FEHEPUPYET
coObrtre MBI I'pynna po3eTok BKIIIOYEeHA CO CTENEHBIO cephe3HocTr «MHpopmarmonnas» i MBI
['pynmna pozerok BBIKIIOUEHA CO CTENEHBIO cepbe3HocTH «IIpenynpeaurensHoe». @opmar cooOmeHus o
coobrTax: «UPS: I'pynna pozeTok Homep_epynnsl, ums_epynnel, oeticmsue o npuyure». Hanpumep:

UPS: Qutlet Group 1, Web Server, turned on.
UPS: Qutlet Group 3, Printer, turned off.

ITo yMOI4aHHIO COOBITHE TEHEPUPYET 3aIMCh B )KypHAJIE COOBITHI, B SIIEKTPOHHOU T10YTE M B CHCTEMHOM
xypaane (Syslog).

[Tpu HacTpolike MPUEMHHKOB MPEPBIBAHUS JIJIsl COOBITHI TeHepupyeTcs pepbiBanne 298 Bo BpeMst BKITIOUCHHSI
IPYMIIbI po3eTOK U 299 — MpH BBIKIIOUEHUH IPYIIbl po3eToK. CO0O0IIeHHE O COOBITHH SIBISETCS apIyMEHTOM
MPepHIBAHUS. YPOBEHb CEPhE3HOCTH M0 YMOIYAHUIO TAKOH K€, KaK U JUIs COOBITHS.

HacTpouku nutaHma B MeHK0 KOHcpurypaumm

MyTb: KoHdurypauma > Hactponku nutaHums

HoctynHele HacTpoiiku 3aBucsT ot moaenu UBIIL.

HomunaibHoe BLIX0AHOE HANIPSIZKeH e — 3TO HaNpspKeHUe IIepeMeHHOTo Toka, kotopoe MBI
[IPENOCTaBIsAET HArpy3ke. MOXKHO HACTPauBaTh CIEIYIOIINE 3JEMEHTHI, 3aBUCSILINE OT YCTPONCTRA!

BerHee 1 HWKHCC 3HAYCHUA IMapaMeTpa Hanpﬂmemle ONpeACIIAOT ANANIA30HbI, B KOTOPBIX HBbII
ABTOMAaTUYCCKU PETYINPYCT BBIXOAHOC HAIIPSIKCHHUEC, II0OAaBaCMOC Ha HAT'PY3KY. 210 3alIAMIACT HArpys3Ky.

[Tpu npeBbiIeHnn BepxHero 3HaueHust HanpsbkeHus MBI necnonbiyer GyHknmio «[loHmxeHnue
Hanpsokenus APH»; npu Hanpsbkennn Hike HibkHero 3HadeHus: MBIT ucnons3yer hyHkIuio
«[Torrmenvie Hanpsokenns APH» (wmu nmepekirodaercs Ha paboTy ot Oarapeu, ecnu VUBII He nmeer
¢byukiwm «IloBeimenve Hanpsokenns APH»).

[Ipu BrirouenHo# pyHkmn Pesxnm coepeskenns suepruu UBII paboraet B pexxume Oaiinaca u
UCTIONB3YeT SHepruio oonee 3¢pPpexTrBHO. OJHAKO B IKOJIOTHYHOM PEKUME YMEHBIIAETCS] CKOPOCTh
nepexozaa Ha nutanue ot 6atapen MBI npu HeoOxoqumocTu. Ecnu B ucnonb3yeMoii cpexne
HEO0XOMMO OBICTPOE MEPEKITIOYEHUE, MOYKHO BBIKIIIOUUTH SKOJIOTUUHBINH PEXKUM.

WBII pearupyet Ha MOMeXH B IUHUH [TOJAaYH MUTAHUS, IEPEKIIOYasiCh HA IIUTaHUE OT OaTapeu.
[TapameTp YyBcTBUTEILHOCTE TO3BOJISIET U3MEHUTH BpeMsd peakiinyd MBII Ha momexu B JTMHUMU.
Wcnionp3yiite 3navuenms [lonmkennasi 1 Huzkoe, 910051 mo3BouTh MBI npruHIMATE IOABOTHMOE
MUTaHKE C TIOMEXaMH B Te4eHHue Ooliee UTUTEIHHOTO IMePHoa, TIPeXk/Ie YeM MepeKIFodaThCs Ha
nuTaHue ot Oarapeu. Mcmonb3yiite 3Hauenne Huskoe, korjga o mOABOANMOM MUTAHUU U3BECTHO, UTO
OHO COIPOBOXIACTCS OOJIBIIIMM KOJIHMYECTBOM TIOMEX B JIMHUY, HAIIPUMED, KOT/Ia TUTAHUE ITOAETCS OT
re’eparopa.

]\"IOll_lHOC'l'b PO3€TKHU B BT MakcuMalibHass HOMUHAJIbHAs MOIITHOCTBh B COOTBETCTBHH C Tpe6OBaHI/I$IMI/I
YCTPONCTB HArpy3KH.

Hactpoiiku baiinac onpenenstoT ycioBus, npu KoTopbix MBIT MoXeT nepekitoyaThCcsi B peXuM
Oaifraca.

AC Qualification Time (BpeMst IpOBEPKH CETH MEPEMEHHOTO TOKA): BPEMSI, HEOOXOIUMOE IS
HAXOX/ICHUS TapaMeTPOB BXOJHOM CETH MEPEMEHHOTO TOKA B JIOMYCTUMOM JHAIAa30He, 10 OObSBICHUS
0 TOM, YTO MapaMeTPhI JOIMYCTUMBI
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«BbIKno4YeHue» B MeHK KOHurypauumm

MyTb: KoHdurypaumsa > BbiknroyeHue

Hcnone3yiiTe 3TOT 3KpaH AJisl HACTPOWKHU mapaMeTpoB BeikimtoueHus MBI, cM. cienyromnyio Tabauily 1 pasmuesn
««KoHTponupyemMoe paHHee BBIKIIOUEHUE» U «3aBEePIICHNE BBIKIIOUCHUI».

Ha4yano BbIKNO4YeHUs

OmpeneneHue 3aepKEK U IPOIAOIDKATEIHFHOCTEH, HCITOIb3YEMBIX TIPH HEOOX0MMMOCTH BEIKITIoueHMsI MIBIT.

Mone OnucaHue

s YIBII, paGoratornero ot 6arapeu, 3TOT apameTp ONpeiesIieT HOPOroBOe 3HAUEHHUE OCTaBIIETOCS
BpEMEHH paboThl, 10 ucTedeHnH kKotoporo Ha MBI BritowaeTcst cocTosHre HU3KOTO ypOBHS 3apsizia

ponomkurens- Oarapen. Hanpumep, ecnu st mapamerpa «IIpomomkuTebsHOCTh paboThI IPH HA3KOM 3apsizie
HOCTB padoThl npu | Oarapen» ycTaHOBIEHO 3HadeHHe B 10 MUHYT U mporHO3MpyeMoe ocTasieecs: Bpemst pabotst VIBI1
HH3KOM 3apsiae nocruraet 10 MUHYT WITH MeHee, BKITFOUAeTCsl COCTOSHUE HI3KOTO YPOBHs 3apsiia Oarapeu. Eciu He
Oarapeu BoccTaHoBUTH utanue MBI ot ceTy, oH BBIKITFOUNTCS, KoTIa 6arapest pa3psiauTcs.

B cocTosiHMM HU3KOTO YPOBHS 3apsiaa 6arapen BCe KIIMEHTHI ceTeBOro otkiroueHus PowerChute,
cBs3annbie ¢ [ICY, OymyT BBIKITIOUCHBI.

PaccunThiBaeTcst 3aJiepkKa, HeOOXOAUMast JIIst TOTO, 4TOOBI y Kaxkaoro kinuenra PowerChute
ObLIO BpeMst [JIsl MATKOTO BhIKITioueHus, eciiu MBI win knuent PowerChute 3amyckaeT msrkoe

BBIKJTIOUCHHE.
Makc. Tpedyemast * DTO MaKCUMaJIbHas 3a7€PAKKa BBIKIIOUEHUS, HE0OOX0AUMas TF000MY U3 CEPBEPOB B CIIUCKE
3a/1epiKKa KJIMEHTOB CeTeBOro BhIKItoYeHHs PowerChute.

* OHa paccuuThIBacTCs P BKIIOYEHUH WM cOpoce nHTepdeiica ynpasienus VIBI nin npu
BBIOOpE Mapamerpa Buinyoicoennoe coznacoeanue i KHOIKH «[IpuMeHNTH.
Cwm. pasnen «3anepikka Boikiouenus 1 PowerChute Network Shutdowns.

BbiknioyeHne OCHOBHOW CUTrHanm3auuvm.

OcCHOBHAsI CUTHAJTU3AIIMSI WITH «IIPOCTasi CUTHAIU3AIMSI» — HTO MPOCTOi crmocod B3anmoneiicteust MBI

C cepBepoM, pabouel cTaHIMel Wi CHCTEMON CTOPOHHETo npou3BoauTels. [Inara pacmupenus narepdeiica
2 (AP9624) — 510 mOMONHUTEBHAS TPUHAISIKHOCTE ¢ MOAAEp kKo Smart Slot, koTopas MoxeT 00eceYnTh
npoctyto curHanusanuto 1 UBII. TIpocrtaa curnanuzanusa UBI1 MOXeT OCyIleCTBIATh YBEAOMIIEHUE U
MSTKOE BBIKIIIOUEHUE CUCTEMBI, HO HE TIPEAOCTaBIsIeT (DYHKIIUH HENIPEPHIBHOTO PaCIIMPEHHOT0 MOHUTOPHHTA,
JOCTYITHBIX TIPH PACIIMPEHHON WIIM WHTEJUIEKTyaIbHON CUTHATN3AIINH.

IMpumeuanue. [Tpu ucnons3oBannu PowerChute Network Shutdown ue pekomennyercs
HCTIOJIB30BaTh BRIKIIOUEHUE OCHOBHOM curHanuzaiuu. s Hekotopsix moneneid UBII takue
(hyHKITH, KaK BBEIKITIOYCHIE OCHOBHOM CHTHAIM3AIIAN, MOTYT MTOBJIHATEH Ha BhIKIIoUeHUE MBI

Y TIepeoTIPeNeNTh POIOIHKUTEIHHOCTH paOOTHI TIPH HU3KOM 3apsase OaTapeu, KoTopas
Hcrons3yeTcs mporpammoii PowerChute mist pacuera 061iero TpedyeMoro BpeMeHH BBIKITIOUEHHS.

Mone OnucaHue
Bxirounte napamerp «BbIKIrOueHHE OCHOBHOM curHanu3anuu», eciu k MBI nonkitouexn
Beikiouenne cepBep, pabouasi CTaHLUsI WIIK CUCTEMa CTOPOHHETO ITPOM3BOIUTEINS C IIOMOIIBIO Kabens
OCHOBHOH OCHOBHOM cHTrHanu3anmu. Brimtounre oty QyHKIuIo, eciu ncrnons3dyemsiid BIT He
CHTHATU3ALHMHA MOJAEP’KUBAET PACIIMPEHHYIO CUTHAIM3ALMIO WIN HACTPOEH Ha Tepeiady CUTHAJIOB C

IIOMOIIBIO OCHOBHOH CUTHaJIn3alluu.
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OcHoBHast
MPOAOKHTEIb-
HOCTH PadoThI IPU
HU3KOM 3apsjie

st UBIT, pabotarorero ot 6arapeu, 3TOT apaMeTp OIMpeNesieT MOPOTOBOE 3HAYCHHE
OCTAaBIIIETOCS BpeMEHHU paboThI, 10 HcTedeHnH kotoporo Ha MBIT BkirtogaeTcst cocTosiHre
HHU3KOTO YpOBHsI 3apsna 6arapen. [Tpu stom MBI BEIMOTHAT ciaemyromme qeiHCTBUS:
* OTo0Opa3uT yBeOMIICHIE O HU3KOM YpOBHE 3apsaa Oarapen Ha aucrutee WBII.
* OTmpaBHT YBEAOMIICHHE O HU3KOM YpOBHE 3apsiaa 6arapeu ¢ MBI Ha mogkitoueHHbIC
YCTPOICTBA IO KaOEI0 IIPOCTOH CUTHAIH3ALINH.

darapen Ecnu He BoccranoButh nutanue MBI oT ceTH, OH BBIKITIOUUTCS, KOT/Ia OaTapest pa3psIuTcs.
3Ta MPOAOIKUTEIBHOCTD JJOCTYITHA TONBKO st Moaeneit Smart-UPS SMT, SMX, SRC,
SURTD u SRT.
OnpenensieT npoaonKuTenbHOCTh okuaanus MBII nocne yBenomiieHus 00 OCHOBHOM
OcHoBHast BBIKJTFOYCHUH, TIPEXKIIC YEM OH BRIKITIOUUTCS. [10 rncteuennu storo nepuona MBII BeikirounTCst
3a/iepKKa HE3aBHCUMO OT OCTABIIIETOCS BPEMEHH Pa0OOTHI OaTape.
BBIKJTIOYEHUSI 3Ora 3a1epKKa TOCTYIIHA TOJIBKO IS OpeeacHHbIX Moaeinen Smart-UPS SMT, SMX, SRC,

SURTD u SRT.

I'Ipop,onmmen bHOCTb BbIKITHO4YeHUA

OmnpeneneHue nepuoaa, Ha KOTOpbid Beikitouaercs MBII.

Mone

OnucaHue

Bpems B cnisiiem
pe:xxume

OmnpenesneHne HHTEpBata BpeMeHH, B TeueHne KoToporo MBII coxpaHseT BEIXOAHYIO
MOILHOCTb BBIKJIFOUEHHOH IIPU UCIIOIb30BaHUM KOMaH/bI crisiniero pesxuma i MBI ninu
rpynsl pozetok. Korga MBI unu rpymnmna po3eTok BRIKIIOUAIOTCS, OHU CHOBA BKJIIOYAIOTCS
HOCJIe 3aJIaHHOTO 3/1ECh BPEMEHH B CILIIIEM PEXUME ¢ T0OaBICHUEM BPEMEHH BO3BpaTa HilH
3aJICP>KKH MPH BKIIIOUYEHHUHN ITUTAHUS [UIs TPYIII po3eToK. Eciu mutanue ot ceTu He ObUI0
BO300HOBIIEHO K 3TOMY MOMeHTY, MBII mogoxaet ero BO30OHOBIEHUS 10 BKIIOUCHHS.

Cwm. pazaen ««Ipynrbl po3eToK» B MEHIO KOHPUTYypaluu» Ha cTp. 25.

Komanny cnsimero pexxuma MokHO nozath ¢ nomouibto aucies: MBI, «BIT B MeHto
ynpasienus», komanasl SNMP win nporpammsr PowerChute Business Edition.
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MapameTpbl BbikntovyeHnsa PowerChute

Ompenenenrie mapaMeTpoB BEIKIIOYEHHUS, HCIIOIB3YEMBIX TTPH CETEBOM BEIKIIOueHnn PowerChute..

Mone OnucaHue

[Ipu BruttoueHnyn napamerpa Buinyocoennoe coenacosanue BHIIONHAETCS cOPOC 3HAUCHUS
«Makc. TpeOyemas 3a1epKKa» Ha 3Ha4eHHe napameTpa «IIponomKkuTeIbHOCTD paboThl IpH
HHU3KOM 3apsiae Garapen». [ICY ornpapisieT nakeT OOHOBIEHHOTO COCTOSHHMS Ha BCE
3aperucTpupoBaHHbie arenTsl PowerChute. 3arem mporpamma PowerChute cpaBauBaer
MIPOROIDKUTENBHOCTD PAOOTHI IIPH HU3KOM 3apsiie OaTapen, OTIPABICHHYIO B 3TOM IIaKeTe,
¢ o0IIMM TpeOyeMbIM BPEMEHEM BBIKIIIOUECHHS M YBEIMYUBACT COOTBETCTBYIOIIMM 00pa3oM
3HaYeHHe «Makc. Tpebyemast 3aJepriKKa» WK «3aiepiKKa IPpH OTKITIOYCHUH ITIHTaHUS» IS

Makc. TpeGyemast TPYMIBI PO3ETOK, B KOTOPOH OHA 3aperUCTPHPOBAHA.

3a/1epPIKKa - IIporpamma PowerChute BeimonHseT IpoBEpKy OCTABIIEr0Cs BpeMEHH paboThl OT OaTapen
Boiny:xaennoe kaxpie 30 cekyHI, CpaBHUBAs ITPU 3TOM 00I1ee TpebyeMoe BpeMst BBIKIIOUCHHS C
cOrJIacoBaHue MIPOJOIKATETHHOCTRIO paObOTHI TIPH HU3KOM 3apsijie 6atapen, ycranoBienHoi va [ICY.

[Tpu BeIOOpE BBIHYXICHHOTO COTTIACOBAHHMS 3a/ICPXKKA IPU OTKIFOYCHUH MUTAHUS JUTS BCEX
IPYIII PO3ETOK COPACKIBACTCS HA TAKOE YK€ 3HAUCHHUE, UTO U MPOMODKUTEILHOCT PAdOTHI IPU
HU3KOM 3apsjie 6aTtapeu.

Jnst pacuera 3HadeHus1, HeoOxoxumoro BceM kinenram PowerChute, kotopeie
3apeructpupoBanbl Ha [ICY, QyHKIMH BBIHYXICHHOTO COMIACOBAHUS MOXET MOTPEOOBAThHCS
JI0 IeCATH MUHYT. JOTIONTHUTENLHBIC CBEICHHUS CM. B pa3ziene «3aepiKKa BBIKIIOUCHUS U
PowerChute Network Shutdown» na ctp. 31.

Omnpenenenue nosenenus: UbII nocie BbIKIIOUEHUS! TUTAHUS:

IloBenenne B ¢ [Tepe3arnyck mocse BO30OHOBICHHUS MUTAHHUS — OCJIC BO30OHOBJICHHUS MUTAHUS OT CETH
pexume WBII nepesamyckaercs.
«Ot darapen» * Brikittouenue 6e3 nepesamycka — MBI ocTaeTcs BBIKIIOUCHHBIM JTAXKE MOCIe

BO300OHOBJICHHS ITUTAHUS OT CETH.

BBenuTe uMsl I0JIb30BaTENs YYETHOM 3aIicH, HacTpoenHoi s PowerChute. B Bepcuu 6.8.0
M BBIIIIE BMECTO PACKPBIBAIOIIETOCS MEHIO C BAPHAHTAMHU «CYTIEPIIOIB30BATENbY,
«AJIMUHICTPATOP» WIIH «II0JIB30BATENb YCTPOMCTBA» LTS BBOZa MMCHH MOJIB30BATEIS
HCIIONIB3YETCsI TEKCTOBOE TIOJIE.

HMmsa mojb3oBaTes

®pa3a Orta (pasa ucronssyercs s ayreHtudukanuu mexay PowerChute u IICY. B Bepcun 6.8.0 u
ayTeHTUDUKATNU BBIIIIE Hepe] BKIoueHneM PowerChute HeoOxoaumo 3amarh 9Ty ¢pasy.

BribGepute npoToKo, UCIIOIB3YIoMIHiics yisi coequneHus ¢ PowerChute. [lpumeuanmue.
Br1OpanHEIif TPOTOKOI H0OIKeH ObITh BKITtoueH Ha IICY mepexn TeM, Kak MOXKHO OyneT
ycraHoBUTH coenunenue ¢ PowerChute. Cm. «Dkpan Beb-moctyna» Ha ctp. 54.

IIporokoJibl cBA3U
Power Chute

«KoHTponupyemoe paHHee BbIKITlO4YeHUEe» U «3aBepLueHue BbIKMUYEeHUs».

Otu dpyHKIHK gocTymHbI He 11 Becex MBI O1n dyHkunm HemocTymHbI 11 Moneneir Smart-UPS
SMT, SMX, SRC, SURTD u SRT. Uadopmanuio o0 yrpaBieHHH paHHUM BBIKIFOYSHHEM TPYIII
PO3ETOK JUIs OTUX MOJIENE cM. B pasjeie «IlapaMeTpsl cOpoca Harpy3ku» Ha ctp. 26.

Oynkiuu «KoHTponupyeMmoe paHHee BBIKIIIOUECHUE MO3BOISIIOT BRIKIIOUUTE yeTpoiicTBo UBII,
pabotaroiiee ot 6atapeu, npu codnronernu JIIOBOI'O u3 yka3aHHBIX YCIOBHA:
* TIpU NPEBHIIICHUH BPEMEHH Pa0OTHI OT Darapen B MUHYTaX;

*  TpH JOCTHKEHHU MUHHMAIILHOTO OCTaTOYHOro BpemeHH padotel MBI B MunyTax; (Bpems padboTsl —
3TO NPOAOIDKUTENBHOCTH paboThl UBIT oT Garapen aiist momaepKaHust TEKyILeH HArpy3Ku);

* mpu 3apsne Oaraped HWKE YCTAHOBICHHOTO MPOIIEHTA OT €€ 00IIei eMKOCTH;
* mpu cHWwKeHuH Harpysku Ha MBI o 3a7aHHOTO 3HAYEHHSI B IPOIICHTAX.
C nomoIipko mapamerpa

MOJXHO TaK>X€ YKa3aTh, HOJKCH JIN WBII cHOBa BKIIOYHTHLCS MOCJIE BOCCTAHOBIICHUS ITUTAHMS
MEPEMCHHOI'O TOKa B CCTH.
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OyHKIMU 3aBepuIeHue BHIKIIYeHHs TTO3BOJISIOT YCTAHOBUTH YCIOBHUE U BPEMS 3aJICP>KKH ISl CIIydacs,
korga MBIT Mo)keT CHOBa BKIIFOUUTHCA MOCIIE BOCCTAHOBJIEHUA MUTAaHUS IEPEMEHHOTO TOKA B CETH.

B 3aBucumoctu ot monenu UBII MoxxHO yka3aTe 3HaYeHHe MunuMaibHash eMKOCTEL Darapen Wid
MunumajibHoe BpeMsi ABTOHOMHOM padoThl HA BbIX0/1e 10 NOBTOpHOTO BKiItoueHus MBIL.

3apgepxka BbiknyeHusa n PowerChute Network Shutdown.

B cnenyrommem paszene onucano, Kak napameTpsl «IIpogomKUTEIbHOCTh PabOThI TIPH HHU3KOM 3apsiie
Oarapen», «Makc. TpeOdyeMas 3aepKKa» U 3aAeP>KKU BBIKIIOUCHUS UIS TPYII PO3ETOK BIUSIOT Ha
MOCJIEI0BATEbHOCTh BIKIFOUeHHs: PowerChute.

JIOTOTHUTENBHY0 HH()OPMAIIHIO O TIOCIIEA0BATEILHOCTAX BeIKIIoueHuss PowerChute cm. B
«PyKOBOJICTBE TIOJIL30BATEIIS TI0 CETEBOMY BbIKIIOucHHI0 POwerChute» na Be6-caiite

st o6oux Tunos UBII, ¢ rpynmaMu po3eTok U 6€3 HUX, BPEMs BHIKITIOUEHHUS OMPEAETSIETCS IyTeM
B3anmogeiicteus IICY ¢ mporpammoit PowerChute Network Shutdown criemyromim 06pa3zom.

HBII 6e3 rpynn po3eTok

Jns UBIT BE3 rpynm po3eTok BpeMs BRIKITFOUSHUS — 3TO OOJIbInee U3 3HaueHui Maikce. Tpedyemasi

3aJIEPKKa 1 npOIlOII':I\’HTeIlI)IIOCTI) pilﬁOTI)l IIPH HU3KOM 3apsijae 6aTapeu Ha DKpaHe Brikiirouenne miaThl

CCTCBOI'0 YIIPABJICHUA IIJIFOC HCHACTpanBacMas 2—MI/IHyTHa$I 3aCPiKKa IUTI0C BpEMs 3aACPIKKU AT UBII.

Havano Bbikntouenus UBI UBI BbikntoyeH
"’ v
= 5
MpopomxuTenbHOCTbL paboThbl NpK HU3KOM 3apsae 6aTapen unu . HeHacTpansaemas™. w 3apepxka
Makc. TpeByemas 3anepxka  ABYXMMHYTHas _.-"'"" BLIKIIOYEHNS!
3afepxka visn

® | | |

MBI 6e3 rpynn po3eTok — BpeMs BbIKNIOYEHNA B MUHYTaX

IIpumeyanus:

*Ecnu BIKIIOUEHHE OBLIO HWHUIOUHUPOBAHO COCTOSAHHUEM HU3KOT'O YPOBHSA 3apsajia 6aTapeI/I,
MPOAOJLKUTCIBHOCTD pa6OTBI IIPpY HU3KOM 3apsac 6aTapeH uMeeT 0oiee BHICOKHUI MNPUOPUTET, UCM
MaKCUMaJIbHas Tpe6yeMa$[ 3a1CPIKKa.

eUckitouenuem siBistrotrest mogeau UBIT ¢ npedukcom SUM, Ha KOTOPBIX IPYMITbI PO3ETOK UCIIONB3YIOT
meton st UBIT 6e3 rpymm po3eTok [iist pacueTa BpeMeHu BoikioucHust VBIT.

HBII ¢ rpynnamMu po3eToxk

Jns UBIT C rpymnmaMu po3eToK BpeMsl BBIKITFOUEHHUS — ATO 3HAYCHHE 3a/1ePrkika MPU OTKII0YeHuN MUTAHIS
Ha 9KkpaHe | pynnnl po3eToK MIaThl CETEBOTO YIPABICHHS, CM. ««[ PyTIITbI pO3ETOK» B MEHIO KOH(PHUTYpaITHI».

(TocrymHo He Ha Beex ycrpoiictBax MBII.)
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Hayano BbIkntoueHus pynna po3eTok
rpynnbl Po3eTok BbIKIHOYEHa

3apepxka Npu BbIKIOYEHUM ANIS TPYNMbI PO3ETOK
(akpaH «Tpynnbl po3eToK» Nnarhbl CETEBOro ynpaseHus)

-
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MBM ¢ rpynnamu po3eTok — BpeMA BbIKNKOYeHNA B MUHYTaX

pumeyanus:

JIOTIOHUTEIBHY0 HH(POPMALIUIO O MOCISA0BaTEIBHOCTIX BhIKIIoYeHHss PowerChute cm. B pa3nerne
«Sample Shutdown Scenarios» (O0pas3ibl clieHapHeB BBIKITIOUCHUS)

Ipu cpaBHEHHH TpeOyeMOro BpeMeHH BEIKITFoUeHrs: PowerChute n MmakcnmaibHoM TpeOyeMoii
3aIePIKKH JTNOO0 33/IePKKH TIPH BBIKITFOYEHHH JUTsl TPyTel po3eTok Ha [ICY ncronms3yercst 6ombiiiee
3HadeHune. Harmpumep, eciw 171t TPOIOIDKUTENFHOCTH BBIKITIOUSHHS B KOMaHJHOW CTPOKE KITMEHTa
PowerChute ycraHoBieHo 3Ha4eHre 8 MUHYT, HO MPOAODKUTEILHOCTE padoTsl UBIT mpy HU3KOM
sapsizie 6arapen cocrapister 10 munyT, IICY Gymer ucmons308aTh Gonbinee n3 3HadeHnii (10 MuHyT)
JUTST MAKCUMAJTBHOM TpeOyeMOoH 3aIepKKH.

ITpu BeIHY ) eHHOM cornacoBanuu [ICY onpammBaer kiuentoB PowerChute na npeamer
YCTaHOBJICHHOTO Ha HUX TpeOyeMOoro BpeMeHH! BIKIIOUeHNs. B pe3ynbrare 1is 0OHOBIECHHUS
3Ha4EeHU MaKCHUMaJIbHOHN TpeOyeMoil 3a1epKKU WIIH 33ePXKKU TPU BBIKJIIOYSHNH TS TPYIIIBI
PO3ETOK MOXKET OTPeOOBaTHCS 10 1ECATH MUHYT.

PowerChute ne usmensiet 3nadenue [Ipoo/kuTe/ibHOCTE PA00THI IIPU HU3KOM 3apsijie faTapen
Ha IJIaTe CeTEBOTO yNpPaBJICHHUS.

3nayenue Mawce. Tpedyemasn 3anepsxika PowerChute Network Shutdown sBepcuu 3.X 1 Bbile He
HCIIOJIB3YETCS IUIATOM CETEBOro ynpasieHus 1o oTHouleHuto k VBII ¢ rpynnamu po3eTok.

JKkpaH «ABI1. obwee»

MyTtb: Kondurypauusa > UBIN

310t 3KpaH gocryneH He 11 Bcex UBIIL.

Hexotopsie u3 dhyHkiumit, onucanneix naiee, MoryT HE otoOpakarscs st HekoTopsix MBI

Mone OnucaHue

HNma UBII Wwms nost upentudukanuu MBI

®usnueckas ycranoBka VBII: ycTaHOBKa B CTOMKE UM B BUAE OTIAEIBHOIO

o3unusa UBII
61oka (HamospHas).

3BYKOBOIi CHTHAJI BxumioyeHne mit BEIKITIOYEHHE 3BYKOBOI CHTHAJIM3AIINH, & JUTSl HEKOTOPBIX YCTPOMCTB
TpeBoru WBII MOXXHO 3a1aTh YCIIOBHE, IPH KOTOPOM pabOTaET 3BYKOBAsi CHTHAIM3ALIHS.

S3bIKOBBIE HACTPOKH
KUIKOKpHCTANIHYeckoro | OmpezneneHue si3bIKa, HCnoab3yeMoro Ha auciiee WBIT.
JAUcCIIest
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Руководства по PowerChute Network Shutdown на веб-сайте APC
Руководства по PowerChute Network Shutdown на веб-сайте APC

Mone

OnucaHue

KK-nucnieit

BrIxirroueHre WiTH BKITFOYEHUE TOCTYTIA K 3anucu B uHTepdetice mucmues UBII.

Ecnu goctyn BBIKIIFOYEH, MOJIB30BATENb MO-TNPSKHEMY UMEET JOCTYIl Ha YTCHUE
OOJIBILIMHCTBA YKPAHOB, HO HE BIOYKEHHBIX SKPAHOB MEHIO «YIIpaBJICHHE» U
«Konpuryparusi».

Bpems npeaynpesxaeHust
CHTHAJIa TPEBOTH 0
COCTOSIHMU DaTapeu

VYceraHoBKa BpeMeHH (B JIHAX) [0 TOSBIEHUS KPUTHYECKOTO CHI'HAJIa TPEBOTH O
3amene Oarapeun Ha KK-mucruree UBII. YeranoBute 3HaueHue -1, 9T006I HE
oTOOpaxkarh MpeaypeKaaoNIee YBEJOMICHNUE.

Bpemsi cHa, curuaJ
TPEBOTH 0 COCTOSTHUHU
O0arapeu

YcTaHOBKA BpeMeHH (B THSX), B TCYCHUH KOTOPOTO CUTHAJ TPEBOTH OaTtapeH
JKK-3xpana UBII He oToOpaskaics mocie mepBoro NOATBEPKICHUS. YCTaHOBHUTE
3HaueHue -1, 4To0BI He 0TOOPAXKATH JOMOIHUTENBHBIX TIPEIYPEXKICHUH OCIe
MIOATBEP KICHUS TIEPBOTO MPEAYTIPEKACHHS.

IMocnenHss 3amMeHa
O0aTapen

BBoj Mecsna u rofa nocneaneii 3amenst 6arapen MBII.

Yucao 0arapeit
nnm
Buemnue 6aTtapeu

KonmngecTBo Oarapeii, nckiovast BCTpoeHHbIe OaTapen, nmerommuecs B IBI1. Ha
HEKOTOPBIX YCTPOHCTBAaX, B KOTOPBIX UCMOb3yeTcs Oosee 16 Oarapeit, HyKHO
n00aBysTh o 16 Garapeit (16, 32, 48 u T. 1.), HO 3aTE€M HTO YKCIIO MOYKHO
CKOPPEKTHPOBATh JI0 HY)KHOTO 3HAYCHUSI.

Buemnuii 0arapeiinbiii
mKagp

HopmupoBanHble ammep-4yachl (eMKOCTB Oarapeil) 6arapeitHoro mkada ms
BHEIITHETO 0aTapeifHOro NCTOYHMKA MUTaHUS.

Tox 3apsku 6arapeu

C OMOIIIBIO 3TOTO TOJIT MOXKHO U3MEHUTH CKOPOCTH 3apsaaku 6arapeit MBI B
npoueHTax. 3aeck 100% npencrapisioT CKOPOCTh 3apsAKH, PEKOMEHTyEMYIO
npousBoauTesieM. Hampumep, 4ToObI yBEIHYHUTH B JBa pa3a CKOPOCTH 3apsAKH,
ycranoBute 3HaucHue 200%.

Hamnpumep, korzaa jsist Toka 3apsiiku 6arapeu ycraHoBieHo 3Hadenne 100%:

* [Ipu yBenmm4ueHnH o0mei eMKOCTH OaTapen TOK 3apsaKu OaTapew,
MOZaBaeMBIN 3apATHBIM yCTpoiicTBoM s Oarapen UBII, aBromarndeckn
YBEIMYMBAETCSI, YTOOBI COXpaHUTh CKOPOCTh 3apsaku 100%, u ckopocThb
3apsIIKU MEHSITh He TpeOyercs.

* [Ipn yMeHBIICHNH 001IIei eMKOCTH OaTapen TOK 3apsiiku 6aTapew,
MoZaBaeMBIN 3apAHBIM ycTpoiicTBoM st Oarapen UBII, aBromarndeckn
YMEHbIIIAeTCsl, YTOOBI COXPaHUTh CKOPOCTh 3apsiaku 100%, u ckopocTh
3apsIIKU MEHSITh He TpeOyeTcsl.

JomomauTenpHYI0 HHOOPMALHIO O EMKOCTH OaTaper CM. B PyKOBOZACTBE
nonb3oBareinsa UBII.

Brumanwme! 3apsika mMpu CIUITKOM BBICOKOH CKOPOCTH MOYKET IMPHBECTHU K
3aKUIIaHUIO I/I/I/IJ'H/I YTCUKE DJICKTPOJINTA I/I/I/UTI/I IIOBBIIIICHUIO AABJICHUS I'a3a.
He usMensiiTe 3Ty HACTPOUKY, €CJIM He 00J1afaeTe JOCTaTOYHBIMU 3HAHUSMU
B 9TOi obmacT.

Tun 6arapen

VYraxure Tun 0arapen, rae VRLA — ato «Valve Regulated Lead Acid»
(CBUHIIOBO-KUCIIOTHASI OaTapes ¢ KJIalaHHBIM PEryIIUPOBAHKUEM),

a BeHTHIsIuOHHbII

JJIEMEHT — 3TO Oarapest ¢ JKUIKUM IEKTPOIUTOM (KaK B aBTOMOOHIIAX).

Oo0wmas eMkocTh 0aTapen

Hcnonp3yiiTe 3TOT mapameTp Iis onpeneneHus obmeit emkoctu 6arapeit BIT ot
7 no 200 ammiep-uacoB (A-4u). DTO 3HAYEHHE UCIIONB3YETCS JJISl OLIEHKH BPEMEHU
paboTHI U oTpeneneHus TOKa, HeOOXOAMMOTO IS 3apsiaKku Oarapeii. Eciom Ha
ucnonszyemom MBIT umeercs mapametp «O0mas eMKOCTh Oarapen,
O0OHOBJISIITE ero 3HaueHue npu godasiennu 6arapei B UBIT ninm u3Bnedennn nx
n3 UBII. JlomomHUTENpHYIO HHPOPMAIIUIO O EMKOCTH OaTapey CM. B pyKOBOJCTBE
nonb3osareis UBII.
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AKpaHbl «UPS 1/0» (BBoa-BbiBog UBI)

Cnepytowme akpaHbl JOCTYMNHbI He Ha Bcex ycTponcTeax VB,

AkpaH «Output Relays» (BbixogHble pene)

Mytb: UPS 1/O (BBoa-BbiBOA UBI) > Output Relays (BbixogHble pene)

OKpaH HaCTPOWNKM BbIXOAHBIX pene No3BONsSeT UBMEHSTb COCTOSIHWE BbIXOAHBIX perie Npu HacTynneHuu
ycnosus, cesasaHHoro ¢ NBIM. OtobpaxatoTcs Bce 0OHapyXeHHbIe BbIXOAHbIE pene, 1 AN Kax4oro pene
MOXXHO HaCTPOWTb NPUYUMHY U 3a8epXKKy perne. MoXHO Takke BblOpaTb NOMSAPHOCTb BbIXOAHBIX pene. Mo
YMOM4aHuio UCNonb3yeTcs criegytowasn HacTponka nonspHocTtu: «All relays act normally open, when logic
condition is true, relays are energized» (Bce pene AeACTBYHOT Kak HOPMaribHO Pa3oMKHYTbI€, ECIU JTorM4YecKoe
yCrnoBMe UCTUHHO, Ha pere NoaeTcsl HanpsiKeHue).

Cause (MpuuunHa): ykaxute ycrnosue, cessdaHHoe ¢ MBI, npu HacTynneHnn KoToporo 3MeHsieTcs
COCTOsIHME BbIX0oAHOro pene. [JocTynHbl crieaytoLime NpuYmnHbI:

No Action (Jenctsnsa oTCyTCTBYIOT) On battery power failure (IMutaHne ot
batapeu npu cboe NuTaHus)

On battery power failure except peak period | Low battery while on battery (Huskuin 3apsag
(MuTanue ot Gatapem npu cboe NuTaHus, |GaTtapeun npy NMTaHUKM OT BaTtapen)
KpoMe nepuvofa NnmMKoBbIX Harpy3ok)

Alarm (CurHan) Fault (C6on)
Output on (Bbixoa BKMOYEH) Output Off (Bbixoa BbIKITHOYEH)
Online (OnepaTuBHLIN peXnm) In Bypass (Pabota B pexxvume barinaca)

Mpwu BbIGOPE BapuaHTa «On battery power failure except peak period» (MutaHne ot 6atapen npu cboe
nMTaHns, KPOMe nepuogda NMKoBbIX Harpy3ok) VIBIT He Byaet nameHsTb COCTOSHME BbIXOAHOTO pene,
€CN1 HaCTPOEH Nepuno MUKOBBIX Harpy3oK 1 TEKyLLEee BpeMS 1 AeHb HEAENW OTHOCATCH K 3TOMY nepuogy.
[ononHuTenesHble cBeaeHNs cM. B pasgerne «3kpaH «Peak Period» (Meprog nMKoBbIX HArpy3oK)».

Relay Delay (3apgepxka perne):HacTpavBaeMoe rnonb3oBaTenem rnone, no3eonsiolee ykasatb Bpemst
oxnganusa MBI B cekyHaax 40 N3MEHEHUs1 COCTOSIHUS BbIXOOQHOMO pene B Crydae HacTynneHns HacTPOEHHOM
npuYrHbIL. HacTpoeHHas 3agepkka NpMMeHSAETCS, TONbKO eCnn 3afepXKKa perne nMeeT HEHyNeBoe 3HaYeHne U
BKMNIOYEH Tarmep 3agepXku. [lononHuTenbHble cBegeHus cM. B pykosoacTtee no UBIT.

Polarity (MonsapHOCTB):3T0 hmanyeckoe COCTOsIHNE, B KOTOPOM OyAyT HAXoAUTLCS BbIXOAHbIE pene npu
HacTynneHuun ycnosus, ceasaHHoro ¢ MBI, JocTynHbl ABa BapuaHTa:

ecnv BbIOpaH 3TOT BapyaHT, NMpu HAaCcTynieHnn ycnoeusl, ceasaHHoro ¢ MBI,
BbIXOAHbIE pene OyayT BKMOYEHbl. OTOT BApMaHT UCMOSb3YETCA MO YMOMYaHWIO.

ecnu BbIbpaH 3TOT BapuaHT, MpU HacTynneHum ycrosus, ceazaHHoro ¢ UBI,
BbIXOAHblE pene ByayT BbIKNIOYEHbI.

nOﬂﬂpHOCTb BbIXOQHbIX pene He peKoOMeHOYyeTCA HaCTpanBaTtb, €Crin HaCTPOeHbl nepnoa NUKOBOW
Harpys3kum Unm 3afepxka pene.
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Mpumep. [ns BbIXOAHOMO perie HacTpoeHa npuynHa «On battery power failure» (MutaHue ot 6aTapeun npu

cboe nuTaHuA) 1 yctaHoBneHa 3agepxka pene 30 cekyHa. Korga MBI HaunHaeT paboTy ot 6aTtapewn, nnata
CeTeBOro ynpaesneHusa oxuaaeT B TedeHme 30 cekyHa, npexae Yem U3MeHUTb COCTOSHUE 3TOrO BbIXOLHOMO

pere Ha To, KOTOpoe 3a4aHo NapaMeTpoM (MonsipHOCTB).

AkpaH «Input Contacts» (BxogHble KOHTaAKTbI)

Mytb: UPS 1/0 (BeBoa-BbiBOA UBI) > «Input Contacts» (BxoAHble KOHTaKTbI)

OkpaH NO3BONSAET N3MEHATb COCTOAHME BXOAHbBIX KOHTAKTOB NPU HaCTynneHnmn
ycnosus, ceadaHHoro ¢ UBIM. OTtobpaxatoTca Bce 0B6HapyXeHHble BXOAHbIE KOHTaKTbl, U AN KaXa0ro pene
MOXHO HacTpouTb gencreme. MoxHoO Takke BbibpaTb BXOAHbIX KOHTAKTOB. 10 ymonyaHuto
ncnonb3yeTcs crnegytollast HacTporka nonspHocTu: «All contacts act normally open» (Bce koHTaKThbl
OENCTBYIOT Kak HOPMarnbHO Pa3OMKHYThIE).

Action (JencTBuUe): ykaxute ycrnosue, cesazaHHoe ¢ MBI, npu HacTynneHun KoToporo nsmeHsieTcst
COCTOSIHME BXOAHOTrO KOHTaKTa. [JOCTynHbI cneayowmne 0eicTBUSA:

No Action (Jenctesnsa OTCyTCTBYHOT) Self-Test (CamoguarHocTuka)

External alarm on (BHeluHWin aBapuiiHbIi curHan BkrtodeH) |External alarm off (BHewHWin aBapuiiHbii curHan
BbIKIOYEH)

Output off no delay (Bbixoa BbikntoveH 6e3 3agepxkm) Output on (Bbixoa BKMOYeEH)

Polarity (MonsapHOCTL):3T0 hManyeckoe COCTOsIHUE, B KOTOPOM OyayT HAaXoQUTbCS BXOOHbIE KOHTAKTbI MpK
HacTynneHuun ycnous, ceasaHHoro ¢ MBI, JocTynHbl ABa BapuaHTa:

ecnmn Bbl6paH OTOT BapuaHT, Npu HacTynieHnn ycnoBusd, CBA3aHHOIO C MBI, BXoOHbIE KOHTaKTbI 6y,u,yT
BbIKIOYEHbI. TOT BapMaHT UCNonb3yeTca Nno ymMosn4aHuio.

. ecnm
BblIGpaH 3TOT BapWaHT, NpY HACTYMIIEHNW yCroBUsi, CBA3aHHOTO ¢ MBI, BXxoaHble KOHTaKTb! GyayT BKIOYEHbI.

Mpumep.[ns BXoQHOro KOHTaKTa HacTpoeHo Aenctene «Self-Test» (CamogmnarHocTuka) U yctaHoBrneHa
nonsipHocTb «All contacts act normally open» (Bce KOHTaKTbl 4ENCTBYIOT Kak HOpMarbHO pasoMkHyTble). Mpu
3aMblKaHUN BXOOHOro koHTakTa MBI HemegneHHO HaYyHET BbIMONTHEHWE CaMOANarHOCTUKMN.

AkpaH «Peak Period» (Mepuoa NMKOBLIX HAarpy3oK)

Mytb: UPS I/O (BeBoa-BbiBOA UBI) > Peak Period (Meproa nMKoBbIX Harpy3o0K)

Ha akpaHe (Mepuog NNKOBBIX HArpy30K) MOXXHO HAaCcTPOUTb Nepuodbl 0CO60M BaXKHOCTH,
Hanpumep Yacbl MUK, B TE4EHME KOTOPbIX BbIXOAHbIE pene He ByayT N3MEeHHATb COCTOSIHUE NPY HACTYMNNEHUN
npudmHbl «On battery power failure except peak period» (MutaHue ot 6aTapeun npu c6oe NUTaHUs, Kpome
nepuoga NUKoBbIX Harpy3ok). Ecnu MBI HaumMHaeT paboTy oT 6atapen B Takne nepuoabl NMKOBOM Harpy3Kku,
COCTOSIHME BbIXOAHOTO perne He byaeT n3aMeHaTbCH, NoKa TeKyLme Bpems U AeHb HEAENU He BbIngyT 3a
npeaernbl HacTpoeHHoro nepuoga. Ecnu MBI yxxe He nogaet nuTaHne oT 6atapen Ha MOMEHT OKOHYaHUS
HaCTPOEHHOro Neproga MMKOBOW Harpy3ku, COCTOSIHNE BbIXOOQHOIO pere He M3MEHUTCS.

MpumeyaHue. SkpaH (Mepwuog NKoBbIX Harpy30K) MCMOMb3YETCH TOMLKO AN BbIXOAHbLIX
pere. [lononHuTensHbIE CBeAeHMs CM. B pasgene «3kpaH «Output Relays» (BbixogHble pene)»
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HacTpowka neproga nukoBbIx Harpy3ok ans UBI.

1. Bulbepute Bce noaxoasiiue nepuopbl. lNeproasl npeactaBnsaoT cobor MHTepBanbl Mo 29 MUHYT.
MoxHo BbIbpaTb HeCKOMNbKO nepuonos, Hanpumep ¢ 09:00 oo 10:59.

2. BbibepuTe Bce noaxogsiume aHuU Heaenu (BOCKpeceHbe, NoHeaenbHUK, BTOPHUK, cpeaa, YeTBepr,
nsaTHWUa, cybboTa).

MpumeyaHue. MoXHO BbIOpaTh OANH UM HECKONLKO AHEW HEeOenn, HO B KaXKabI 13 3TUX
OHen B6yaeT ncnonb3oBaTbCsA OAMH U TOT Xe nepuod. HacTporika pasHbix NEpMOJOB B pasHbie
[OHW HEBO3MOXHA.

Mpumep 1. [Ins BbIXOAHbIX pene HacTpoeHa npuynHa «On battery power failure except peak period»
(MuTaHne ot BGatapeu npu cboe NUTaHUA, KpoOMe nepuroaa NUKOBbIX HAarpy3ok). HacTpoeH nepuoa NMKOBbIX
Harpys3oK B MoHeaenbHUK, BTOPHUK 1 cpeay ¢ 09:00 go 10:29. MBI nepexoauT Ha nutaHue ot 6aTtapeu

B noHegenbHuk B 10:00. Ecnn MBI Bce ewe nogaet nutaHue ot 6atapen B 10:30, COCTOSIHME BbIXOOQHOMO pene
nameHuTtca B 10:30.

Mpumep 2.[0ns BeIXOAHLIX pene HacTpoeHa npuyiuHa «On battery power failure except peak period»
(Mutanwne ot 6aTapen npy cboe NUTaHNs, KPOMe neproaa NMKoBbIX Harpy3ok). B none «AC Input Qualification»
(MpoBepka BxogHOW CeT! NepeMeHHOro Toka) yka3aHo 15 cekyHa (cm. pasgen «HacTpownkn NMTaHmusa B MEHIO
KOHdpmrypauum»). HacTpoeH nepuoa NUKOBbIX Harpy3ok B 4eTeBepr u naTHuuy ¢ 18:00 go 19:59. MBI
nepexoauT Ha nutaHue oT 6atapewn B YeTBepr B 19:45. MNMogaya nutaHusa Ha VBT Bo3obHoBnsieTcsa B 19:54,
nocne 4yero MBI BbINONHAET NPOBEPKY NOAKIMIOYEHNSI NEPEMEHHOIO ToKa U OXnaaeT B TedeHue 15 cekyH
nepepn nepekntoveHnem Ha paboty ot cetu. [ockonbky B 910 Bpems VBl yxe He ocylecTBnaeT nutaHme ot
GaTtapeu, COCTOSAHME BLIXOAHOMO pere He N3MEHUTCS.

JKpaH «PacnucaHne camogonarHOCTUKU»

Mytb: UBMN > KoHdurypaumsa > PacnucaHne camoamnarHoCTuku

Hcnonp3yiiTe 3TOT mapaMeTp AJIs1 HACTPOUKH BPEMEHH 3amycka caMmonuarHocTuku Ha WBII.

nnaHMpOBaHMe BbIKJTHOYeHUA
MyTb: KoHdurypauusa > NMnaHupoBaHue

Ora ¢yHKIMA nocTynHa He sl Bcex MBI, @yHKImMM MIaHupOBaHHUS CaMOTECTHPOBAHSI OTIUIAIOTCS TSI
pasHbix ycrpoiicts UBII.

Ipumeuanue. He co3aBaiite HakIaAbIBAIOIIMECS APYT HA JApyra pacnucanust. [IpuMep HaK/IaIbIBAIOIIUXCS APYT
Ha JpyTa paclucaHuii BRIKIOUeHNS: exeaaeBHoe BoikrodeHne ¢ 20:00 no 21:00 u pasosoe BoimodeHwe ¢ 20:10 1o
20:30. HanoxeHue pacrucaHmii BEIKITIOYECHUS MOJKET TIPUBECTH K HEM3BECTHBIM U HEMPOBEPEHHBIM PE3YIIBTATAM.

Ona o6ounx napameTtpoB: UBI n «pynnbl po3eTok»

Mo>HO HacTpOUTh BiKIoYenue st UBIT B obnactu WK JUTS OTAEBHOM TPYIIIBI MEPEKITI0YaeMbIX
po3eTok (eCiTi BO3MOXKHO) B 00IaCTH

[Ipu BEIOOpE W JIIO0BIE HACTPOCHHBIC PACIIMCAHUS OTOOPAKAIOTCS BIOJIb BEpXHEH
YacTH IKpaHa C MOIPOOHBIMH CBECHISIMH, BKITIOUAsi CBEICHUS O TOM, BKIIFOYCHBI OHU HITH BBIKITIOUYEHBI.
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PepaktupoBaHue, BKNOYeHUe, OTKIIOYEHNE Unm yaaneHue 3aniaHupoBaHHOIO BbIKIMIOYEHUSA.
[llenkHuTE UMS pacIMCaHUs B CIIUCKE paclMCaHUM, pacnoyioxkeHHOM B1osb 3kpaHa MBI unu ['pynms:
pozetror. OTOOpaXKaroTCsl MOJHBIC CBEICHUS, © MOXXHO U3MEHUTH MapaMeTphl. B TOM 4rciie MOXKHO BPEMEHHO
BBIKJTFOUUTH YCTPOMCTBO, CHAB (MIaXKOK BrIHOUNTE, WK yIAIUTh YCTPONCTBO OTHOCTBIO.

Co3pgaHue pacnucaHua BbikoyeHun UBI unu rpynnbl nepekrnioyaeMbiX PpO3eToK.

1. B pasgene [lnannposanne Beioepute MBI wm rpyniy po3eTok.

2. HCHOJ’ILSyﬁTC MEPCKIIOYATCIIN TJI1 BI)I60p.’:1 THUIIA BRIKJIIOYCHHUSA, KOTOPOC HAAO 3allJIaHUPOBATh.
Ouuopa';onoc BBIKJIIOYCHHE, E:xeqHeBHOE BBIKJIIOUYeHHe U ExxeHenebHOE BbIKJIIOUeHue, 3aTéM
MICJIKHUTC KHOIIKY )lanee.

3. UToObI BpeMEHHO OTKJIIOYUTH pacliucanue, CHUMUTE (Qiaxok Br/iiounTs.

4. VYkaxure HMs, a TAKKE JaTy U BpEMA IJId paClluCaHusd.
IIJ'ISI CIKCHCICIIbHOT'O BBIKIIFOUCHHS YKAXKUTC UHTCPBAJ B PACKPBIBAOIIEMCH T10JIC.

5. Vkaxwre, TOMKHO JIN YCTPOHUCTBO WIIM TPYIIA PO3ETOK IMMOBTOPHO BKITIOYATHCS TIOCTIE BHIKIFOUEHUS

IToBTOpHOE BRIIIOUEHNE! YKaXuTe, OyaeT 11 Bkitodarbes: MIBIT B KOHKpeTHBIH 1eHb U B KOHKPETHOE
Bpems: Hurorna (MBI Brmtoyaercs Bpyunyro) win Hevennenno (MBI BkitounTes mocie oXuaaHus
B 6 MUHYT).

TonpKko A TPYIIIBI PO3ETOK YKAKHUTE TPYIITY IS BEIKITFOUSHHSI, IETKHYB COOTBETCTBYIONIYIO KHOTIKY.

KineHTBI ceTeBOro BLIKJIIYEHUS 110 CUTHAJTyY PowerChute: YKaXXUTE, CIACAYECT JIU YBCAOMIIATH KIIMCHTEI
PowerChute; cMm. pasmen «Kmuentsr PowerChute Network Shutdowns.

DTH mapaMeTpbl MO3BOJISIIOT UCTONb30BaTh yTuiuTy PowerChute Network Shutdown st
BBIKITIOUCHHsT 10 50 cepBepOB B CETH, T7I€ MCIIOIBb3YETCs KIIMEHTCKAst BEPCHS 3TOM YTHIIUTBL.

S

JKpaH «OOHOBMEeHNe NPOLUNBKN»

MyTtb: UBIM > KoHdurypaumsa > O6HOBNEHNE NPOLUNBKU

Ora ¢yHkuus gocrynHa He s Bcex UBIT.

DT0 OOHOBIICHHE OTHOCHUTCS K npowuexe na MbPII. He mytaiite ¢ oOHOBIeHHeM mipormuBku [ICY
(cm. pazmen «Ilepemaua (aiios»).

IMpumeuanmne. /{5 o6HOBIIeHNs TpomuBKU Ha MBIT mogenmn SRT HeoOxoaumo cHavaia 0OHOBUTH
npowmuBky [ICY no AOS Bepcuu 6.2.1 nnum Beime. B npotusaoM ciyuae UBIT moxkeT nepecrars
paboTars.

CrenyiiTe MHCTpYKIHSM Ha SKpaHe O0noB/ienue MpomnBKI, YTOObI ONPEaeTUTh, HY>KHO JIH
BBHIKIIIOUNTH Bbixon MBII nepen oOHOBIEHHEM HPOLIMBKH. JTO 3aBUCUT OT ONpPEAeICHHON MOAETH
UBII.

Ipumeuanue. s mpocMotpa skpana Oonopienue npounern B Internet Expl orer®
UCTIONB3YyHTE Bepcuto Opay3epa 10 uiy BhIlIe ¢ BBIKJIIOUYEHHBIM IPOCMOTPOM B PEKUME
COBMECTHMOCTHU. DKpaH OOHOBJICHHUS TPOLIMBKH HECOBMECTUM C Opay3epoM Edge®.

CL&4S,

BbimonHuTe 3TH ASHCTBUS 17151 OOHOBIICHHUS MPOIIUBKH. (AJIBTEpHATHBHBIC CIOCOOBI CM. TAK)KE B pasiesiax
«O6nosnenue npoumsku UBII ¢ yerpoiictea USB (Tomsxko AP9631 man AP9635)» u «Hcmons3osanue FTP
I OOHOBITEHMs IPOIITUBKH MBIT»).
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Wudopmanmro no nomyueHuto daiina c 0OHOBIEHHUEM MPOILINBKY U JAaTbHEHIINE HHCTPYKLHUH CM.
B CTaThiX C WAEHTHU(HUKaTOpamMH u B 06a3e 3HaHUU Ha

BriGepute -
[llenkHUTE KHOMKY M HaWUTE 3arpy>KeHHBIN (aiiy1 0OHOBICHHUSI Ha KOMIIBIOTEDE.
[IenxkHUTE KHOLIKY , 4T00BI 00HOBHTH NpouBKY MBII.

Ilo 3aBepieHnr 0GHOBIECHUS IPOBEPLTE COCTOSHUE B pa3zeie u
WIN B KypHaJe COOBITHI.

O6HoBneHune npowunBku UBI ¢ yctponctea USB (Tonbko AP9631 unu AP9635)

Ilepen Tem xak oOHOBUTH mporuBky MBI, yoenurecs, uro ycrpoiictBo USB nonnepkusaer ctangapr USB
v1.1u umeer gaitnosyto cucremy FAT, FAT16 nmu FAT32.

Bcrasere yeTpoiictBo USB B mopt USB koMmIibroTepa.

OTxkpoiiTe cTarbio 0a3bl 3HaHUH ¢ 1] u Ha , UTOOBI 3arpy3uTh
MIpaBUILHBIN (Daii oOHOBIeHHs pomnBKY 11t IBII, u coxpanuTte (aii B KOpHEBOM KaTaore
ycrpoticta USB mm B karasore /upsfw/ ma ycrpoiictee USB.

Wzenexute ycrpoiictBo USB, conepikariiee (haiin MpOIIMBKH, U3 TOPTa KOMIIBIOTEPA U BCTABBTE €T0
B mopt USB na I[ICV.

Otxkpoiite BeO-unTepdeiic NMC u nmepetinute B pazmen
BriGepure ¢aiin mpommBKY B PaCKPHIBAIOIIEMCS CIIMCKE TIO]T ITAHENBI0 00HOBJIeHHMs ¢ yeTpoiictBa USB.
[IlenxkHUTE KHOLIKY , 9TO0BI 00HOBHTH IpouBKY MBII.

Mpumeuanue. 11 0OHOBIEHUS MOXET OTPEOOBATHCSI HECKOJILKO MUHYT. He u3Bnekaiire
yerporictBo USB u3 TICY, noka o6HoBnenue npomuBku VBII He Oymer 3aBepieHo. Ecim
ycrpoiicteo USB OyzmeT u3BiieueHo nepe/ BhITOJHECHHEM 00HOBICHHUS MPOILITUBKH,
0OHOBJICHHUE HE OYZIET BHITIOTHEHO YCIIEIITHO.

ITo 3aBepiieHUN OOHOBJICHHUS MPOBEPETE COCTOSHIE B paszieie
WU B J)KypHaJIe COOBITHIA.

Ucnonb3oBaHue FTP ana o6HoBneHus npowuBku UBI

Ecnun HeoOxoanMo 0OHOBHUTE ciauIKoM MHOTO ycTpoicTB MBI, MoxkHO caenats 3To ObicTpee ¢ momolnsio FTP.
[Tpumep HYXHBIX JEHCTBUI MPUBEIEH B CIEAYIOMIEH Mpoeaype. ITOT CHoco0 sBIsSeTCs aJIbTePHATHBHBIM
crioco0y «OkpaH «OOHOBICHHE POLIUBKI».

1

2.

MpumeyaHue. B Bepcumn 6.8.0 npotokon FTP oTKMoYeH no ymonyanuio. Bkntounte ero, npexae
yem npogomknte. Cm. pasgen «9QkpaH cepeepa FTP».

HNudopmarmro o nomydeHuro haiina ¢ 00HOBICHHEM HPOIIHBKY U IaJTbHEHIITNE HHCTPYKIIUH CM. B
CTaThsIX C UACHTH(PUKATOPAMHI u B 0ase 3HaHMI Ha

Iepenaiite daiin o6HoBIeHuUs 10 FTP B Karamor UPSfw Ha miarte, 4TOOBI HAaYaTh MPOIECC OOHOBICHHS.

[Tepemava npommBku o FTP MoxeT OBITh pepBaHa, eciu (a1 0OHOBICHHSI ITOBPEXKICH WITH
HenpuMmeHuM st UBIT.

[Tpumep 3arpy3ku daiina oOHOBIEHHUS ¢ MOMOIIBI0 KoMaHasl DOS FTP:

$ ftp <Ampec ceresoit njarm [ICY>

Connected to <Ampec cereroit myuaTu IICY>.

220 AP9631 Networ k Management Card ACS vX. Y.Z FTP server ready.
User (<Ampec ceresort myater I[ICY>: (none)): apc
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331 User nane okay, need password.

Passwor d:

230 User | ogged in, proceed.
ftp> bin

200 TYPE Command okay.

ftp> hash

Hash mark printing On ftp: (2048 bytes/hash mark).
ftp> cd upsfw
250 CWD requested file action okay, conpleted.
ftp> put «<Iyres x datury npommexu UBI>»
200 PORT Command okay.
150 Fil e status okay; about to open data connecti on.
226 C osing data connection.
ftp: 121984 bytes sent in 1.39Seconds 87. 70Kbyt es/ sec.
ftp> quit
221 Goodbye.
3. Ilo 3aBepiileHnH OOHOBJICHHS ITPOBEPHTE COCTOSHUE B paszaeie Pesyiibrar mocieaHero 00HOBIEHNs]
Ha CTpaHWIe OOHOBJICHHUS MIPOITUBKY BeO-HHTEpdeiica WK B )KypHaIe COOBITHH.

KnueHTtbl PowerChute Network Shutdown

Mytb: UBMN > KoHdurypauma > PowerChute

PowerChute Network Shutdown mo3BosnsieT yaaneHHo BBIKITIOUNTH yeTpoiictBa UBII.

I[Tpu ycranoske knuenta PowerChute Network Shutdown on no6apisieTcst B 3TOT CIIMCOK aBTOMAaTHYECKH.
[Tpu ynanenun xuenta PowerChute Network Shutdown on aBromarndecku ynanseTcs.

[Menkuute Jlo6auTh kiunmenT, 4To0bl q00aBuTH | P-ampec HoBOTO KiTmerTa PowerChute Network Shutdown.
Jlnst ynaneHus KaenTa meiakaute |P-aapec 9Toro KiMeHTa B CIKCKE, a 3aTeM INEIKHUTE Y1aauTh kinent. B
3TOM crrcke MoxeT ObITh 10 50 IP-aapecos kineHTOB.

[pu HATUYUK TPYIIT PO3ETOK HEOOXOAMMO TAKXKe YKa3aTh, Kakasi TPyIia PO3ETOK MPEIOCTABISET MUTAHUE
kinuenty PowerChute.

B Bepcuu 6.8.0 PowerChute ve moxer coequnuthbes ¢ [ICY, ecnu Ha [ICY BBIKIIFOUEH TPOTOKOI
HTTP YroOs! Bkitounth ipotokon HT TP umu HTTPS, cM. pa3nen «JkpaH BeO-m1oCcTyma».

JKpaH «YHUBepcanbHbI BBOA-BbIBOA»

MeHro YuugepcaabHbiil BBOI-BbIBO/I IPUMEHUMO, €CIIH YCTaHOBIIEHBI JaTIUKH TEMIIEPaTyphl
u Braxkaocta (AP9335T/TH) wu ycrpoiicTBo BBOma-BEIBOAA ¢ CyxuM KoHTakToM (AP9810).
Hcnonp3oBaHue 3TUX YCTPONUCTB YaCTO HA3bIBAIOT MOHUTOPUHIOM OKPYXKAIOIIEH Cpe/ibl.

JKpaH «TemnepaTtypa U BlIaXXHOCTb»

MyTb: YHUBepcanbHbIn BBOA-BbIBOA > TemnepaTtypa v BNaXXHOCTb

3I[GCL 0To6pa>1<aeTc;1 HUMs, COCTOAIHUC TPEBOTH, TEMIICPATYpPa U BJIAKHOCTDH (CCJII/I HO,[[,E[ep)KI/IBaGTCﬂ) JJIsL
KaXXI0ro gardyuvka. H_[eJ'IKHI/ITe UM JaTdyvKa, 4TOOBI H3MEHHUTEL UMS M MECTOIOI0KEHHE HITH HaCTpOUTH
TIOPOTrOBLIC 3HAYCHUSA U TUCTCPE3UC.

lMoporoBbie 3Ha4YeHuA. [ KaXXI0ro JaT4rKa 3a1al0TCsl TOPOTOBBIE 3HAUEHUS TEMITEPATYPhI U BIAKHOCTH
(ecnin mopaepkuBaeTcs Takoe u3Mepenue). [Ipu BbIXoae MOKa3arelis 3a HOPOTOBbIC 3HAYCHUSI 3BYIHUT CUTHAI
TPEBOTH.
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Coobuienus Bricokoe n Huzkoe sBrsitoTes npeaynpexaarommmu. Coobmenust Makenvym u Munumym
SBJISIFOTCSL KPUTHUECKUMU U TPeOYIOT BHUMaHHSI.

Mictepesunc. Vcnonp3yiiTe 3HaUeHNE THCTEPE3HCca BO H30eKaHNe TOBTOPHBIX CUTHAJIOB TPEBOTH I OJJHOTO
Y TOTO K€ HapyIIeHHs TOPOTOB TEMIIEPATypPhl UK BIAKHOCTH.

KOF,Z[a TEMIICPATypa WU BJIAXHOCTD, BbBI3bIBAIOIIAA BbIXO 3a IIOPOroBOC 3HAUCHHUEC, CKJIOHHA K
HCE3HAYUTCIIbHOMY KOJIEOaHUIO BBCPX M BHHU3, OHAa MOKCT MHOTOKPATHO I'CHCPUPOBATL CUTHAJI. Bbonbmee
3HAYCHUC I'UCTCPE3rCa MOKET 3TO NIPECAOTBPATUTh.

Ecnu 3Hauenme rucrepesnca HEJOCTATOYHO BEJIMKO, KoJleOaHHe MOKET CHavdalla BBI3BIBAaTh HapyIlIeHUE
[IOPOTOBBIX 3HAYEHUI, & IOTOM BOCCTAHABIMBATh HOPMAJIBHYIO CUTYAILIHIO, YTO O3HAYAET, YTO CUTHAJ TPEBOTH
MOXeT cpabaThiBaTh HECKOJIBKO pa3. CM. mpuMepHI ajee, MpeJBapuTeIbHO 00paTHB BHUMaHUE Ha
CJIEAYIOIHE 3aMEYaHNU.

* B ciydae BbIX0Ja 32 BEpXHEE U HIDKHEE IMOPOTOBEIE 3HAUCHHUS TOUKOM cOpoca curHaia TPEBOTH
SIBJISIETCA IOPOTOBOE 3HAYEHUE MUHYC YKA3aHHOE 3HAYEHUE TUCTEPE3HCA.

* Jlns HapylIeHUS] MUHIMAILHOTO M HU3KOTO IOPOTOBOTO 3HAYSHUH TOYKa COpOCca — 3TO TOPOTOBOE
3HAUCHHE MII0C 3HAYCHUE THCTEpe3nca.

[TpuMep MOBBINICHUS BIAKHOCTH € KOJICOaHUSIMH. J[OITyCTUM, MakcumaibHoe TIOPOroBoe 3HaYCHUE
BIIQYKHOCTH cocTaBysieT 65%, a rucrepesnc Biaxkaoctd paBeH 10%. JlomycTum, 9TO BIOXKHOCT TTOTHUMAETCS
BhIIie 65%, BbI3bIBast CUTHA TPEBOTH. [lociie 3Toro oHa MHOTOKpaTHO omyckaeTcs 10 60% u nogHuMaeTcs 10
70%, ognako — Onaromapst 3HaueHHIo ructepesuca B 10% — curHan TpeBoru He cOpachIBaeTCsl H IOITOMY
HHUKaKOil HOBOW TPEBOTH He BO3HUKAET. [lJ1st cOpoca CyIIeCTBYIOLIETO CUTHAA TPEBOTH BIAXKHOCTh TOJDKHA
ynactb Hke 55% (4to cooTBeTCTBYET 3HaUeHMIO 65% Munyc 10%).

[Tpumep maneHus TeMmeparypsl ¢ KojaeOaHusaMH. JOMyCTUM, MUHUMATbHOE TTIOPOTOBOE 3HAYCHHUE
Temmepatypsl paBHO 12°C, a ructepesuc temmeparypsl — 2°C. JlomycTuM, 94TO TeMreparypa najiaeT HuxKe
12°C, Be3bIBas curnan tpeBoru. [locme 3toro ora MHOTOKpaTHO nogHUMaetcs A0 13°C u omyckaercs 10
11°C, omnako — Omarogapst 3HaUeHUIO THCTepe3nca B 2°C — CUTHAI TPEBOTH HE COPACKIBACTCS M IIOATOMY
HUKAKOW HOBOW TPEBOTH HE BO3HUKaeT. J[is cOpoca CyIIeCcTBYIOIIEro CUTHAIA TPEBOTH TEMITEpaTypa JTOJKHA
moaHsAThCs Boite 14°C (uro coorBeTcTBYeT 3HaueHM0 12°C naroc 2°C).

AKpaH «BxoaHble KOHTaKTbI»
MyTb: YHUBepcanbHbIW BBOA/BbIBOA, > BXOoAHbIE KOHTAKTbI

Ha 9KpaHe BxoaHbIe KOHTAKTBI 0T06pa>1<aeTc;1 UMs, COCTOAHUC TPECBOTH U COCTOSAHUC (OTKpBIT nin 3aKpBIT)
KaXXI0ro KOHTakTa. Ot JAAHHBIC aBTOMAaTHYCCKU MOJY4Yar0TCA U 0T06pa>1<a}0Tc;1 34CCh IPU YCTAHOBKE
yCTpOP'ICTBa JJIE MOHUTOPUHTA OKPY)KaIOH_ICﬁ CpCabl.

U_IeJIKHI/ITe UM BXOJHOT'O KOHTaKTa IJId INOJIyYCHUA HOI[pO6HOFO OIIMCaHUs COCTOSHUSA NI JJIA H&CTpOfIKI/I
3HAYCHUH. HpI/I OTK/IIOYCHHUH I[aHHBIfI KOHTAKT HE (I)OpMI/IpyCT aBapI/IfIHOFO CUrHajia, gaxe €CJIn OH HaXOJUTCA
B aHOMAJIbHOM 110JIOKeHHU. OcTaIbHEIC OIS PacCMOTPCHBI JaJiec.

Mone OnucaHue
CocTostHIe HopMmasbmoe, eclii TaHHBIH BXOIHOW KOHTAKT HE COOOIIAeT 00 aBapuitHOM CHUTHAJIE WIIN HE
TDEBOIH €000IIaeT 0 CTENEHN OMACHOCTH MPH COOOIIeHNH 00 aBapuitHOM curHae. Eciu aTo mose
P BBIKITIOUEHO JIJISl KOHTAKTa, OToOpaxkaeTcss OTiII0ueHo.
CocTtosinue Teky1ee coCTOsHUE JAHHOTO BXOAHOTO KOHTAKTA: 3aKPLITO HIH OTKPLITO.

Hopmanbhoe | HopmanbHoe (HeaBapuifHOE) COCTOSHHE JTAHHOTO BXOAHOTO KOHTAKTa: 3aKPLITO HIN
COCTOSIHHE OTkpsbITO.

CrerneHb ONTAaCHOCTH aBapUITHOTO CUTHAJIA, TEHEPUPYEMOTO aHOMAJIBHBIM COCTOSTHHEM
JTAHHOTO BXOJHOTO KOHTAKTa:

"])t‘,l_\'ll])t‘,lll'l eJibHoe NIn Kpll'l‘llllt‘(‘l\‘ilﬂ.

CreneHnnb
ONMACHOCTH

AKkpaH «BbixogHoe pene»
MyTb: YHUBepcanbHbI BBOA-BbIBOA, > BbixogHoe pene

Brixojinoe peJie — 3716Ch 0TOOPAKACTCS UMS M COCTOSTHHE KaXO0To pesie (OTKPBITO UK 3aKPBITO). DTH
JTAaHHBIE aBTOMATHYECKHU TIOIYYar0TCA U OTOOPaXKaroTCst 3/1eCh PU YCTAHOBKE YCTPOMCTBA /I MOHUTOPHHTA
OKpY>Karolen cpeapl.
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H_IGJ'IKHI/ITC UM BXOAHOT'O KOHTAKTa AJId NOJIyYCHUSA HO,I[pO6HOFO OIIMCaHMs COCTOSAHUSA NI I HaCTpOfIKPI
3HaueHUi. [Tons PAacCMOTPCHEBI AaJiec.

Mone OnucaHue
Cocrosinue Texyuiee coCTOSIHUE JAHHOTO BBIXOIHOTO pelie. 3akpbiTo Wik OTKPLITO.
HopmanbHoe o "
HopmainsHoe (HeaBapuiiHOE) COCTOSIHHE JAHHOTO BBIXOIHOTO pelie. 3aKkphiTo Wik O TKPBITO.
COCTOsIHHE
JIsl ©BMEHEHUS TEKYIETr0 COCTOSHUS JAHHOTO BBIXOJHOTO Pelie YCTAHOBUTE 3TOT (PIasKOK U
Yunpasiaenue A it A A perey b

HICJIIKHUTE ((HpI/IMCHI/ITL».

Bpewmsi B cekyHax, B TeU€HHE KOTOPOTO BEIOPAHHBIN CUTHAJ TPEBOTH JJOJDKEH CYIIECTBOBATH,
IpeXJe 4YeM cpaboTaeT BEIXoAHOE pere. Mcnone3ylTe 3Ty HacTpoHKy, 4TOObI H30exaTh
3ajgepKKa aKTHBALlUU CUTHAJIa TPEBOTH BO BPEMsI KOPOTKUX MEPEXOAHBIX IMPOLIECCOB.

Ecnu nocne Havasna nepriona 3a1ep>kku pOpMHUPYIOTCS TOTIOIMHUTENBHBIC CUTHAJIBI TPEBOTH,
3a/IeprKKa He TIepe3alrycKaeTcsl, a MpoIoIDKAETCs IO TeX 1op, OKa He cpaboTaeT BBIXOIHOE pejie.

MunnmansHOE BpEMs B CEKYHIAX, B TCUEHNE KOTOPOTO BBIXOAHOE PEII€ OCTACTCA aKTUBHBIM
IocJi€ nogauun cCuraajia Tp€BOTH.

Jaxe B ciydae KOPPEKTHPOBKH aKTUBU3UPYIOIIETO CUTHAIA TPEBOTH BBIXOJHOE pelie
OCTaeTCs BKIIIOUEHHBIM, MTOKA HE 3aKOHYUTCS JAaHHBINA TIEPUO/I.

VYnep:xanue

HaCTpOﬁKa MNOJNTIUTUKN yrnpaBrieHUA

MyTb: YHUBepcanbHbIN BBOA-BbIBOA > [MonuTtuKa ynpaBneHus

HaTICY AP9631 niu AP9635, k KOTOpPO# MOAKIIOUEHO JI0 IBYX YCTPOWCTB BBOJA-BBIBOJIA C CYXHM KOHTAKTOM
(AP9810), MO’KHO BBITIONIHUTE CIIEAYIOIINE ICHCTBHIS:

* HACTPOUTH BBIXOJHBIC PEJIC Ha OTKPBITUE WJIU 3aKPBITHE HAa OCHOBaHMK coObITHi Ha VBIT 1 BXOMHBIX
KOHTaKTax; cM. pasjien «HacTpoiika BeIxo/a sl peakiuy Ha COOBITHE;

* Hactpoutb MBIl Ha BeINOTHEHHE IEUCTBUN HA OCHOBAHHUM BXOJHBIX KOHTAKTOB; CM. pa3jiel
«Hactpoitka UBII nnu BbIxoaa s peakiluy Ha BXOJHOM CUTHAJ TPEBOTH».

He Bce ycTpoiictBa BT MOXXHO HACTPOUTH Ha PEAKITUIO HA BXOJIHbIE KOHTAKTHI.

HacTpoika Bbixoga gna peakuum Ha cobbiTue.
1. B meno Konpurypaunus Beibepure YHuBepcaabHbIi BBOA-BbIBOI U [louTnka ynpasieHus.
2. Ulenkaurte KHOMKY /100aBUTH MOJIUTHKY.
3. lllenkHuUTE MMS KaTETOPHUU WM TOAKATETOPUH JIJIS IPOCMOTPa COOTBETCTBYIOIIUX COOBITHH.
4

JI1st HACTPOMKY IENKHUTE UMS COOBITHS, YCTAHOBUTE (DIIAXKOK BBIXOJHOTO pelie, KOTopoe Oyier
MEHSTh COCTOSHUE B CIy4ae 3TOr0 COOBITHSI, U MENKHUTE COXPAHNTH MOJINTHKY.

HacTtpouka UBI1 nnu Bbixoga ansa peakuum Ha BXOOHOW CUrHas TPeBOrU.
1. B menro Kondurypanus Beidepute YHUBepcadbHbI BBOA-BbIBOA U [loTuTHKA ynpaBJieHus.
2. Ulenkaurte KHOMKY /100aBUTH MOJUTHKY.
3. Ulenknurte nogkareroputo KouTakT BBOIA-BBIBO/IA.
4

BBI66pI/ITC COOBITHE C TOIi Ke CCPLE3HOCTHIO, UTO U BXO,E[HOﬁ KOHTAaKT. HaanMep, €CJIM JJIs1 BXOAHOI'O
KOHTAaKTa YCTAHOBJICHA KPUTHUYCCKAad CEPHE3HOCTD, BBI6epI/ITC KPUTHUYCCKOC COOBITHE.
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TICY moazepKuBaeT 10 4eThipeX BX0a0B. HeoOXoanmMo yka3aTh BX0/, KOTOPBIi OyAET CBSI3aH C 3THM
COOBITHEM.

B packpsbiBarommeMcs cimcke BEIOEpUTE HOMEP YHHBEPCAIBLHOTO naruuka (1 wm 2),
K KOTOPOMY TOJKITIOYAeTCs] YCTPOHCTBO BBOJA-BBIBOJA C CYXUM KOHTAKTOM.

B packpsbiBaromeMcs cimcke BIOCpUTE OYKBY /151 30HBI (A win B) koHTaKTa, Ha KOTOPBIit
YCTAHOBJIEH BXO].

OmnpenenuTte neiictue, kotopoe MBIT Oyner BoIMONHATS (eciu OHO TpeOyeTcs), KOrjia COCTOSTHHUE BXOIa
W3MEHSETCA.

BribepuTe BBIXOI, KOTOPBIH OyIET OTKPHIBATHCS WITH 3aKPhIBATHCS (€CIIH 5TO TpedyeTcs).
[enkauTe
HacrpauBaemas omepartyst IpOUCXOIUT OUH pa3.

Ecnu BoccTaHOBHUTH Ha BXOJI€ HOPMAaJTBLHOE COCTOSTHHE JI0 cOpOca yCIIOBHUS TPEBOTH, Ha BBIXOJIE
COCTOSTHHE HE U3MEHHTCS, TIOKa YCIIOBHE TPEBOTH HE OYIIET COPOIIEHO, a 3aTeM CHOBA YCTaHOBIICHO.
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MeHI0 «Be3onacHOCTbL»

KpaH «YnpaBneHue ceaHCoM»

MyTb: KoHdurypaumsa > BesonacHocTb > YnpaBneHue ceaHCOM

Bxurouenne ¢pynkunn PazpemnTs oJiHOBpeMeHHbIe BX0/IbI 03HA4YaeT, YTO B CUCTEMY MOTYT OTHOBPEMEHHO
BOWTH JIBa MMOJNIb30BaTessl Win Oosee. KaxkoMy MOJIb30BaTEINO MPEIOCTABISIETCS PABHBIA JOCTYI, U KaXKABIHA
unrepoeiic (HTTP, FTP, koncoss telnet, koucouns ¢ nocnenoBatenbubiM naTepdeiicom (CLI) u 1. 1)
paccMmaTpuBaeTcs Kak MoJIb30BaTellb, BOIEAIHNH B cucteMy. OyHKIHA PazpeinTh 0/IHOBPeMeHHBIe BXO/AbI
o0ecrevunBacT BO3MOXKHOCTh OJJHOBPEMEHHOTO BX0/1a BOCEMHU IOJIb30BaTelel B BeO-uHTEepdeiic, MaTH — B
nHTepdhelic KOMaHIHON CTPOKH U OJTHOTO — B KOHCOJIb C TIOCJICIOBATEIbHBIM HHTEP(EHCOM.

Ynaneunnas ayrentuduranus zadmoxuposana. [ICY nomaepxuaer xpanenue Radius s naponeii Ha
cepBepe. OHAKO, €CIT BKIIIOYHTH ATO nepeorpenenenue, [ICY mo3BoiIuT J0KaIbHOMY MOIH30BATEIIO
BBIMIOJIHUTE BX0J ¢ oMolibio naposis ais [ICY, coxpanennoro nokansHOo Ha [ICY. Cm. Takke «JIokanbHbIe
TTOJTB30BATEIH» U «AyTCHTH(OHUKAITUS YIAICHHBIX MTOJIb30BaTEIICH».

OTBeT ping

MyTb: KoHdurypauma > BesonacHocTb > OTBeT ping

Yeranosute duaxkok OTeer PINg | Pv4, 9To0bI M1aTa ceTeBOro yrpapieHus 2 MOIIa OTBEYaTh HA CUTHAJIBI
9X0-TecTHpoBaHus. Takol pesxuM He npumMeHsietrcs amst | Pv6.

JlokanbHbIe nonb3oBaTenu

Hcnosb3yiiTe 3TH MyHKThI MEHIO JIJIs IPOCMOTPA M HACTPONKH JAOCTYIIA U OTACNIBHBIX TapaMeTpoB (Harpumep,
(dopmara otobpakeHust 1aThl) HHTepdericoB noab3oBareis [ICY. DTo npuMEHHMO K OJIB30BaTEIsIM B
COOTBETCTBHMHU C UX UMEHAMHU BXO[a.

MyTtb: KoHdwmrypaums > BesonacHocTb > JlokanbHbIe nonb3oBaTenu > YnpaBneHue

HacTtpouka goctyna nons3oBaTtens. C MoMompi 3Tol (YHKIUN aIMAHUCTPATOP WITH
CYIEpIIOIb30BaTEIh MOKET COCTABUTh CITUCOK IOJIB30BaTeNeH, KOTOPBIM JOCTYIIEH HHTEP(ENC MOIb30BaTes,
¥ HAaCTPOMTH THX Monb3oBareneil. lLleIKHnTe CChUTIKY MIMEHH JUTS TIPOCMOTpA CBEICHUH, N3MCHEHHS WITH
yAaJIeHHs MOJIb30BaTeIs.

H_IGJ'IKHI/ITG Jlo0aBUTH MOJIL30BaTEISI JJIsL Z[O6aBJ'ICHI/I$I nmojp3oBareins. Ha OTKPBIBIIEMCS DKpaHE
KOII(I)Hpral[IIH [HoJs3o0oBarTeJ st MOXKXKHO ,I[O6aBI/ITL MOJIB30BAaTCJIsA U OTO3BATh AOCTYII, CHAB CI)J'Ia)KOK ﬂOCTy".
MaxkcumaibHas AJIMHA UMCHHU U MAapOJIst COCTABIIACT 64 6aﬁTa, IIpU UCIIOJIB30BAHUHN MHOT00aHTOBBIX CHMBOJIOB
9TO COOTBETCTBYCT MCHBIICMY YHCIIy CUMBOJIOB. HCO6XOI[I/IMO BBCCTHU IApPOJIb.

3HaueHus AnMHHEe 64 6aHTOB B MOJSX UIMEHU U AP0 MOTYT OBITh YCEUCHBI!
Co3spaiiTe naposb, UCIONB3Ys COYETaHUE CUMBOJIOB BEPXHETO M HIPKHETO PETHCTPa, YUCel U
CHeIUaNbHBIX CUMBOJIOB. JIIIiHA TTaponeil He MOXKeT npeBbimars 64 cumBona B popmare ASCII.

I/IcnonmyﬁTe napameTp ﬂpem)mleno BpEMS OKMIaHUA C€aHCa I HaCTpOﬁKH BPEMCHU OKHUJAaHUA, 110
HUCTCYCHUU KOTOPOTO HHTCp(beﬁC TIOJIB30BATECJISA BBIIIOJIHACT HpPIHyI[PITeJ'ILHLIfI BBIXO/J ITOJB30BATCIIA U3
CHCTCMBI (1'[0 YMOJIYaHUIO — TPH MI/IHyTLI). HpI/I HN3MCHCHUH 3TOI'O 3HAYCHUA H€O6X0,Z[I/IMO BBIMTH U3 CHUCTEMBI,
YTOOBI U3BMCHEHHUE BCTYIIUJIO B CHUITY.

Ynanennas ayreHTHGUKALIUSA NMOCTe10BATEIHHOI0 MOAKJ/IIOYeHHs 3a010KkupoBaHa. Beibpas sty
dyHkuo, MoxkHO 060kt RADIUS, ncnosip3ys MOAKIIOYEHHE KOHCOIM ¢ IOCIeI0BaTeIbHBIM HHTEphercoM
(CL1). Ha sToM skpaHe MOKHO BKIIFOUHTH JaHHYIO (DYHKIHIO IS BEIOPAHHOTO TIONIb30BATENs, OMHAKO €€
MOYKHO BKITIOUHTbH U TIIOOANBHO; CM. paszien «IKpaH «YIpaBIeHHE CEAaHCOM».,

Cwum. Taxke «Kouduryparnus > bezonacHocTs > JlokabHBIE OIB30BaTeNN > HacTpOWKH 10 yMOITIaHUTO»
nanee. JlonmomHATENbHYI0 HHPOPMAIIMIO 00 YIETHBIX 3alTUCSIX CM. B pa3zese « Ukl y9eTHBIX 3amucen.

MapameTpbl Nnonb3oBaTtens. YcraHoBute Quaxok LIgeToBas komnpoBka skypHasia coObITHI, YTOOBI
BKIIFOYHTH (DYHKIIUIO BBIICTICHHS [[BETOM TEKCTa COOOMICHMIA 00 aBapUHHBIX CUTHANIAX, PETUCTPUPYEMBIX
B JKypHaJIe COObITHH. (3alMCH CUCTEMHBIX COOBITHI U M3MEHEHUST KOHPUTYPAITUH HE U3MEHST CBOM IIBET.)
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LiBeT TeKcTa Cepbe3HOCTb aBapUIMHOro cMrHana

Kpacubiii Kputnueckasi: KpUTHICCKUA aBapUHHBIN CHTHAJ, TPEOYIOIINH HEMEIJICHHOTO IPUHATHS MEp.

[IpeaynpeanTe/bHOe: aBapUIHBIA CUTHAN TpeOyeT BHUMaHMUS, TOCKONBKY HE yCTPaHCHHAs

OpanzkeBblii
BOBpEMsI IpodiieMa MOKET MPUBECTH K MOTEPE JaHHBIX U OpYe 000PyI0BaHUS.

3eneHbIit Curnanu CG]’)O].IJ(‘II: YCJ10BUA, KOTOPBIC BbI3BAJIN CUT'HAJI, YCTPAHCHBI.

HO])\121J bLHOE€! CUTHAJIOB TPEBOI'M HET. IInara cereBoro yiupaBJ€HUA U BCC NOAKIHOYCHHBIC K HEl

Yepubiii o
yCTpo#cTBa paboTal0T HOPMANIBHO.

Wundopmanmonnasi: CUTHAI TPEBOTH, peiocTaBisiiomuil nudopmaruio. [lnara cereBoro

Cunnii M .
YIpaBJICHUS U BCE MOIKIIOYCHHBIC K HEH YCTPOUCTBA pabOTAIOT HOPMAITEHO.

Dopmat KypHaIa IKCIOPTA, DKCIIOPTUPOBAHHBIE (QaliIIbl )KypHAIOB MOTYT OBITH OT()OpMATHPOBAHBI B BUIE
3Ha4YEeHHH, pa3aeleHHBIX 3amaThiMu (COmma-separated values — CSV) wnu 3nakamu TaOyssinuu. CM. paszmen
«OTtobOpakeHre KypHalla COOBITHII».

BribepuTe mikany TeMmneparypsl sl ©3MEpeHuid B 3ToM HHTepdeiice nonb3oBarens. 3Hauenue CILIA,
00bIUuHAasI COOTBETCTBYET rpagycam Dapenreiira, a Merpuueckas — rpagycam Llenscus.

SI3BIK ITOTB30BATEIHLCKOIO I/IHTep(I)Cf/'Ica MOXKHO YyKa3aThb B IIOJIC S3bIK. SI3BIK MOXKHO TaKke YKa3aThb IpHU 3arpys3ke.

MOJKHO TaKKe 3a/1aBaTh Pa3IWYHbIC S3bIKH IJIS OyYaTeeil 3IeKTPOHHOM MOYThl M TPUEMHHUKOB
npepeiBannit SNMP. CMm. paznensr «llomy4arenu sanexTpoHHON mouTe» U «llomydarenn
MIPEPHIBAHUI».

MyTb: KoHdurypauus > BezonacHocTk > JlokanbHble nonb3oBaTteny > HacTponku no ymonyaHuro

Hactpoiika 3HaueHH 10 yMOTYaHHUIO MOXKET YCKOPUTH J00aBIeHUE M10Ib30BaTenel. cnonb3yiire 310 MEHIO
JUISl HACTPOMKH 3HAYSHUH 110 YMOITYaHUIO TSt MHOTHX MapaMeTpoB; cM. pazaen «Kondurypamus >
bezonacHocTs > JIokasbHBIE TIOJIB30BATENN > YIIPABICHHUE> BBILLE.

AyTeHTUdMKauma yaaneHHbIX nonb3oBarenen
MyTb: KoHdurypauusa > BesonacHocTb > YaaneHHble Nofib3oBaTenu > ayteHTUduKauma

AyTeHTUdMKaumns. Ykaxure criocod ayTeHTH(PUKALMH ONb30BaTeNIei IPH BXOJE B CHCTEMY.
Nudopmariuio o 1okanbHO#H ayTeHTHHKaIK (0e3 UCTIOTb30BaHMs [ICHTPAIN30BAaHHON
ayrentudukarmu cepepa RADIUS) cM. B «PyKoBOACTBE 0 6€30IIaCHOCTHY, TOCTYITHOM Ha
BeO-caiiTe

[MonnepuBaroTcs ciaeayronye GyHKIUN ayTeHTUGUKAIMU U TpoBepku nommuHHoctn RADIUS (Remote
Authentication Dial-In User Service — ciyx0a ynaneHHO#H ayTeHTU(HUKAIMHU [T0Tb30BaTeNeH Mo Tese(hOHHBIM
JIMHUSIM):
» Korna nosip3oBarenb OCyIIECTBISIET JOCTYI K IUIATE CETEBOTO YIPABJICHUS HIIH K APYTOMY CETEBOMY
YCTpOHCTBY ¢ BKItoueHHBbIME QyHKImsiMu RADIUS, 3anpoc ayreHTH(UKaINK TepeaeTcst Ha cepBep
RADIUS, 4To0sl onpeieuTs YpOBeHb AOMYCKa MOIb30BaTEs.

» Jlnmaa umen nons3oBareneir RADIUS, ucnionszyembix B IICY, orpannuena 32 cuMBoIaMu.

BriGepute ouH U3 ClIEIyIONNX BAPHAHTOB:

e Toabko moxansuas ayrentuduranus. RADIUS orkmouen. CM. pazgen «JlokanpHbie
MOJIb30BATEIIN».

* RADIUS, zarem sokanbnas ayrentuduranns. Brirouensr 06e ¢pynkiun. CHavyana 3anpanmBaeTcs
ayreHTu(ukanus ot cepepa RADIUS. Ecnu cepsep RADIUS He oTBeuaert, To HCNoAb3yeTcs
JIOKaJbHas ayTeHTU(UKALINS.

e Toasro RADIUS. JlokansHas ayTeHTHU(PHUKAIIAS OTCYTCTBYET.
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Ecnu BeiOupaetcs , a cepeep RADIUS HenocTymeH, HenmpaBUIbLHO
UACHTH(GUIUPOBAH WM HENPAaBUIBLHO CKOH(DUTYPUPOBaH, TO YAaJICHHBIA JOCTYII
HEBO3MOXKEH JUIs BCEX TOJIb30Barelieid. [l BoccTaHOBICHUS TOCTYIIa HEOOXOHMMO
HCTIOB30BaTh MOAKITIOUEHHE K HHTEp(heicy KOMAaHIHOM CTPOKH 110 TOCIIEI0BATEIEHOMY
KaHaJIy CBSI3M U M3MEHUTH HACTPOUKY Ha WIH

Hampumep, koMaH1a U3MEHEHHS HACTPOUKH JJOCTYTIa Ha HUMEET CIIeTYIOIINUNA BUJL:
radius -a | ocal

Cwm. taxoke pazaen «Ikpan RADIUS» nanee u «Koudurypuporanue cepsepa RADIUSY.

AkpaH RADIUS

MyTb: KoHdurypaumsa > besonacHocTb > YaaneHHble nofnb3oBatenu > RADIUS
s ayTeHTH(UKAIIIE YIAIeHHBIX MTOJIb30BaTelieil MOKHO ncnoib3oBath cepBep RADIUS. Mcnons3yiite sty
(YHKIUIO JUIS BBITTOJTHEHHS CIEIYIOIINX IeHCTBHIA:

» TIpocmotpets crincok cepsepoB RADIUS (Makcumym 1Ba), noctynHbix st [ICY, U epuoj BpeMeHH
OKUAAHUSA IS KQKI0TO U3 HUX.

* Hacrpouts napamerpsl ayreHTH(UKAIMN 7151 HOBOTO WK cylecTByomero cepeepa RADIUS,
HIETKHYB CCBUIKY

HacTtpoiika RADIUS OnucaHue

Nwmst wim | P-anpec cepsepa (I1Pv4 win |PV6).

IMpumeuanue. J{is ayrenrudukannn momap3osarenei ceppep RADIUS o
Cepsep RADIUS YMOJIYaHHUIO ucnonb3yeT nopt 1812. YtoOs! ncronb3oBark Ipyroit mopr, 100aBbTe K
nmernn win | P-agpecy cepepa RADIUS nBoeroune ¢ mocnenyromnM ykazaHueM
Homepa HoBoro mopta. IICY nmomaepxkusaer mopter 1812, 5000-32768.

Cexpert Oo6wuwmii cexper s cepeepa RADIUS n marsl ceTeBoro ynpasiieHuUsI.

Bpems o:xxupanust Bpewmsi B cexkyHax, B TeUEHHE KOTOPOTO IIJIaTa CETEBOTO YIPABICHUS OXKHIAET OTBETA
oTBeTa ot cepeepa RADIUS.

Hacrpoiixn BBeanTe uMs 1 maposb aAMHHNACTPATOPA, YTOOBI IIPOTECTUPOBATH HACTPOCHHBIH Ty Th
TeCTHPOBAHUSA k cepBepy RADIUS.

IIponycTurh

TeCcTHPOBaHUE U [ponyck Tecta mytH k cepBepy RADIUS.

NPUMEHUTH

CM. Tarke paznen «AyTeHTU(UKAIMS YIAICHHBIX MMOJIb30BaTelei» Boie u «KoHpurypuposanue
cepsepa RADIUS» nanee.

KoHndurypupoBaHue cepsepa RADIUS

CBogHble AaHHbIe O npoueaype HaCTPOWKMU.
Heobxoaumo Hactpouth cepBep RADIUS Ha paboty ¢ [ICY; cM. AeiicTBus aanee.

IMpumMeps! mons3oBatensckux ¢aitioB RADIUS ¢ arpubytamu, 3aBucsiiuMu ot ocrasumka (VSA),
W NPUMeEp 3alKCH B CTIOBapHbIH (aiin Ha cepepe RADIUS cM. B «PyKoBozIcTBE 10 0€30MaCHOCTH,
JOCTYITHOM Ha BeO-caiite

1. JoGassre |P-anpec TICY B criucok (daiin) xnuertos cepsepa RADIUS.

[Monp30Bareny AOMHKHBI OBITh HACTPOEHBI C aTPUOYTaMH «THUT OOCITY>KUBAHUS», €CITU HE 3a/1aHbI
arpuOyTHI MOCTAaBIIMKA. EciM HacTpOeHHBIE aTprOyTHI «THIT 00CITYKHBAHHS» OTCYTCTBYIOT,
MOJIb30BaTENU OyAyT UMETh TOJIBKO JOCTYII JJIsl YT€HHs (TOJIBKO B HHTEpdeiice MoIb30BaTes).

Hudopmarnmro o daiine nonp3oBareneit RADIUS cM. B tokyMeHTanmu Kk cepBepy
RADIUS, a npumep — B «PyKOBOACTBE 110 O€30MMaCHOCTH» Ha BeO-caiTe
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3. Bmecro aTpubyTOoB «THI 00CITY:KUBAHU», IpeaycMarpuBaeMbix cepeepom RADIUS, moxHO
ucnons3oBath VSA.,
st V SA tpelyercst 3anuch B cloBape U B Moib3oBarensckoM daitne RADIUS. B cioBapHoM ¢aiine
ornpenenute umena Juist kiroueBbix ¢ioB ATPUBY T u 3HAUYEHUE, Ho He st 1iupoBBIX 3HAUCHUIA.
[Mpu m3menennn 1MpPOBBIX 3HAYeHUH (HyHKLIMK ayTeHTH(UKamy 1 aBropusanun RADIUS nepecraror
¢yHKIHOHMPOBaTh. V SA HMeeT npenMyIecTBO nepes cTanaapTHeIMU arpudytamu RADIUS.

Hactpoitka cepBepa RADIUS B UNIX® ¢ TeHeBbIMM naponsimu.
Ecmu daitner rerneBoro mapomns UNIX (/etc/passwd) ucrmosb3yoTcst BMeCTe CO CITOBApHBIMHU (haiaMu
RADIUS, To a5 ayTeHTU(DHUKAIIMK [T0JIb30BaTEIe MOXKHO PUMEHHUTD J[Ba CICIYIOIINX METOa:

* Ecmu Bce nonb3oBarenu UNIX umeror npaBa aaMUHHCTpaTOpa, 100aBbTe B (aiisl moip3oBaTenei
RADIUS crnenytomune nanaeie. YtoObI ZOMYCTHTE TOJIBKO MMOJIB30BaTEICH YCTPOMCTB, 3aMeHuTe T
obciyxuanus APC Ha Devi ce (yCcTpoHCTBO).

DEFAULT Aut h- Type = System
APC- Servi ce- Type = Adm n
» Jlob6aBbTe MMEHA TONIBL30BATENCH U aTpUOyThI K «IoNb30BaTenbckoMy» daiiny RADIUS u npoBepbTe
napounu [uis /etc/passwd. Hioke npuBeeH mpumep s mojb3oBateseid bconner s u t hawk:
bconners Aut h-Type = System
APC- Servi ce- Type = Adm n
t hawk Aut h- Type = System
APC- Servi ce- Type = Devi ce

MoppepxuBaemblie cepBepbl RADIUS.

IMonnepxuBatorcs: FreeRADIUS Bepewmii 1.X u 2.X, a Takke cepsep nonutuku ceti (NPS) Microsoft Server
2008 n 2012. MoxHO HCTIONIB30BaTh Ipyrue obmenoctynueie npuwiokenus RADIUS, Ho, BO3MOXHO, OHH HE
OBIIM IPOTECTUPOBAHEI B TIOJTHOM Mepe.

JKpaHbl 6paHamMayapa
MyTb: Kondurypauua > BesonacHocTb > BpaHamayap > KoHdurypaums
Bxiouenne minu BeIKmoueHue GyHKIUN Opanamayspa. [To ymondanuio ykazaHa HacTpOE€HHAs MONUTHKA.

YeraHoBuTe uaxkok , 9TOOBI BKIIOUXTH OpaHaMaya3p. [1o yMmoruaHuio 3TOT (iaskoK CHSIT.

e Haxwmure KHOIIKY y YTOOBI NMOATBCPAUTDH BKIIFOYCHUC BI:I6paHHOI\/'I IIOJIMTUKH.
OTKpLIBaeTCﬂ CTpaHHuLla

— Ha crpanune noaTBepIeHNs MPUBEICHA PEKOMEHIAIHSI TECTUPOBATh OpaHMaydp Tepes
BKJTFOUCHHEM. DTa OTIepalns sSIBISICTCS 00s3aTeIbHOM.

— IlepBas rumepccriika BeJACT Ha CTPAHUILY MOJIUTUKH OpaHaMayapa.

— Bropast runepccpiika BeeT Ha CTpaHUILy TOJIMTHKH TECTHPOBaHMS OpaHaMayspa.

— HaxmuTte KHOTIIKY , 9TOOBI BKJIIOUUTE OpaHIMayd3p U BEPHYTHCS Ha CTPAHUILY
KOH(HUTYpaITHH.
— Haxwmure kHOTIKY , UTOOBI BEPHYTHCSI HA CTPAHMITY KOH(QUTYpaLFH, He BKITI0Yast OpaHMayap.
* HaxmuTte KkHOTIKY . BBIOpaHHas MOJNKUTHKA HE BKIIIOYaeTcs. Bbl ocTaeTech Ha cTpaHHLEe
KOH(UTypauuu.

MyTb: KoHdurypauua > BesonacHocTb > BpaHamayap > AKTUBHasA NONUTUKA

Br160p akTHBHOM MOTUTHKHU B PACKPHIBAIOIIEMCS CIIHCKE «J/{0CTYIHBIE TIOMUTUKH, a TaKXKe TPOCMOTpP CpoKa
ee neiictus. 1o ymomuanuro oToOpaxaercs TeKyIasi akTUBHas MOJUTHKA, TIPU HEOOXOIMMOCTH BbI MOXKETE
BEIOPATh B CIIMCKE IPYTYIO MOJIUTHUKY.

* HaxmuTte KHOTIKY , YTOOBI TPUMEHHUTH N3MeHeHus. Ecm ObLt BBIOpaH U BKIIIOUEH APYTOH
OpaHzMaysp, 3TO H3MEHEHHE IPUMEeHsieTcsl HeMeuieHHo. Eciun Obia BeIOpaHa HOBast HACTPOCHHAs
MOJIUTHKA, PEKOMEHTyeTCsl IPOTECTUPOBATh HOBBIH OpaHaMayasp nepen BKitodeHreM. (CM. mpuBeaeHHOe
BBILIIE OMHCAHNE KOH(UTYpaIHHL.)
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e Haxwmure KHOIIKY O'I‘MCll‘d, YTOOBI BOCCTAHOBUTD HUCXOOHYIO aKTUBHYIO IOJIMTUKY U OCTAaTbCA HA
CTpaHUIIC AKTUBHOH MOJUTUKH.

MyTb: KoHdurypauusa > BesonacHocTb > BpaHamayap > AKTUBHbIe nNpaBuna

Ecnu OpanaMay»p BKITIOUEH, Ha 3TON CTpaHMIIe, JOCTYITHOU TONBKO JJISl YTCHHS, OTOOPAKACTCSI CITUCOK
OTAETBHBIX MPABWJI, MPUHYIUTEIHHO MPUMEHEHHBIX TEKYIIeH akTUBHOM nonutukoi. Cm. pazaen Cozianue/
pelakTUupoBanue noJuTHKH, rae onucansl mons «lIpuopurer», «Hasnauenue», «Mctounux», «IIpoTokom»,
«/letictBue» u «KypHam».

MyTtb: KoHndurypauumsa > BesonacHoctb > Bpangmayap > Co3gaHue/pegaktMpoBaHue NONMUTUKU

CO3,Z[3HI/I€ HOBOM ITOJIMTUKU TU00 YAaJICHUC UJIU U3MCHCHHUC CyH.[eCTByIOH.[CfI:

[pumeuanne. XoTs yIanuTh aKTUBHYIO BKIFOUEHHYIO MOJIUTHKY OpaHaMayspa Hellb3sl, HCIOIB3YeMYTO TIOIUTHKY
MOYKHO M3MeHNTh. OTHAKO JIeNaTh 3TO He PEKOMEH/TyeTCs, TaK KaK M3MEHEHHsI IPIMEHSIOTCS HeMelIeHHO. BmecTto
9TOTO OTKITIOUMTE OpaHIMay?p, I3MEHHTE TIOUTHKY, IPOTECTUPYITE €€ U CHOBA BKITIOUHUTE.

Cosznanne noaurukn: Haxmure kHonky /Io0aBuThL 10JMTHKY U BBEIUTE UMS [T HOBOTO (haiiia
OpanaMayaspa. ITo uMst J0HKHO UMeTh paciimpenue .fwl. Eciu He ykassiBath paciimperue, K IMeHH (aiina
aBroMarnuecku gooasiusercs .fwil.

* Haxwmure kaonky Ilpuvennts: Ecmu uMms daiina momycTuMo, co3aaeTcs IyCTOM (aiir 11st MO THKHI
opanamayspa. On HaxoauTcs B manke /fwl BMecTe ¢ IpyruMu TONMUTHKAMH CHCTEMBI.

*  Haxwmure kHonky OTMena, yToObl BEpHYTHCS Ha MIPEIBLIYILYIO CTPaHHLLy, He co3aaBasi ¢aiin Opanamayspa.
M3meHeHue cyllecTBYIOLWEN NONUTUKMK:

Beibepute VizvenuTs monTHKy, 4TOOBI IEPEHTH Ha CTPaHUILy peJaKTHPOBaHUS. MO)KHO U3MEHHUTD MTOJUTHKY
OpaHIMayspa, KoTopas He SIBIISIETCS aKTUBHOM.

Crpanuna npeaynpexacHus: Eciiu Bl NOMBITaCTECh U3MEHUTh AKTUBHYIO BKIIFOUCHHYIO TIOJIUTHUKY,
OTKpPBIBACTCA CTPAHUIIA MPEAYTIPEKIACHUS:

«/3MeHeHHe AKTUBHOI MOJMTUKYU OpaHaMay3pa NpuBeaeT K HeMeAJIeHHOMY NPUMeHEeHHI0 BeexX
m3menennii. [lepen BKIIIOUeHHEM MOJTUTHKYU PEKOMEHIYETCS] OTKIIOYHTH OpanaMay?Ip u
MPOTECTHPOBATH €e.»

— Haxwmure kaonKy IlprmMennTs, 9T00bI MOKUHYTH CTPAHUITY TPEAYIPEXKACHUS M BEPHYTHCSA Ha
cTpanuity «/3MeHeHne TOMUTHKI.

— Haxwmure kHOnKy OTMena, YToOBI MOKUHYTH CTPAHUITY TIPEAYTPEKACHNS U BEPHYTHCS Ha CTPAHHLLY
«Co3nanue/pe1aKTHPOBAHNE TIOTUTUKK.

1. BeiGepure H3MEHIEMYIO TIOMUTHKY B PACKPBIBAIOIIEMCS CIIFICKe VIvisi onTiKu, a 3aTeM HaKMUTE
KHOIKY U3MeHUTH MOJIUTHKY.

2. Haxwmwure kHONKY /lo0aBuTh npasnio uiy Beibepute [lpnopurer 1Uis CyIECTBYIOIETO MPpaBuia,
4T0oOBI IepeiiTh Ha cTpanuly M3menenne npaeuiia. Ha 3Toil cTpaHuie MOXKHO H3MEHHUTh HACTPOUKH
MpaBUJIa WM YAAIUTH BHIOPAaHHOE TIPaBUIIO.

Hacrpoiika Onucanue

Ecnu 2 npaBuiia KOHQIUKTYIOT MEXTy COOOM, MPUMEHSETCS MPABIIIO C HANOOIBIITHM

Priority npuopureroM. Hanbonpimit mpuopuret pasex 1, Haumenbimii — 250.

host: B mone «IP/any» BBeaute otaenbHbIi | P-aapec.
Type subnet: B mone «lP/any» BBeauTe agpec moacerTy.
range: B noise «lP/any» Beeaure quanaszon | P-agpecos.
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Hacrpoiika

Onucanne

| P/any

Vkaxwure |P-aapec winu quanason | P-aapecoB, kK KOTOPBIM MPUMEHSACTCSI 3TO MPABUIIO, JTHOO
BBIOEPUTE OTHO U3 CICAYIOIINX 3HAUCHHIA:

* any: mpaBwWIO MPUMEHSETCS He3aBucuMo ot | P-aapeca.
* anyipv4: npaBuio npuMensiercs 1 awooro | Pv4-anpeca.

e anyipve: npasuiIo mpuMeHsieTcs 1is irodoro |Pv6-anpeca.

Port

VKa)XuTe MOPT, K KOTOPOMY IIPHUMEHSETCS IPABUIIO.
* None: mpaBuiio He IPUMEHSETCS HU K OHOMY U3 ITOPTOB.
» Common Configured ports. BeiOepure CTaHAAPTHBII TOPT.

* Other: ykaxxunTe HeCTaHIAPTHBIH HOMED TOPTA.

Protocol

VYKaKHUTE MPOTOKOI, K KOTOPOMY IPUMEHSICTCS IPABHIIO.
* any: ro00# MPOTOKO.
* {CP: HCMmONMB3yeTCs TS HAJACKHON Mepenadn HHPOPMAIUH MEXKTY TPUTOKCHUSIMU.

o udp: ansrepraruBa potokory TCP, ucmonb3yemast 1Jst YCKOPCHHS TIEPEIadr B yCIOBUAX
MEHBIIEH MPOITyCKHOM criocoOHOCTH. X0Ts B mpoTokosie UDP MeHbIe 3a1epKku, IPOTOKOI
TCPHanexunee.

* icmp: HUCIOJB3YCTCA JId BIBOJA CBG,Z[GHI/Iﬁ 00 omubKax JJI1 YCTPpAHCHUSA HEIIOJIad0K.

* iCMpV6: ucmonk3yercs IyIsl BEIBOJA CBEICHHI 00 OIHOKaX s yCTPaHESHHUsI HEMOJIA[0K
B IPUJIOKCHHSX, HCHONbB3yromux | Pv6-aapeca.

Action

allow: paspemuTs makeT, COOTBETCTBYOIINT 3TOMY MTPABHITY.
discard: oTMEHHTH TTAKET, COOTBETCTBYIOIINM 3TOMY TIPABHUITY.

Log

Ecnu 5T0 npaBuIiIo MpUMEHSIETCS K NTAKETY, TO HE3aBUCHMO OT TOTO, pa3peIlaeTcs M HaKkeT Wil
Onokupyercs, B xKypHal OpaHamayapa nobasisiercst 3anuck. CM. paznen «Kypran
OpanaMayspa.

PexomeHnayercst 100aBUTH OJJHO M3 CICAYIONINX MPABUII B KAYeCTBE HU3KOIIPHOPUTETHOTO MPaBHJIa B
TIOJINTUKY OpaHIMaydpa:

*  YroOBI HCIOIR30BATh OpaHaMay3p B peKUME OCIIOTO CIHCKa, T00aBbTe
250 Dest any / Source any / protocol any / discard

*  YroOBI HCTIOIK30BATh OpaHAMAY3p B PEKUME YSPHOTO CIHCKA, T00aBhTe
250 Dest any / Source any / protocol any / allow

YpaneHne nonnTuku:

Bribepure YiaanTs monTHKY, 9TOOBI OTKPBITH cTpaHuIly «llonTBepikieHne yaaneHus».

Haxxmure kHOTIKY IIpuivieHNTE IS IOATBEPIKICHUS YIAJICHHS BEIOpAHHOTO (haiia Oparamayspa u3 (haittoBoit

CUCTEMBEI.

MyTb: MyTb: KoHdurypauma > BesonacHocTb > BpaHamayap > 3arpy3ka noniMTuKm

3arpy3ka nonutuky (¢ pactmpenueM .fwl) U3 rcrouHnKa, BHEIHETO JUIs JAHHOTO YCTPOMCTBA.

Mytb: MyTb: KoHdurypauma > BesonacHocTb > BpaHamayap > NpoBepka

Bpemennoe npuMeHeHHe MpaBuIT BEIOPaHHOM ITOJIUTUKH Ha YKa3aHHBIN TIEPUOLI.
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802.1 X KoHcurypaumsa 6esonacHocTu

MyTb: KoHdurypaumsa > BesonacHocTb > besonacHoctb 802.1 X

MCY GepeT Ha cebs pornb 3anpalLnBatoLLEro yCTponcTBa B apxutektype EAPoL (Paclumnpsiembli npoTokon
ayTeHTMdurKaLum No NoKanbHOW CeTh), NCNoNb3yemMon Ans ynpasneHns JOCTynoMm K cety no nopty B IEEE

802.1 X. INCY nopaepxmBaeT EAP-TLS kak meTon ayTeHTUMKaLMKN, KOTOPbIA TpebyeT 3arpy3kun Tpex

KIMMEHTCKMNX CEPTUCMKATOB. 3aKpbITbI KoY XpaHUTCS B 3aluMcpoBaHHOM dopmaTe. Bbl AOMmKHbI YkasaTb

OEeNCTBUTENbHYI0 NaponbHyo pady, 4ToObl NoNy4nTb JOCTYN K KOHGUrypauumn 6esonacHoctn 802.1 X.

MPUMEYAHUE: MNCY nogaepxuBaeTt TONMbKO MeToq ayTeHTUudukauum EAP-TLS.

Beb-nHTepdelic npegnaraet cneayolme BapnaHTbl HAacTponku EAPOL.

MapameTphbl

OnucaHue

HDocTtyn kK EAPOL

Mcnonb3yeTtcs Ans BKIOYEHWUS UMK OTKIMIOYEeHNs AocTyna K 6e30nacHoCTy
802.1 X.

NMPUMEYAHMUE: no ymonyaHuio goctyn k 6esonacHoctn 802.1X OTKIOYEH.
[ocTyn MOXXHO BKNIOYUTL TONBKO NPU HANMYnmM AenCTBUTENBHbIX
cepTUnKaToB 1 AEUCTBUTENBHON NapornbHOW opasbl AN 3aKpbITOro Krtoya.

NpeHTndpukarop
3anpawmuBaroLiero
ycTpoucTBa

Mo3BonsieT 3agaTb COOGCTBEHHBLIM MOAEHTUMUKATOP 3anpalLmBatoLLErO
ycTpowncTaa (0o 32 cuMBOMOB, BKMoYasa npobensl).

NMPUMEYAHMUE: no ymonyaHuio ngeHtTmgurkaTop 3anpawimsaroLero
ycTponcTBa MMeeT 3HadeHne «NMC-Supplicant-Xx:XX:XX:XX:XX:XX»,
rae Habop «xx» 3to MAC-ID TICY.

CepTtudmkar LIC

3arpysute/3amennTe nnu yganute kopHeson ceptudomkar LIC. MNogaepxmeaemble
dopmarthbl channos: PEM (noyTa ¢ ycoBepLUEHCTBOBAHHOM 3aLLmTomn Privacy
Enhanced Mail), DER (oco0bble npaBuna kogmpoBaHus Distinguished Encoding
Rules) n pacwmpenus cannos .pem, .PEM, .der, n .DER.

CepTtudumkar
3aKpbITOro Krkoya

3arpysure/3amennTe unm yaanute 3ampoBaHHbIN 3aKPbITbIA KITHY.
MopoaepxnBaemblie hopmartsbl harinos: PEM (nodta ¢ ycoBepLUIEHCTBOBAHHOM
3awmTon Privacy Enhanced Mail), DER (ocobble npaBuna KognpoBaHusi
Distinguished Encoding Rules) n pacwupenuns dannos .key n .KEY.

MPUMEYAHUE: He3alumdpoBaHHbIe 3aKpbITble KN0YM HEAOMYCTUMBI.

MaponbHasa dpasa
3aKpbITOro Krkya

YKkaxuTe naporbHyto dpasy ans AelundpoBKy 3almMppoBaHHOM 3aKpbITOro
kntoya. JiumuT: 64 cumBona BKoYasa npobernsi.

Monb3oBaTenb-
CKUW/OTKPbITbIN
ceptudmkar

3arpysuTe/3ameHunTe unu yganure nonb30BaTenbCKUN/OTKPbIThIN cepTudmKar.
MopopepxnBaemble hopmartsl parinos: PEM (nodta ¢ ycoBepLUEHCTBOBAHHOM
3awmTon Privacy Enhanced Mail), DER (ocobble npaBuna kogupoBaHUs
Distinguished Encoding Rules) u pacwupeHus dannos .pem, .PEM, .der,

n .DER.
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HacTtpounka napameTtpoB: 2

C moMOIIIBI0 3JIEMEHTOB MEHIO KOH(OUTYpaIny MOYKHO YCTAaHOBUTH 3HAYEHHUS OCHOBHBIX pa00YHX IMapaMeTpoB
UBIT u TIICYV.

CwM. crienyroniue pa3nensl u pasnen «Hactpoiika napamerpos: 1».
*  ««CeTb» B MEHIO KOHQHUTYpaLIUI»
*  «MEeHI yBeIOMJIEHUL»
e «Menro «O0mme»»
*  «OKypHajbl B MCHIO KOH(PUTYpaIHI»

Ipumeuanue. Hekotopele mapamMeTpsl KOHPHUTYPALIUK MOXKHO YBUIETH HA SKpaHe ¢ 0030poM
kouguryparmu (Configuration Summary): Hactpoiika (Configuration) > Cers (Network) >
Caouaka (Summary).

«CeTb» B MEHI0 KOHcpurypauumm

OAKpaH HacTtpoek TCP/IP gna IPv4
MyTb: KoHdurypauusa > Cetb > TCP/IP > Hactpoiku IPv4

JlanHast pyHKIHS TO3BOJISICT IPOCMOTPETD JIt000H Tekytuit aapec | Pv4, Macky moaceTu, nutio3 mo
ymomuanuio, MAC-azpec u peskum 3arpy3ku miatel ceresoro yrpasnerus 2 (IICY) ams MBI, HukHss gacTh
9KpaHa MCIOJIB3YETCs U HACTPOHKH ITHUX MTAPaMETPOB, B TOM YHUCIIE U IS OTKIroueHus | Pv4.

Nudopmarmro o DHCP u napamerpax DHCP cm. B cranaaprax u
Mapametp OnucaHue
Py4noii B sToM pazzene MoxHO yka3zarh aapec | Pv4, Macky mojaceTy u uiio3 M0 yMOJIYaHHIO.

YeTpoiicTBO 3ampainBaeT yepe3 32-CeKyH/JHbIe HHTEPBaJIbl CETEBbIE HACTPOIMKH y JII000T0 U3
cepsepos BOOTP:

* Eciii oHa 1mosydaeT JOIyCTHMBIN OTBET, TO 3aIlyCKaeT CETeBhIE CITyKOBI.

* [Ipu HanmMuMK paHee 3aJlaHHBIX CETEBBIX [TaPaMETPOB U IIPH OTCYTCTBUH AOIYCTUMOI'O OTBETa Ha

ST 3aPOCOB (MCXOAHBII U YEThIPE MOBTOPHBIX) CHCTEMA 10 YMOIYAHHIO HCIIOIB3YeT 3TH
rapameTpbl. ITo obecreunBaeT JOCTYIHOCTb YCTpoicTBa, eciu cepsep BOOTP nenocrynes.

BOOTP*

* Ecnu ycrpotictBo Haxoaut cepep BOOTRP, Ho HanpapiieHHbII eMy 3anpoc He cpadaThiBaeT Uil
3aBepIIaeTCsl 0 TaM-ayTy, YCTPOHCTBO MPEKPAIIACT 3apoC CETEBbIX MapaMeTPOB JI0 TIepe3arycka.

VYerpoiictBo 3anpanimBaer yepe3 32-CeKyHIHbIE HHTEPBAIbl CETEBbIE HACTPONKH Y JTHO00T0 U3
cepsepos DHCP:

* Ecitu cepsep DHCP Oyner naiizieH, HO HanpaBJIeHHBIH eMy 3alpoc He cpadaThiBacT HilH

3aBCPUIACTCS 11O TaﬁM-ayTy, CHUCTEMa MPEKPALIACT 3alPOC CCTEBBIX MapaMETPOB A0 IEpe3alycCkKa.

DHCP* )
* Kpome Toro, MO>KHO HACTPOUTH YCTPOUCTBO C MOMOIIBI0 apameTpa Tpedosath daiin cookie,

XapakTepHbI A1 MoCTABIINKA, 4TO0OLI nMpuuaThL agpec DHCP, uto mo3Bonser npuHIMAaTh
BBIZIaBaeMble 3HAUCHUS ¥ 3aITyCKaTh CETEBBIE CIIYKOBI.

Cw. paznen «Ilapamerpsl orBetoB DHCP».

*Knacc nocrasmuka: APC
Wnentudukatop wmuenra: MAC-aapec yctpoiictBa. Eciu HM3MEHHTh 3TO 3HAYCHHE, HOBOC 3HAYCHHE JIOJDKHO OBITh

yHUKanbHbIM B JIC.
Kiracc nonms3oBarernst: Ha3BaHUE MOJYJISI MEKPOIIPOTpaMMHOTO obecriedeHus; cM. paszeln «Ilepenada daiinos».
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9KpaH HacTtpoek TCP/IP ansa IPv6

MyTb: KoHdurypauua > Cetb > TCP/IP > HacTtponku IPv6

JanHast QyHKIUS MO3BOJISIET IIPOCMOTPETS JIIOOBIE TEKyIHe HacTpoiku | Pv6 ruiatel ceteBoro ynpasineHus 2
(TICY) UBII. HuxHss yacTh SKpaHa UCIONB3YeTCs IS HACTPOUKHU STHX MapaMeTpPOB, B TOM YUCIIE U IS

oTkrouenus | Pv6.

MOXHO HCTIONB30BaTh PYYHYIO HIIM aBTOMaTHuecKyto | P-agpecariiio. MoXHO Takke OTHOBpPEMEHHO
UCIIOJIB30BaTh 00¢ HacTpoiku. [t py4yHol agpecann ( ) ycTaHOBHTE ()IQKOK M BBETUTE

V6 u

YeranoBuTe uaxxok , UTOOBI CHCTEMA MoTyyalia MPeQUKCH aAPECOB OT
MapupyTtu3aropa (eciu TakoBoi mMeercs). Cucrema OyneT UCIONb30BaTh YKa3aHHBIC MPE(UKCHI IS
aBTOMaTH4eCKOl HacTpOHKH aapecos |Pv6.

Bo3morkHbie popmarbl IPv6 OnucaHue
fe80:0000:0000:0000:0204:61ff:fe9d:f156 nonHast popma |Pv6
fe80:0:0:0:204:61ff:fe9d:f156 NPOITYCK Ha4YaJIbHBIX HyJeH
feB80:204.61ff:fe9d:f156 CBOpaYMBaHUE HECKOJIBKUX HYyICH B :: B anpece |Pv6

fe80:0000:0000:0000:0204:61ff:254.157.241.86

IPv4 ¢ oTnenbHBIMEU YETHIPHMSI CAUMBOJIAMU, OT/IEJICHHBIMHU
TOUYKOM B KOHIIE

fe80:0:0:0:0204:61ff:254.157.241.86

MPOIYCK HadaJIbHBIX Hylel, | Pv4 ¢ oTaeIbHBIMH YeThIPbMS
CHUMBOJIAMH, OTJICICHHBIMH TOYKOH B KOHIIE

fe80:204:61ff:254.157.241.86

C OTJIEJIbHBIMU YETHIPbMS CUMBOJIAMHU, OT/I€JICHHBIMU
TOYKOHM B KOHIIE, CBOPAaYMBAHUE HECKOIBKUX HYJIEH

1

localhost

fe80:

npeduke link-local

2001

ro0alIbHBIA OHOAPECHBIN TTpedUKC

s

CM. CJICYIOIIYIO TaONuITy.

Pexxum DHCPv6 ansa KoHdurypauum IPv6

Mapamertp

OnucaHue

YnpasiisieMblit
MapLIPyTH3ATOP

Korgma stoT daxkok ycranosiaen, DHCPv6 ynpasisercs: hiaaramu
M (Managed Address Configuration Flag) u O (Other Stateful Configuration Flag),
MOJTy4aeMbIMHU B COOOILEHHSIX MapiupyTusaropa | Pv6.

[Tpu monmyuennu coobmenus mapmpytusaropa [ICY mpoBepsieT, yctaHOBIEHBI i (raarn «M>»
n «O», [ICY uHTepnpeTupyeT UX CIeIyIOUMM 00pa3oM:

* Hu oaun parar me 3agan. O3Ha4aeT, UTO JOKAJIbHAS CETh HE MMEET HHPPACTPYKTYPhI
DHCPV6. ITnara ceTeBOro yrnpasicHHsI HCIIOIb3yET COOOMICHHS MAPIIPyTH3aTOPa U PyYHBIC
HACTPOMKHM JJIsI IOTyYESHHUS apeCcoB, He sBistronmxcs «link-local» (ucmonb3yeMsix s
CBSI3H B TIpeJIeiax OHOrO CETMEHTA CETH), a TAKKE IPyrHe HACTPOUKH.

* 3aganbl Gaaru «M» uiau «M» 1 «O». B 3TOM citydae uMeeTcsl ToTHast KOHPUTyparus
anpeca DHCPv6. DHCPV6 ucnionb3yercst i1l oy4eHH s alpecoB U MPOYMX HACTPOEK
koH(puryparuu. IToT pexkuM HazbiBaeTes KDHCPV6 ¢ coxpaHneHreM aapecoB».

[ocne nomyuenus ¢nara «M>» konpurypanus agpeca DHCPV6 ocraercst nelicTBUTENbHOM,
MOKa paccMarpuBaeMblil HHTEpdEic He OyAeT 3aKPhIT, AaXKe SCITH MOCICAYIOIUE TaKETh
COOOIIEHHI MapIIPyTH3aTOpa MOCTYMAIOT 0e3 YCTaHOBIeHHOTO (iara «M».

Ecnu nepeeiM Oymet monydeH dirar «O», a 3atem rar «M», m1ata ceTeBOro yIpaBieHUs
MPOU3BE/IET MOJHYI0 KOHPUIYPaLMIO aipeca 1o noixyueHuu ¢uara «M».

*3ajaH TosbKO (huiar «O». B 3TOM ciydyae miara CeTeBOro yrnpapieHuUs OTChUIAET MaKeT
DHCPV6 Info-Request (maker 3anpoca undopmarun). DHCPV6 ucnons3yercs s
HACTPOMKH «IPYTHX» mapaMeTpoB (Takux kak mecromonoxerne DNS-cepsepos), HO HE
JUTS TIOJY9ICHUS aipecoB. DToT pexuM HasbiBaeTcst <DHCPV6 6e3 coxpaHeHUs aapecoB».
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Pexxum DHCPv6 ana KoHpurypauumm IPve

Mapametp OnucaHue
Anpec u apyrue DHCPV6 ncnions3yercst 1u1s OJIyYeHUs aAPECOB M IIPOYNX HACTPOEK KOHPUTYpaluu. DTOT
cBeeHUs pexxuM HazbiBaeTcs «kDHCPV6 ¢ coxpaneHneM aapecoB.
Tosnbko cBenenusi, | DHCPV6 ucnone3yercs 1uist HACTPOHKH «APYTHX>» MapaMeTpoB (TAaKMX KaK MECTOIONOKEHNE
32 HCKJII0YEHHEM DNS-cepsepos), HO HE s nmonyuenus aapecos. DTotT pesxuM HassiBaetcss «<DHCPV6 Ges
ajipecoB COXPaHEHHS aAPECOB».
Huxkorna DHCPV6 HE ucnonb3yercst uisi KakMX-1100 HaCTpOeK KoH(uUrypauuu.

MapameTpbl orBeTOB DHCP

Kaxxnprii neictBurenbhbiii orBeT DHCP coneprxut mapamerpsl ¢ HacTpoiikamu T CP/IP, koTopbie He00X0IMMBbI
[ICY nnst paboThl B ceTH. Kaskablil OTBET TakKe CONEPIKUT IPYTyro HH(OpMAaIUIO, BIUSIONIYIO Ha paboTy IICY.
CM. Takxke noKyMeHT ¢ uaeHtudukaropom |D FA156110 na BeO-caiite

CBepeHUsl 0 KOHKpPeTHOM nocTtaBlyuKe (napametp 43). IICY ucnonk3yer 3ToT napameTp otkiuka DHCP
A7 ONpe/IeieHns] JOCTOBEPHOCTH oTBeTa. JIaHHbIN mapaMeTp coaepkut otHocsmuecs kK APC napamerpsl B
dopmare TAG/LEN/DATA, HasbiBaembie COOkie APC. TIo yMOIYaHHIO 3TOT MapaMeTp OTKITIOUCH.

Cookie APC. Tag 1, Len 4, Data «<1APC»
[Mapametp 43 coobmaet IICY, uto cepsep DHCP HacTpoeH Ha oOciykrBaHUE YCTPOHCTB.

Jlanee B IeCTHAAIATEPHYHOM (popMare MpeACTaBICH MPUMEP HHPOPMAIIHH, 3aBUCSIICH OT
MOCTABIIINKA, B KOTOPO# cofepkarcs aanHbie cookie APC:

Napamerp 43 = 0x01 0x04 0x31 0x41 0x50 0x43

MapameTpbl TCP/IP. TICY ucmoib3yer aias onpenenenus ceonx Hacrpoek TCP/IP ciemyromive mapaMerpsl,
conepkanuecs B qoctoBepHoM otkirke DHCP. Bee ykazanHbIe mapaMeTpsl, 3a HCKITFOUSHUEM TIEPBOTO,
onmcansl B RFC2132.

| P-aapec (u3 mons yiaddr orkmuka DHCP, onmcannoro 8 RFC2131): IP-anpec, BeinaBaeMsIit
cepsepom DHCPTICY.

Macka noacetu (mapamerp 1). Macka moficeTH onpezenser 3HaueHue, Heo0X0auMoe JJ1s paboTs [ICY
B CETH.

MapumpyTu3atop, T.€. T3 [0 YMOJTYaHUIO (napaMeTp 3). Anpec 1uTI03a 0 yMOTYaHUIO,
HEOOXOMUMBIN I pa6OTLI TICY B ceTn.

Bpewms Boiiauu | P-agpeca (mapamerp 51). [IpomMexyTok BpeMeHH, B TEUEHHE KOTOPOTO BBIAETCS
IP-anpec nns TICY.

Bpewmsi oonoiennsi, T1 (mapamerp 58): Bpems, koropoe IICY momkHa 0’KUAATH TOCIIE BBIIAYH
IP-anpeca mepen TeM, Kak OHa CMOXKET 3aPOCUTh OOHOBJICHUE 3TOr0 Ha3HAYCHUSI.

Bpewmst npojsienus ucnoJin3oBanusi, T2 (mapamerp 59). Bpems, kotopoe TICY 10mKHA 0XKHUIATh
noce Beiaun | P-anpeca nepen Tem, Kak OHAa CMOXKET IPOTHTH UCTIONB30BaHUE a/ipeca.

Opyrue napameTpsbl. [ICY Takke HCMOIB3YET CIEAYIONIUE apaMeTPhl, COACPIKaIINecs: B JOCTOBEPHOM
orkiuke DHCP. Bee ykazaHHbIe mapaMeTpsl, 32 HCKITFOYCHHEM JBYX MOCIEAHUX, onrcanbl B RFC2132.

CepBepblI npoToKoJia ceTeBoro Bpemenn (mapamerp 42). /1o neyx NTP-cepBepoB (nepBuUHbIi
(ocHOBHOI1) ¥ BTOpUYHBI (BCIIOMOTaTeNbHbII)), KOTOPBIE MOXKET HCIIONB30BaTh [ICY.

Cnsur Bpemenn (nmapamerp 2). Caur BpeMenu noaceTu [ICY OTHOCUTENBHO YHHBEPCAIBHOTO
koopauaupoBanHoro Bpemenu (UTC), 3agaBaeMblii B CeKyHIaXx.

Cepgep nomeHnbIx nmen (mapametp 6). Jlo nByx cepBepoB noMeHHbIX UMeH (DNS) (mepBuuHbIil 1
BTOPUYHBII), KOTOPBIE MOXET HCIOJIb30BaTh [ICY.

Nms xocrta (mapamerp 12). Ims xocT-y311a, KoTopoe ucnonb3yeT IICY (MakcuMmasbHast JTHHa — 32
CHMBOJIA).
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*  HWwmsa nomena (mapamerp 15). ms nomena, koropoe ucnoibyet [ICY (MakcumainbHas [uinHa — 64
CHMBOJIA).

» Boot File Name (u3 nons file orkimnka DHCP, onucansoro 8 RFC2131). [TonHOCThEO OnpeieieHHbIN Ty Th
JI0 TIOJIb30BATEIIbCKOrO (aiiina konpuryparm (ini-gaitia), ucrnonaszyemoro npu 3arpyske. [loxe Saddr
orBera DHCP onpenensier |P-anpec cepsepa, ¢ koroporo I[ICY ocyrecTsiser 3arpy3ky ini-gaiina. ITocie
3arpy3ku [ICY ucnosnb3yer ini-(haiisi B Ka4ecTBe 3arpy304HOro (aiiia ¢ Henblo U3MEHEHHS HACTPOCK.

* Tloanocteio onpenenennoe umsi jomena (FQDN, mapamerp 81). [TodHOCTBIO OnpeeicHHOE UM
nomena [ICYV.

AKkpaH «CKopoCTb nopTa»
MyTb: KoHdurypauumsa > Cetb > CKOpoCTb nopTa
ITapameTp CKOPOCTH MMOPTA 337aeT CKOPOCTH 0OMeHa JaHHBIME mopTa Ethernet. Texymmii mapametp
oroOpaxkaeTcs B paszeine Texyiias cKopocTh.
[TapaMeTp MOXXHO MU3MEHUTH, BEIOpAB MepeKiItouaresb B paszaeinc CropocTh mopra:

* Tlpu 3Hauenun Astocoriacosanue (0 YMOTYaHUIO) CETEBBIE YCTPOMCTBA OMPEACIIAIOT MAKCHMATBHO
BO3MOXKHYIO CKOPOCTb II€PEIauy JaHHBIX. ECIIN IPU 3TOM CKOPOCTH NIEPEIAY TaHHBIX IBYX YCTPOICTB
HE COBIAIAIOT, 0OMeH Oy/IeT OCYIIEeCTRIATLCS Ha O0Iee HU3KOW CKOPOCTH.

*  MoxHo Taxke BeiOpars 10 mwin 100 MOut/c; Ui Ka)I0ro U3 3TUX MapaMeTpoB MOKHO YKa3aTh
3Ha4YEHUeE!

— IOJYAYILIEKC (nepeuaqa JAHHBIX TOJIBKO B OJHOM HAIIpaBJICHUU 34 CAUHULTY BpeMeHI/I) N

— noanbi aymiexce (OAMH KaHAl MOXKET MCIIOIb30BaThCS TS TIepeIavu JaHHBIX Cpa3y B IBYX
HAMpPaBICHUSX).

OkpaH DNS

MyTb: KoHdurypauma > Cetb > DNS > KoHdomrypaums

3navuenuns B paznene Cocrosnue cy:k0bI JOMEHHBIX HMeH 0TOOpaXaroT TEKYyIee COCTOSHIE U HACTPOUKY.

[MapameTpsl B pasmeiie Pyanbie HACTPOITKH CyKObI TOMEHHBIX UMEH HCTIONB3YIOTCS IS HACTPONKH
cucremsl foMeHHBIX UMeH (DNS):

*  Bxmrouernne MeHIO 320,10 KHPOBATE pydHbIe HacTpoiikn DN Smo3BonseT ycTaHOBHTD, UTOOBI JaHHBIC
KOH(HTryparuu OT APYyruX HCTOYHUKOB, TakuxX kak DHCP, umenu npuopuTet mepes BHIIOIHEHHO B
ATOM paszeiie PyIYHOH KOH(PHUTYpaIHEH.

*  Vxaxwurte anpeca | Pv4 wmm |Pv6 ms mapamerpa Iepeuunniii DNS-cepsep B TP HEOOXOAUMOCTH IS
mapameTpa Bropuunsiii DNS-cepeep. UTOOBI OTHPABIIATE IICKTPOHHYIO MOYTY ¢ oMoIbio I[ICY,
He0OXOAMMO KaKk MHHUMYM yKa3aTh | P-anpec nepsuunoro DNS-cepsepa.

— TICY xnet otBeTa 10 15 cexyH oT nepBuYHOro uin propuunoro DNS-cepsepa. Eciiu IICY He
MOJTy4aeT OTBET B YKa3aHHOE BpeMs, COOOIIIEHNE 3JIEKTPOHHOM MOUTHI He Oy/IeT OTHPaBIIeHO.
HUcnonesyiite DNS-cepBepsl B TOM ke cerMeHTe, Tie pacmoioxena [ICY, nim B cocenHeM
CerMenTe, HO He B APYTHX yaaleHHbIx cermentax cetu (I'C).

— Tlocne onpenencuus | P-anpecos ceppepoB DNS BBINONHUTE MX MPOBEPKY; CM. paszeil «IKpaH
npoBepku DNS».

o Cunxponnszanus nvmen cucrembl. [To3Bossier cuaxpoHusuposath uMs xocta DNS ¢ umenem IICYV.
[enxuuTte ccpinky «Mms cuctemMs» Ui ONpeAeTIeHUs 3HaYEHUS.

Ecim ums xocra DNS u umst cuctemsr [ICY CHHXpOHU3UPOBaHbI, IJIMHA UMEHH CUCTEMBI
OTpaHHYCHA OTPEACICHHBIM KOJIMYECTBOM CUMBOJIOB B 3aBucHMOcTd 0T DNS RFC. Eciu
OHH HE CHHXPOHH3UPOBaHbBI, HMS CUCTEMBI MOXKET COZICPIKaTh 10 255 CUMBOJIOB.

*  Uwms xocra. Ilocie 3aganus 31ech UMEHH XOCT-Y3J1a U YKa3aHHUsI JOMEHHOTO UMEHH B none M msi
JI0Mera, OJTb30BaTeb MOJKET YKa3bIBaTh UMl XOCT-y3I1a B 1000M nosie narepdeiica IICY (kpome
aJlpecoB IEKTPOHHOI MOYTHI), KOTOPbIE padOTAIOT C JOMEHHBIM HMEHEM.
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. . Aast uatepdeiica [ICY B aToM pasznene morpedyeTcs yKa3aTh TOIBKO UM
noMeHa. Bo Bcex ocTanbHBIX MOJSIX HHTEpdeiica monb3oBarens [ICY (kpoMe mosei aapecoB
ANICKTPOHHOM MOYTHI), PA0OTAIOIIUX C JOMECHHBIMI UMEHAMH, TIaTa CETEBOTO YIPABICHHS 1O
YMOYaHUIO JOOABHUT JaHHOE TOMEHHOE UMS, €CIIH Oy/IeT BBEJCHO TOIBKO UM XOCT-y3I1a.

— UYro0bI mepeonpeesuTh paCIIuPeHUE YKa3aHHOTO HMEHHU X0CTa TOCPEICTBOM J00aBICHUS
MMEHH JOMEHA, 3aJaiTe B M0JI€ UMEHU JJOMEHA 3HAYEHNUE 110 yMOJMYaHUI0 Somedomai n. com
uiu 3Hadenue 0. 0. 0. 0.

— UroOBI M3MEHUTH PACIIMPEHUE KOHKPEMHO20 UMEHH XOCT-y311a (HanpuMmep, IpH ONpe/IeIeHIN
HOJTy4aTelisi IPEephIBaHMIT), TOCTaBbTE KOHEUHYIO TOUKY. [ICY pacro3HaeT uMs XOCT-y3/1a ¢ TOUKOH
(Hampumep, mySnnpSer ver . ) KaK MOJHOLEHHOE JOMEHHOE UMS 1 HE I00ABJISET JOMEHHOE UMSI.

. . Ykaxxure gomenHoe ums | Pv6.

AkpaH npoBepku DNS
MyTb: Kondurypauusa > Cetb > DNS > TecTupoBaHue

Jannas hyHKIMS uctionb3yeTcs uist otipaBku 3anpoca DNS, kotoperii mposepsiet HacTpoiiky DNS-cepBepa mytem
norcka 1o |P-anpecy. [Iponenypy HacTpoiiku cepBepOB CM. B BHIILICIPHBEACHHOM pazziene «Okpan DNS».

[IpocmoTpuTe pe3yasTaThl IPOBEPKH B I0JIE

e Jlng mapameTpa YKa)XHTE METOJI UCTIONB30BaHus 3anpocoB DNS; cM. ciemyromryro
TaOMHLLy.
* Bone YKaKHUTE 3HAYCHHE, KOTOPOE Oy/IeT MCIIONIb30BaThCs )il BLIOPAHHOTO THIIA
3arpoca B COOTBETCTBUU C TAHHBIMU TAOJIHIIBI.
Bbi6paHHbIii TMN 3anpoca Ucnonb3yembiit 3anpoc
1O XOCTY Nwms xocta, URL
10 NMOJIHOMY IOMEHHOMY [TonHoe noMeHHOE UMS BUIA
HMEHH MOM__CepBep. MOJM__IOMeH. COMm
no | P-agpecy IP-anpec cepsepa
mo M X Anpec Mail Exchange

OKpaH Beb-gocTyna
MyTb: Kondurypauusa > Cetb > WWW > [locTyn

JlanHas QyHKIHS HCTIONB3YeTCs U HACTPOHKH MeTo/Ia TocTyna K BeO-unrepdeiicy. ([{ns akTuBaium JI00ObIx
WM3MEHEHHH, BBIMOIIHEHHBIX B 3TOM pasziene, norpedyercs nepesarpy3uts [ICY. Cum. paznen ««CeTb» B MEHIO
yIpaBIeHus» Ha CTp. 24.)

C noMoIpro (rakkoB «BKITIOYHTE» MOKHO BKITFOUUTH JOCTYI K HHTEP(EHCY ITOIB30BaTeNs 110 ITPOTOKOITY
i (nm o o6omm npotokoiam). [Iporokon HT TPS BeimonasieT mmdpoBaHie UMEH MoJIb30BaTee,
napoJieil U JaHHBIX, IlepefaBaeMbIX BO BpeMsi ceanca. [Ipotokon HT TP He BbimomnHseT mmdpoBaHue.
INpumeuanne. B Bepcuu 6.8.0 u Beire HT TP BeiimtoueH, a HT TPS BkiItoueH 1Mo yMOTYaHHIoO.

HTTPS raxxe Brimonaset ayreaTudukanuio [ICY ¢ momombro mudposoro ceprudnkara. Onmucanue
Pa3ITUYIHBIX CTIOCOOOB HCIIONB30BaHMS MU(PPOBEIX cepTUHUKATOB cM. B pazzeie «Co3gaHue U yCTaHOBKA
n(poOBBIX cepTUDUKATOB» B «PyKoBOICTBE IO O€30MIACHOCTH» Ha BeO-caiiTe

Jis fOnOMHUTEIHHON 0€30ITaCHOCTH ISl TapaMeTpa MOPThI MOXKHO U3MEHUTH 3HAYCHUE, YKa3aB JTF000
HEHCITOb3yeMblIi opT B nuamnazone 5000—32768. Heo6xomuMo HCIOIB30BaTh ABOETOUHE (1) B aIpeCHOM ITOJIe
Opay3sepa /i yka3zaHus HoMmepa nopra. Hampumep, mis Homepa nopta 5000 u |P-anpeca 152.214.12.114:

http(s)://152.214. 12. 114: 5000
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Be6-3kpaH cepTudumkara SSL

MyTb: KoHdurypaumua > Cetb > WWW > SSL-ceptudmkar

JloGaBienue, 3aMeHa U ynajieHne cepruduraros 6e3omacaoctr. SSL (Secure Socket Layer) — sT1o mpoToxo,
WCTIONIb3yeMBIH Ut M(POBaHUs TaHHBIX, EpeaBaeMbIX MEXIY Opay3epoM U BeO-cepBepoM.

MoryT HCTIONB30BaThCA CIEAYIONINE 3HAYCHUS TapaMeTpa

. . Ilnaroii ceTeBOro ynpasieHus ObUT yCTAHOBJICH HIIM CO3[aH JCHCTBUTEIbHBIN
ceprudukar. [llenkHUTE 3Ty CCHUIKY, YTOOBI YBUICTH CONEPKUMOE CEPTH(HKATA.

. . Ceprudukar He ycTaHoBieH unu Obu1 yecranosnen FTPunmu SCP B
HenpaBHIBLHOM MecTe. C MOMOIIBIO0 KOMaHIbI
YCTaHOBUTE CepTH(HUKAT B HAJIEKAIIEE MECTO! Ha [ICV.

. . Ilnara ceTeBOro ynpasieHus co31aeT CepTU(UKAT, IOCKOIbKY HE OOHApYyKeH

JEHCTBYIOINN CePTHQHUKAT.
. . BeimonHsercs akTuBanys cepTudukaTa Ha TiaTe CEeTEeBOTO YIpaBlIeHHs .

Ecnu 6vin yemanognen nedeticmeumenvuvlil cepmu@uram i cepmuguram He Ovli 3a2pyicet npu
sxmouennom S, niama cemegozo ynpaenenus co30aem cepmupuram no YMOIUAHUIo; 3Mom
npoyecc Modicem bi36amv 3a0epiuCKy 0Opawenus K unmepgheiicy npumepHo Ha 0OHY MUHYNY.
Ceprudukar 1o yMoJI4aHHI0 MOXXHO MCIIOIB30BaTh IS 00SCIICUEHISI OCHOBHBIX (DYHKITHIA
0€30MacHOCTH ITyTeM IMU(PPOBaHUsI JAHHBIX, HO IIPH 3TOM IIPU BXOJIE B CUCTEMY OYyNET BEIBOIUTHCS
npenynpexaeHue o 6€30MacHOCTH.

. Haiinure Qaiin ceprudukara, CO3AaHHBINA C TOMOLIBIO
Mactepa 6ezomacHocTH. {7 BeIOOpa MeTo1a HCIOAb30BaHus U(PPOBBIX cePTUPHUKATOB, CO3AaHHBIX
MactepoM Oe3onacHocTu uin creHepupoBanHbIX [ICY, cM. pazaen «Co3naHue U yCTaHOBKA HUPPOBBIX
ceptudukaroB» B «PykoBoicTBe 110 6€30MaCHOCTH» Ha BeO-caiiTe

. Ynanenue ceprudukara. CM. Takxe TEKCT Ha HKpaHe.

JKpaH KOHCOoNMu

MyTb: KoHdurypauusa > Cetb > KoHconb > [loctyn
MyTb: KoHdurypauma > Cetb > KoHconb > Kntou xocta SSH

HocTtyn k koHconu. [{ins o6HoBeHus Mukponporpammbl MBI noTpebyercst BKIIIOYUTH JOCTYI K KOHCOIIH;
cM. pasaen «JkpaH «OOHOBIECHHE POUIMBKI»». JIOCTYIT K KOHCOIH MTO3BOJISIET HCIIONB30BaTh HHTEpQeiic
KOMaHJHO# CTPOKH.

C nomombio (raxxkoB «BKITIOYATE» MOKHO BKIIIOYUTB AOCTYN K HHTEP(EHCy KOMaHIHOW CTPOKH IO
MIPOTOKOIY WIH (nnm mo o6omM mpoTokoaam). Telnet He mmdpyeT UMEeHa MoIb30BaTeNeH, HapoIud
W JaHHBIC BO BpeMs Iepeladn, a MpoToKoa SSH BeimonHseT mudpoBaHue.

IMpumeuanue. [Tpu Brmrouennn SSH Britouaercs taxkke SCP (Secure Copy) asnst 3alUIeHHON iepenadn
¢aitnos. JJomonmauTensHyr0 nHGOpMAaIHo 00 ucronszoBanud SCP cM. B paznene «llepenada daitnos».

Jnis mapameTpa mopThl, KOTOPHIHA OyIeT CHoIb30BaThes Ist cBs3u ¢ [ICY, MOXKHO MTPUCBOUTH JTFOOOH
cBoOomHEIH TopT B nuamnazone 5000-32768 mist oOecriedeHus TOMOTHUTEIPHON 3alTUTHI.

. . ITo ymormaanmro umeet 3HadeHre 23. JI71s1 onpeiesieHnst TopTa, He 3aJaHHOTO TI0 YMOJTIAHHIO,
HEeOOXOIMMO HCIIONB30BaTh BOeTOUrE (:) MM po0e, Kak TpeOyeT TOoro KITMEHTCKas mporpamma Telnet.

Hampumep, s nopra 5000 u |P-agpeca 152.214.12.114 knuentckas nporpamma Telnet tpebyer
WCIIOJIb30BAHUS OTHON M3 CIEAYIOMINX KOMaH]I;:

tel net 152.214.12.114: 5000 umu tel net 152.214.12.114 5000

. . [To ymomuanuro umeet 3HaueHue 22. DopmMar KOMaHIHON CTPOKH, HEOOXOIUMBIN ISt
3aJIlaHUs HE UCTIOJIB3YEMOTr0 110 YMOJIYAaHHUIO TIOPTa, IPUBECH B JJOKYMEHTAIIUU POTPAMMBI-KIIUEHTA
SSH. CM. takxke «Kiarou xocta SSH» nanee.

Kntou xocTta SSH. ITpu ucnionszoanuu mpotokona SSH (Secure Shell Protocol) st moctymna x KoHComH
MOXHO JT0OABIISITh, 3aMCHSTh HJIH YIAJISATh KITI0Y X0cTa Ha dKkpaHe «Kirou xocta SSL».
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YKa3bIBACT, ABJIACTCA JIM KJIHOY XOCTa (CereTHHﬁ KJ'IIO‘{) HeﬁCTBHTCHBHLIM. MOI‘YT
HCIIOJIB30BAaThCA CIACAYIOIINE 3HAUYCHUS ITapaMeTpa «CocTrosHue».

. . OTCYTCTBYIOT HCIIOJIb3yEMBIC KITIOUU XOCTA.

. . IInara cereBoro ympaBieHus CO3AaeT KIIF0Y XOCTa, IIOCKOIBKY HEe OBLIO HaliIeHO HU OJTHOTO
JEHCTBYIOIIETO KITIoYa.

. . BolmlonmHsieTcs akTHBAIMSI KITFOUA XOCTa Ha TUIATe CETEBOTO yIPaBICHUSI.

. . OuH U3 CIEAYIONUX AOMYCTUMBIX KITFOUESH X0CTa HAXOMUTCS B Karasore /Ssh

(pexomMeH1yeMoe MECTOIOIOKEHUE Ha TUIATe CETEBOTO YIPABICHHS):
— 1024- win 2048-pa3psaaHbIi KITFOY XOCTa, CO3IaHHBIA MacTepOM HACTPOWKH 0E€301IaCHOCTH

— 2048-pas3psaubiii Kiar0d xocta RSA, co3manHbIi I1aTOM CETEBOrO yIpaBICHU.

. 3arpy3ute ¢aii Krroda X0CTa, CO3MaHHOTO MacTepOM HACTPOUKH
6e3onacuoctr. MHbopMariiio 00 HCIoabp30BaHNH MacTepa 0e30MacHOCTH CM. B «PyKOBOZICTBE O OE30MacHOCTH
Ha BeO-caiite . UToOBI MCITOIB30BaTh BHEIIHMI KJTIOY XOCTa, 3arPy3UTe €ro Tepe/] BKIToUeHHEM (CM. paszen
«JIO0CTYTI K KOHCOJTF BBIIIIE).

IMpumeuanue. UtoObI COKPATUTH BpeMsi, HEOOXOMUMOE [T BKITFOueHUss SSH, co3naiiTe u 3arpy3uTe K04
XocTa 3a0iaroBpeMeHHo. Eciu exarouumes SSH, He 3aepy3us Koy xocma, Riama cemesoeo YnpaeieHus
ROMPAMum nPUMEPHO MUHYMYy 0/ CO30anus Koud, a cepsep SSH Oyoem 6 3mo epems HedocmyneH.

. Y,Z[aJ'IGHI/Ie Kiroda xocta. CM. TakKe TeKCT Ha 9KpaHe.

Urto0b1 ucronb3oBath SSH, HE0OX0IMMO UMETh YCTaHOBIIEHHBIN KireHT SSH. boiasmmHCTBO
wiatrdopm Linux u UNIX umMeroT B cBoeM cocTaBe KiueHT SSH, HO omepanuoHHas cuctemMa
Microsoft Windows re umeet TakoBoro. JJocTymas! KitneHTcKre mporpaMmsl Windows pasmunaasix
paspaboTuynkoB, HanpuMep mporpamma PUTTY, mocTymHas mmo agpecy

AKpaHbl SNMP

Bce numena, maposu u umeHa coodmects 11t SNM P niepeaarorcst o ceTH B BHIE 0OBIYHOTO TeKCTa. Eciu ceTh
TpeOyeT BBICOKYIO CTEICHb 0e30MacHOCTH Iu(ppoBanus, oTKIr0unTe 1octyit SNMP win yctaHOBHTE 1S
Ka)kJIOTO M3 COOOIECTB TpaBa qoctyma Ha utenne. (CooOIecTBO ¢ TOCTYIOM Ha YTEHHE MOXKET IOIyYaTh
uH(pOpMAIHIO 0 cTaTyce U KCIOoNb30BaTh npepbiBanust SNMP).

[pu ucnonw3oanuu cpeacraa StruxureWare Data Center Expert mist ynpasnenus UBIT B oTkphITOM ceTH
cuctemsl StruxureWare neodxooumo Bxmounts SNMP v1 unmn SNMP v3 B untepdetice IICY. doctyn Ha
YTEeHHE MO3BOJISIET yCTpoiicTBY StruxureWare nomyuars npepsiBanus ot [ICY, a JOCTyN Ha 3alUCch HEOOXOAUM
npu pabote ¢ uaTepdeiicom nmonszosarens [ICY mis nucnonszoBanus ycrpoiicTa Struxure\Ware B kadectse
HOJTyYaTessl PpepbIBaHUH.

s cesizu ¢ EcoStruxure I T mpu morutopuare MBI takke ucmons3yrores mpotokorsl SNMPv1 wmun SNMPv3.

JIONONMHUTETbHYI0 HH(GOPMAIHIO MO YIPABICHUIO 0€30MACHOCTHIO CUCTEMBI CM. B «PyKOBOJICTBE
110 0€30IacHOCTH» Ha BeO-caiiTe

SNMPvV1.

MyTb: Kondurypauua > Cetb > SNMPv1 > loctyn n KoHTponb goctyna

[Tapametp WCTIONIB3YyeTCs JUIsl BKITFOUeHUs uiK BeikitodeHust SNM P Bepcun 1 kak Metona
B3aumozeicTaus ¢ IICV.

Ipumeuanue. B Bepcun 6.8.0 u Beime SNMPV1 o ymonmuanuro BeikitodeH. Heooxoqumo
ONpENeNUTh UMs coodIecTna ( ) 10 TOTO, KaKk OyJeT yCTaHOBIICHA CBS3b
¢ mporoxomom SNMPv1.
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UcnonszoBanne SNMPv2c nonnepxuBaercs ¢ momouibio pynkuuit SNMPv1.

KoHTpornbk goctyna. MoXHO HACTPOUTB JI0 YEThIPEX 3alrcel KOHTPOJIS IOCTYIIa, YTOOB! ONPEeINTh, Kakas u3
cereBbIx cucteM ynpasnenus (NMS) umeer noctym k TICY. [l penakTHpOBaHUS ICITKHATE UMS COOOIIIECTBA.

Mo ymom4aHHIo ofjHA 3aIMCh HA3HAYASTCS Ha KAXKJI0€ U3 YeThIpeX OCTYMHbIX coobiiectB SNMPv1. Ber Mmoxete
W3MEHSTh 3TH HACTPOUKH, YTOOBI IPUMEHUTD Dosiee 0OHOU 3anucu s 106020 cooduecmea, IUTs PEA0CTaABICHUS
JIOCTYTIA IO HECKOJILKUM OTpeiesieHHbIM aipecam | Pv4 u IPv6, nvenam xoctoB wm Mmackam | P-agpecos.

* Tlo ymomuanuto coobmectBo umeeT noctyn k [ICY u3 1r0060ro Mecra B CETH.

* [lpu HacTpoOliKe HECKONBKHX 3alTUCeH YIPaBICHUS JOCTYIIOM I COOOIIECTBA C TFOOBIM HMEHEM 3TO
3HAYUT, YTO OIHO MJIM HECKOJIEKO COOOIECTB HMEET JOCTYII K YCTPOMCTRY.

. lms1, koTOpoOe cucrema ynpasienuns cetbio (Network Management System — NMS)
JOJDKHA MCIIOJIb30BaTh IS JOCTYIa K coo0ecTBy. MakcumanbHas aauHa coctasisieT 15 cumBomor ASCII.

. Anpec |Pv4 unu |Pv6, macka | P-anpeca niu uMs XocT-y3ia, KOTOPbIH
ympasiseT goctynoM cucteM NMS. Mmst xoct-y3ma win onpenenennbiil | P-aapec (Hanpumep, 149.225.12.1)
OTKpBIBaeT noctym Tosbko cucreme NMS B nanHoM cermente cetu. | P-anpeca, cogepkamiue 255,
OTPaHUYMBAIOT TOCTYII CIICAYIOIIUM 00pa3oM:

» 149.225.12.255: noctyn NMS tonbko B cermente 149.225.12.
o 149.225. : moctyrt NM S tonsko B cermenTe 149.225.
« 149. : noctymt NMS Tonbko B cermenTe 149.
* 0.0.0.0 (macTpoiiku M0 YMOIYAHHUIO), KOTOPhIE MOTYT OBITH TAKXKe MPEICTABICHBI B BUIE
255.255.255.255: nocryn nmo6oit cuctemsl NMS B m1060M cermeHTe.
. JeficTBus1, koTopsie MoxkeT BeIoIHATE NMS B coobmiecTse.

. . Tonbko onepanuu GET, B mr060€e BpeMsi.

. . IToyuars (GET) B m060e Bpems u pasmemars (SET) urpopMaIiuio, ecimm Apyrue
TTOJIB30BaTEIH HE paboTaroT B MHTEpQEiice MoIp30BaTels WM B HHTep(delice KOMaHIHON CTPOKH.

. . [Tonyuars (GET) u pa3meriats (SET) undopmaruro B mob60e Bpems.
. . 3anpereHo noiy4dars (GET) u pasmemars (SET) unpopmanuto B m060e Bpems.
SNMPvV3.

MyTb: Kondurypauua > Cetb > SNMPv3 > [loctyn, MNMpodunu nonb3oBatenen n KoHTponb
AocTtyna

st 3anpocoB GET n SET un monyvareneit npepriBanmii B SNM Pv3 ipu nnenTrdbrKanmm moinp3oBaresei
HCIOJIb3YyeTCs cucTeMa npoduieit mons3osareneit. [lonp3oarenns SNMPvV3 nomken umets mpoduib
MOJIb30BaTelIsl, Ha3Ha4YeHHBIN B porpamMe MIB mist Beimonuenus oneparuiit GET/SET, npocmorpa MIB
1 TIOJTyYeHUs! TIPEPBIBAHUH.

Ipumeuanue. B Bepcun 6.8.0 u Beime SNMPV3 o ymonmuanuro BeikitodeH. Heooxoqumo
HACTPOUTH JCHCTBUTENBHBINA PO(UIb NONTB30BaTENs, HCIONB3YsI ApOJIbHBIE (hpa3bl
) 710 TOTO, KaK OyleT yCTaHOBIICHA CBS3b

¢ mporoxomom SNMPV3.
Jus ucnonp3oBanust SNM Pv3 Heobxoarmo umets mporpammy MIB ¢ mognepsxkoit SNM Pv3.

[ICY noxnepxusaet ayreHTuduranuto SHA nimm MDS5, a taxke 3amuty ¢ nomomisio AES nim
DES (¢ posanue).

[TapameTtp MO3BOJISIET UCIIOJIH30BATh JAHHBIA METOJ] B3aUMOJIEHCTBHS C
YCTPONCTBOM.
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Mpodomnu nonb3osaTteneit. [lo ymonuanuio oToOpaxaeT CIMCOK HACTPOEK /ISl Y€ThIpEX MpoQuIei
TIOJIB30BATEINEil ¢ IMEHAMH OT hi (3 , HE FCIOJIB3YIOIINX
ayTeHTU(UKaKUIO U 3aiuTy (mudposanue). YToOb H3MEHHUTH CIEAYIOLINE HACTPOIKH MOIb30BATEILCKOTO
npoduIs, MIETKHATE UMS TT0JIb30BATENSI B YKa3aHHOM CITHCKE.

. . Unentudukarop npoduis momszosarens. SNMP Bepcun 3 orobpaxkaer
¢yukuu GET, SET u obecrieunBaet 3axBar B IMOJIb30BaTEIBCKHI TPO(UIB MYyTEM COTIOCTABICHUS
WMEHH TI0JIb30BaTels MPO(UIISL C UMEHEM TO0JIb30BaTENs B IEPEAaBacMOM IaKeTe JaHHbIX. MMs
MOJIB30BaTeNs MOXKET cofepkath 10 32 cumBonoB ASCI|.

. . ®paza u3 15-32 cumsonos ASCII, nposepstomias
B3anmoneicTBre cucteMbl NMS ¢ yerpoiictBoM o mpotokory SNMPV3; momkna ObITh ycTaHOBJICHA
B cucreme NMS. OHa Taxoke mpoBepsieT, 4ToObI COOOIIeHHE HEe MEHSIIOCHh BO BpeMs IIepe/iadl, a TAKKe
CBS3b C COOOIICHNEM NEPHOJMIECKH IO IePKUBAIACh. DTO TO3BOJISICT y3HATH, YTO COOOIICHUE HE
3a/1epKaHo M He OBUTO CKOITMPOBAHO M TIOBTOPHO OTIPABJIEHO B HECOOTBETCTBYIOIIEE BPEMSI.

. . ®paza u3 15-32 cumsono ASCI|, kotopast obecrieunBaer
KOH(UICHIIMATLHOCTD JaHHBIX, OTIpaBisieMbix cucteMoit NMS Ha qaHHOE yCTpOWCTBO I
MPUHUMAEMBIX OT IaHHOTO ycTpoiicTBa uepe3 SNMPv3.

. . IIporokon SNMPv3, nonaep:xuBaromuii ayrentTrudukanmo SHA u
MDS5. J1oimkHO OBITH BBIOPAHO OITHO M3 ATHX 3HAYCHUIM.

. . [Tpotoxon SNMPv3, noaiep>kuBaroninii B Ka4eCTBE MPOTOKOJIOB
mmdpoBaHus U aemudpoBanus JaHHBIX npoTokossl AES n DES. HeoGxonumo ucnonb30BaTh Kak
MPOTOKOJ KOH(PUACHIMATBFHOCTH, TaK U Hapoib KOH(QHUIESHIMATBHOCTH, B IPOTUBHOM CIIydae 3alpoc
SNMP ne Oynert 3ammdposaH.

OnHaxo Henb3st BBIOpaTh MPOTOKOJ KOH(DUACHIINATBHOCTH, €CIIM HE BBIOPaH MPOTOKOI
ayTeHTH(UKAIIH.

KoHTponb gocTtyna. MoXHO HACTPOUTB JIO YETBIPEX 3aIHCEH KOHTPOJIS JOCTYIIA, YTOOBI OMPEIEITUTh, KaKas U3
cereBbIx cucreM yrpasierus (NMS) umeer noctym k IICY. s penakTipoBaHus MIEITKHUTE UMS TIOJB30BATENS.

[To ymMoTuaHmMIo OTHA 3aITMCh HA3HAYASTCs Ha KaKIIBIA U3 YeThIpeX mpodwiel moip3oBareneii. Bel Mokere
M3MEHSATH 3TH HACTPOUKH, YTOOBI IPUMEHUTH Oosiee 00HOU 3anucu 0Jisi NPOQUIs NOTb308amMes, s
MIPEIOCTABIICHISI TOCTYTIA TI0 HECKOJIBKHM OTpeneIeHHBIM | P-ampecaM, mMeHaM X0CTOB Witk MackaMm | P-angpecos.

* Ilo ymomyanmro Bce cucteMbl NM S, ncronb3yronipe 5ToT npodiib, UMEIOT IOCTYI K 3TOMY YCTPOWCTBY.

* Ilpu HacTpoOiiKe HECKOMBKHX 3aIACeH YIPaBICHUS JOCTYIIOM ISl OJJHOTO TIPO(HIIS TOIB30BATENS 3TO
3HAYHT, YTO OJTMH FJIH HECKOJIBKO JPYTHX MPOQIIIei oIbp30BaTeel JOIKHBI IMETh TOCTYI K YCTPOHCTBY.

. B packpriBaromemcs criricke BIOSpHUTE TPOQIITH MOJIE30BATEN, TSI KOTOPOTO OyIeT
MpUMEHEHa JIJaHHAS 3alUCh YIPaBIeHHUs 0CTYHoM. JIJisi BEIOOpa TOCTYITHBI YEThIPEe UIMEHU MOh30BaTEeIs,
HACTPOCHHBIX C MOMOIIbI0 pyHKIMHU «[Ipoduim monb3oBareneii».

. IP-anpec, macka | P-anpeca niam uMs XOCT-y371a, KOTOPBIA yIPaBIIAET JOCTYIIOM
NMS. Nms xocT-y3ia win onpeneneHnsiii | P-agpec (mampumep, 149.225.12.1) oTKpBIBaET JOCTYIT TOIBKO
cucreme NMS B nanHom cermente cetu. Macka | P-anpeca, kotopast comepskut uucio 255, orpaHu4uBaeT
TOCTYII CIIETYIONITIM 00pa3oM:

o 149.225.12.255: noctyn NMS tonbko B cermente 149.225.12.
» 149.225. : noctyn NMS tosbko B cermente 149.225.
* 149 : noctyn NMS tosbko B cermente 149.

* 0.0.0.0 (HacTpoiiku MO yMOTYAHUIO), KOTOPBIE MOTYT OBITh TAK)KE PESICTABICHBI B BH/IC
255.255.255.255: noctyn moboi cuctembl NM S B mo60M cermenTe.

AKkpaHbl Modbus

HUcnone3yiire mapamerpbt Modbus, uto6sr Hactpouts [ICY Ha rcnions3oBanue porokona Modbus st mofkroueHus
CHCTEMBI TUCTIETYCPHU3AIINY HHKeHepHOTo obopynosanws (Building Management Sysstem — BMYS). ITnater cereBoro
yrpasienus AP9630 n AP9631 nomaepsxuatot npotokon Modbus TCP B 60NmbIIMHCTBE MUKPOTIPOrPAMMHBIX
nprioxennid. @ynkipro Modbus Seria momneprkuBaer Tonpko 1ara ceteBoro yrparneHus API635.
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Yro0sl npoBeputh coBmecTuMocTh [ICY ¢ Modbus, obparutecs k qokymenTanuu no [1CV.

JononuuTeapHas wHGOpManus 00 ucmons3oBanuu mporokoaa Modbus na TICY — cm.
«JIOTIOTHUTEBHYIO JOKYMEHTAIHIO 10 poTokory Modbus» u «KapTsl perucTpoB mpoToKosia
Modbus», koTopsie TOCTYITHBI Ha BeO-caiire

J171s1 ToNyYeHus TOTOTHUTENbHON HH(pOpMAIIUU 00 ycmarnogke u ycmpaneHuu HeucCnpasHocmetl
Modbus o5 nramer cemesozo ynpasnenus AP9635 obpaTurecs K
, IOCTYITHO# Ha BeO-caiite APC

Jnst nosryyeHust nHGopMaIuy 00 yIpaBIeHHH IPYIIIOH NEPEKITI0YaeMbIX PO3ETOK C TOMOIIBIO
Modbus ms mopeneit Smart-UPS ¢ npedukcamu SMT, SMX, SURTD, SRC u SRT obparurech k
, IOCTYTIHO¥ Ha BeO-caiite APC

[Ipumeuanue. J[aTuvku TeMOepaTyphl H BIaKHOCTH, TIOAKIIFOYAEMEIE K IIOPTaM BBOJIa-BBIBOA
TICY AP9631 u AP9635, He momaepxuBaroTcs pu ucnonb3oBanuun Modbus.

MocnepoBaTtenbHbIN NopT Modbus (Tonbko ana nnatbl AP9635).

MyTtb: KoHdwmrypaumsa > Cetb > Modbus > lNocnepoBaTenbHbIN NOPT

1. HapaMeTp I/ICHOHBSYCTCH JJIsS1 BKITFOUCHU S UJIN BBIKJITFOUCHUS ITOCIICA0BATCIIBHOI'O HOpTa
M odbus kax merona B3aumoneiicteus ¢ [ICV.

2. 3apaiiTe mapaMeTphbl MOAKIIOYCHUS MO TocienoBareisHoMy nopry Modbus:

- — CKOpPOCTb Iepe/iayy JaHHBIX B OMTaX B CEKyHIY. MOXHO
3aaath 3HaueHue 9600 (o ymomuanuto), 19200, 2400 nnm 38400.

— — OUT U1 TPOBEPKH YETHOCTU. MOXHO YCTAaHOBHUTH 3HaUeHUE «YEeTHBIN»,
«HeueTHbIi» nnu «HeT».

- — YHUKQJIBHBINA HJICHTUPHUKATOP [EIECBOTO
ycTpolicTBa. MOXXKHO yCTaHOBHTH 3HaueHHUE OT 1 o 247.

3. Illlenkaute «I[IpuMEHUTEY», YTOOBI COXPAHUTH H3MEHEHUS.

Modbus TCP.
MyTb: KoHdwurypauma > Cetb > Modbus > TCP

1. Tlapametp MCTIONIL3YETCS [T BKIIFOUCHHUS WITH BhIKITIoueHHs mpotokona Modbus TCP kak
meToxa B3aumoneiicteus ¢ [ICY.

2. 3anmaiite HOMEp s coenuaennst TCP. MokHO ycTaHOBUTS 3HadeHne 502 (110 yMOIUaHHIO) HIIH
3aadenune ot 5000 mo 32768.

3. 3anaiite ( ). MO’KHO yCTaHOBUTH 3HAUEHHE
«Huxorma» (0 cexynn) wim 3nagenne ot 1 qo 64800.

4. Hlenkaute «I[IpuMeHUTE», YTOOBI COXPAHUTH H3MEHEHUS.

AkpaH BACnet

Ucnons3yiite mapamerpsl BACnet, utoosr HacTpouTs [ICY Ha ncnons3osanne nporokona BACnet s
npenocrasieHus qanHbIX 00 UBII cucteme aBTOMaTH3MPOBAaHHOTO YIIPABICHHS 31aHUEM.

JlomoTHUTEIbHBIE CBEICHUS O Toukax aaHHbIX MBI, mpenocTasisembix mocpeacrsom BACnet,
cMm. B tokymeHTax «BACnet Application Maps» (Kapts peanuzaruu BACnet) Ha Be6-caiite APC
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Kongurypamus BACnet

ITapamerp Onucanue
Yeranosure 310t (akok, 4ToOs! Britounth BACNet. B nporuBaoM cityuae k [ICY
Henb3s Oyner obparutses yepe3 BACNet. Tlo ymomuanunto BACnet oTkitrodeH.
Hocryn Ipumeuanue. B Bepcun 6.8.0 u Beitre nporokos BACNeEt mo yMoa4aHUiO OTKITIOYEH

M HE MOXKET OBITH BKJIIOYCH, ITOKA HE YCTAHOBJICH MAPOJIb JJIA YIIPABJICHUA CBA3BIO C
ycrpoiicteom (Device Communication Control Password).

ID yerpoiicTBa

YHuuKanbHbIi uneHTudukarop s ycrpoiicrsa BACnet, ncrionb3yemsiii 1uist oOparieHus
k Hemy. JlomycTumbrii nuanason: 04194303

HNwms yerpoiicTBa

Wwmst nannoro ycrpotictea BAChet, kotopoe JomKHO ObITh YHUKAIBHBIM B paMKax CEeTH
BACnet. [To ymoryanuto u1s ycrpoiicTsa ueronbsyercest ums B popmare «BACn+nocnennue
BoceMb 1udp MAC-anpeca [ICY». MunnMansHas miHa paBHa 1 ciMBOITy, MaKCHUMaJTbHas —
150, pu 3TOM pazpeleHO UCTIOIB30BaTh CIICHUAIBHBIE CHMBOIBI.

CeTeBoii MpoTOKOJ

Bribepute HyXHBIN TIPOTOKOI:
* BAChet/IP

Bpems oxxnpanus
APDU

Cpok B MIIMCEKyHAaX, B Teuenue koroporo [ICY oxunaer orBer Ha 3arpoc BAChet.
Jonycrumsrii quanason: 1000-30000. CranpaprHoe 3nadenre — 6000.

IHoBTOpPHBIEC NONBITKH
APDU

Y¥icrno MOBTOPHBIX HOMBITOK BBITOMHUTE 3anpoc BACNet, npexnpunanmaemsix TICY, npexne
4eM 3arpoc OyaeT npepsaH. Jomycrumerit quanazon: 1-10. CrangaprHoe 3Ha4eHIe — 3.

Cayx6a Device Communication Control ncmone3syercs kiaueatom BACnet, uro6sr gath
KOMaHy yAaJeHHOMY ycTpoicTBy (Hampumep, [ICY ¢ mogaepxkoit BACnet)
MPEKPaTUTh OTIPaBIATH 3anpockl APDU wimu oTBeuars Ha HUX (KPOME OTHOCSIIMXCS K
ciyx6e Device Communication Control) B Tedenue 3a1aHHOTO TIeproIa. DTy CIyX0y
MOXKHO HCIIONB30BaTh JUTS IMATHOCTHKH.

Mapoasn Vrkakute napois Device Communication Control, uto6s! kinent BACnet He Mor ynpapisith
Device B3ammozeiictereM ¢ [ICY gepe3 BACNet, He mpenocTaBiB 3aJaHHBIHA 31€Ch MApOiTb. ITOT
Communication TIapOoITb JOJDKSH UMETH JUTHHY OT 8 10 20 CHMBOJIOB U COZIEpyKaTh CIIEIyIOIIee:
Control
e Uucio
* CHMBOII B BEpXHEM PETHCTpE.
* CHMBOJI B HIDKHEM PETUCTPE.
e CrierinajabHbII CUMBOIL.
PexoMentyeTcs U3MEHHUTH 1apoiib Ipu nepBoM BrimoueHun BACnet. {ns atoro 3uath
TEKyIHi maposs He Tpebyercs.
BACnet/I P
IMapameTtp Onmucanune

JlokabHbIH MOPT

Iopr UDPIR, ucnionsayemsiii [ICY mist otrpaBku 1 nonydeHus coodienmiit BACnet/IP
Homyctumsiii nuamazod: 5000-65535. Hactpoiika mo ymonuanuto: 47808.

Ipumeuanne. Anpec IICY ¢ nognepxkoit BACnet/IP onpenensercs B Buze | P-anpeca
IICY u nokanbHOrO MOpPTA.
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IMapameTtp Onucanue

YcranoBuTe 3TOT Praskok, 9To0BI 3apeructpupoBath [ICY Ha ycTpoiicTBe ynpaBieHUsS
mmpokosenianuem BACnet (BBMD).

IIpumeuanne. Bam HyxHO 3apeructpupoBats [ICY B kauecTBe CTOPOHHETO
ycTpoiicTBa Ha ycrpoiictee BBMD, ecniu B moacetu [ICY ceifyac HeT ycTpoiicTBa
BBMD nu6o IICY ucnone3yer apyroii gokanbHbli nopt st BBMD.

| IP Router |
BBMD A BBMD B
NMC Vv NMC X NMC Z
BrJIIOYUTH Port: 47808 Port: 47809 Port: 48100
perucrpanuio ‘ ‘
CTOPOHHMX YyCTPOUCTB NMC W MG v

Port: 47808 Port: 47809

Subnet 1 Subnet 2 Subnet 3

B npuBeneHHOM BBIIIE IPUMEpE:
* BBMD A ynpasnsier muipokoBearesbHbiMu cooduienusivu Ha [ICY V u W.
* BBMD B ympagisier mmpoxoBemarebHbIME coobmenusmu Ha [ICY X n Y.

* Toneko IICY Z myxHO 3aperucTpupoBats Ha ycrpoiictee BBMD A miu B B
Ka4ueCTBEe CTOPOHHETO yCTPOMCTBA, TaK Kak B ee mojceTy ner BBMD.

* [Tocne perucrpauy [ICY Z MOoXeT PHHAMATH IMPOKOBELIATENBHBIE COOOLICHHS OT
BBMD, Ha KoTOpOM OHa 3aperiucTpUpoBaHa, a TAKKE OTIIPABIIITH HA HETO COOOIIICHHS,
kotopeie BBMD TpancimpyeT Ha Bce ycTpoiicTBa B CBOEH TOICETH, a TAKXKE Ha PYTHE
ycrpoiictea BBMD B cetn uepes | P-mapmpytusarop.

Craryc perucrpaiuu cropoHtero ycrpoiictea (FDR):

* PerucTpanusi CTOPOHHHX YCTPOHCTB HEAKTHBHA
FDR siBnsieTcst HCAaKTHBHO# B CIICAYIONIMX CIyYasX:
— FDR Bxirouena, a BACnet orkiroueH.
— FDR orkmrouena, a BACnet Bxiroues.

— FDR u BACneét orkito4eHsl.

* PerucTpanusi BHIMOJTHEHA
Peructparus FDR ycniemHo BbITIONHEHA.
Craryc * PerucTpanusi 0TKJIOHeHA

Peructparus FDR 3aBepiena ¢ omubkoii. [ICY aBroMaTH4ecKd MOBTOPUT
MOMBITKY PETUCTPALIUH, HO MOXKHO YCTAaHOBHUTH (PIaXKOK

, uto0bI [ICY noBTopuIa MoneITKy
pEeTUCTpAaIHH.

* Perucrpaunus oTnpasjieHa
3anpoc FDR oTmpagieH, HO elie He BBIOIHEH.
e Unknown (Heun3BecTHO)

Cocrosiane FDR HemsBectHo. OOparuTech B Ciryk0y TexHHYeCKo# momaepxku APC
0 BOIMPOCY YCTPAaHEHUS POOIIEM.

YerpoiicTBo

ynpaBJieHHst |P-anpec i noiHoe JOMEHHOE MMSs yCTPOMCTBA yIIpaBJIeHHs [INPOKOBELIaHHEM
HIHPOKOBELIaHNeM BACnet, c kotopbiM Oyaer 3apeructpupoBana nansas [ICV.

BACnet/IP
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IMapameTtp Onucanue

Hopr

[opt ycrpotictea BBMD, ¢ kotopsim Oymet 3apeructpuponana 3ta [ICV.

Cpoxk Ku3HHM

[epuon B cekyHmax, B TeueHue koroporo BBMD Oyner cuntars nannyto [ICY
3aperucTpupoBaHHbIM ycTpoiicTBoM. Ecnu IICY He mOBTOPUT PErucTpaLuio 10
HCTEeYCHNUS 3TOTO cpoka, BBMD ymamuT ee 3 cBoeii TabIUIBI CTOPOHHIX YCTPOMCTB,
nocie gero I[ICY He cMOXET OTIPaBIATh WM IIPHHAMATH [INPOKOBEIIATEIbHBIC
coobmenns gepe3 3to ycrpoiicteo BBMD. JlaHHEBIN TapamMeTp onpenessieT, Kak 9acTo
[ICY peructpupyercs Ha ycrporictee BBMD, Tak xak IICY nomsitaeTcst mOBTOPHUTH
PETHCTPALHIO 10 HCTEUEHHS 3TOTO CPOKa.

9KpaH cepBepa FTP

MyTb: KoHdurypauusa > Cetb > Cepep FTP

Hcrmonp3yiiTe 3TOT 3KpaH sl pa3perieHus aoctyna k cepsepy FTPu onpenenenns mopra.

MapameTtp

OnucaHue

Hoctyn

Ceprep FTPepenaet dhaiiner 6e3 mudposanus. B Bepcuu 6.8.0 u Boiie FTP o ymonuanuto
BBIKJTFOYCH.

Jst g poBaHHO#M niepenayun (aiioB HCIIOIb3YHTE 3aIUIICHHBIN MPOTOKOJ KonmpoBanus Secure Copy
(SCP). Iporoxon SCP aBToMaTtiiecKi HCIOMB3YeTCs TIPU BKIFOUCHHUH IPOTOKOa SSH, omHako st
MPUMEHEHHS MIepeiady HaIeKHO 3alUIIEHHBIX (aiiyioB He0OX0IMMO OTKIIIOUHTS 371ech cepsep FTP.

B Bepcuu 6.8.0 u Beiie SCP He paspemmt nepeaars ¢aidi, moka He OyzieT H3MEHEeH 1apolib
cyrnepnionb3osarens ( apc) .

Ipumeuanne. Ecin notpebyercs noctyn K yerpoiicty yepes StruxureWare Data Center Expert
unun Operations, Ha I[ICY u B StruxureWare rneo6xonumo Hacrpouts FTP unu SCP. Hanpumep, eciu
noTpedyeTcs UCIIONB30BaTh MPOTOoKoI epenadn daio FTR ra IICY u B StruxureWare aeodxoaumo
Hactpouth FTP.

JlononHuTeNbHY 0 HHGOPMALIUIO TI0 YIIPABICHUIO 0€30IMaCHOCTBIO CUCTEMBI CM. B «PYKOBOJICTBE 11O
Oe3omacHOCTH» Ha BeO-caiiTe

Hopt

Iopt TCP/IP ceprepa FTP (o ymosuanuio 21).

Cepsep FTPucronssyer kak yKazaHHBIH [TOPT, TaK U TIOPT C HOMEPOM Ha EIMHHUITY MEHBIIIE.
PasperiieHHbIe, He YCTAHOBIICHHBIC 110 YMOTYAaHIIO HOMEpa IIOPTOB yKa3aHs! Ha dkpane: 21 u 5001-32768.

IIpumeuyanue. Vcnonp3oBanue B HacTpolikax cepeepa FTPmopTa, He 3aJaHHOTO 10 YMOJIYaHUIO,
YCUJIMBAET 3AIUTY, TOCKOJIbKY 3aCTaBISIET MOJIb30BaTelNei 00aBIsATh UMsI IopTa K azpecy |PB
koMaHHOU cTpoke FTP Ilepen no6aBieHHBIM HMEHEM TIOPTa NOJKEH OBITH MTPOOEIT WIIH JTBOSTOUNE,
B 3aBHCHMOCTH OT UCTIOJIBb3yeMoro kineHTta FTP.

MeHI0 yBEOOMMEHUHN

CM. crenyromiye pasiensl:

*  «Tumel yBenomueHun»

* «KondurypupoBanue ASHCTBUHN IJIsI COOBITHIT»

* «OKpaH YBEJOMIICHHUH M0 3JIEKTPOHHOM IMOUTE»

* «OkpaH TectupoBaHus npepbiBaHuii SNM P»

*  «OKpaH monyJaresieil CiCTeMHBIX npepbiBanuidt SNM P»

»  «Iletimkunr (Tonpko s miarter AP9I635)»

PykoBoacTBO nonb3oBaTens nnartbl ceTesoro ynpasneHus UBI 2 62



https://www.apc.com/us/en/download/document/SPD_LFLG-9VYK3D_EN/

Tunbl yBegoMMneHUn

MoxHO HAaCTPpOUTHb HeﬁCTBHH YBCAOMIJICHUS TPU BO3BHUKHOBCHHUH ONIPCACIICHHOTO cOOBITHS. MOKHO
YBCAOMIIATH ITOJIB30BATCIIA O COOBITHH JTFOOBIM U3 YKa3aHHbIX CII0COOOB:

AKTHBHOE, aBTOMaTH4YECKOE yBEIOMIICHHE. YKa3aHHbIE [T0JIb30BATEIN KOHTPOIUPYEMbIX YCTPOUCTB
OyZIyT YBEAOMIISTHCS HETIOCPEICTBEHHO.

VBeToMIIEHHE T10 JICKTPOHHOU 1TOYTE
— TIlpepoianus SNMP
—  VBenomuenwe 1o nekmkepy (Toasko AP9635)
— VBemomuieHue crucTeMHOTO skypHana (Sys og)
KocBenHoe yBenomiieHue

— Xypnain cobsrtuii. Eciiu He ckoH(UTyprpoBaHa nepenada NpsSIMbIX YBeIOMIICHHH, TOJIb30BATENN
JOJKHBI IPOBEPSATH KyPHAJ, YTOOBI CMOTPETh, KaKUE COOBITHS TPOU30IILIH

MOXHO TaKke peruCTpUPOBaTh JaHHBIE O pab0Te CHCTEMBI C LENbI0 HCIOIB30BAHUS
STHUX JaHHBIX JJIS1 KOHTPOJIS paboThl yeTpoicTB. CM. pasaen «XKypHan TaHHBIX» s
03HAKOMJIEHUS C HACTPOMKOHN M HCIIONIB30BaHNEM (DYHKIINU PETHCTPAINH JaHHBIX.

— 3ampocsl (SNMP GET)

JloTIOTHUTEIBHBIE CBEICHUS CM. B pa3ziesiax «JKpaH MoTydareneid CHCTEMHBIX
npepreiBannit SNMP» 1 «3kpan tectupoBanus npepeiBannii SNM P». [Ipotokomn
SNMP no3Bonsier NM S BeIoTHATE HHPOpPMaIIMOHHEIE 3arrpockl. [Ipu
rcnoibp3oBaHuu npotokona SNMPV1, kotopsriii He ocymecTBiIsAeT IMHU(POBaHUSI
JaHHBIX [IEpeA epenaydel, HacTpoiika Hanbosee OrpaHMYSHHOTO THIIA JOCTyIa
SNMP (HTEHUE) no3BonsieT BLIMOIHATL HHOOPMAMOHHBIE 3aPOCHI 0€3 pHCKa
IUCTAaHIMOHHOTO U3MEHEHHUSI KOHPUTYpaLlUH.

Kapra cereBoro ynpasnenus nogaepxxusaer RFC1628 M| B (6a3a ynpasnstoieit nHbOpMAaIym).
WNudopmanmro o HacTpoiike ModydaTess MPepbIBaHUN CM. B pa3zene «JKpaH MojlydaTeseid CHCTEMHBIX
npepsiBannit SNM P». I'pynma u3 tpex coosituit 1628 M| B coBMecTnMa TOMBKO ¢ 3T0i 0a30i yrpaBIsomeit
nH(popMaInH, He ¢ aNbTepHaTHBHOI 0azoit Powernet MIB. Oru MoryT OBITH HACTPOECHHI, KaK Jr000€ Apyroe
coosiTHe (cM. «KoHpurypupoBaHue NSHCTBHI I COOBITHII» HIXKE).

KoHdurypmupoBaHue gencteuim ans coobITUn

KoHdurypaums no cobbiTuio.

MyTb: KoHdurypauusa > YBegomneHue > [lencteus ansa cobbitun > Mo cobbIiTUIO

[To ymomuaHuO MPOTOKOIUPOBAHUE HACTPOCHO ISl BCEX COObITUM. [t onpeneneHns OTBETHBIX JCHCTBUI Ha
OTIEJIBHOE COOBITHE:

1. Bmibepure meuro Kondurypamusi, 3arem YBenomiienne, [leficrBus njs coobiTuii u [lo codobITHIoO.

2. YtoOBI HaliTH COOBITHE, ILEIKHUTE 3ar0JI0BOK CTONOIA AJISl TPOCMOTPA CITUCKOB KaTeropuu Co0bITus,

cBsi3aHHbIe ¢ nuTaHueMm, CoObITHs B OKpYy:Kkawueii cpeae uid CoObITHS B CUCTEME.

MOJKHO TaKke BBIOpATh MOAKATErOPHIO IT0J] JAHHBIMU 3arojoBKamu, Harpumep CocTosinue BXOIHOI
Junun win Temmneparypa.

JUiist mpocMOoTpa ¥ M3MEHEHHs TeKYIIMX HACTPOEK, TAKUX KaK aIpecarhl, OMIOBEIIAEMBIC TI0 ATEKTPOHHOI Mo4Te
WY TIeHDKepy, WK cucTeMbl yripasienus cetsivi (NMS), momydaroriye onoBeIieH s myTeM MpephIBaHHi
SNMP, mrenkanTe nMst coobrtis. Cm. pasnen «I lapameTpsl yBemomiieHHD. YcraHoBrTe (uiaskok Aypra
cOOBITHIT, YTOOBI BKITFOUHTB WM BBIKITIOYUTB 3aITHCh YKypHAJIa COOBITHI IS 3TOTO COOBITHSL.

Ecnu cepep Syslog He ckoH(pHUTYpUpOBaH, MyHKTHI, OTHOCAIINECS K KoH(uUrypauuu Syslog,
MOKa3aHbl He OyAyT.
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[Ipu mpocMoTpe mapamMeTpoB KOHPUTYPAITUH COOBITHS MOXKHO BKIIFOUHUTh HIIA OTKITIOUUTH
perucTpanuio coobITHil Witk xypHan Syslog 1160 OTKITIOYHTE YBEIOMIICHHE OTPEISICHHBIX
MOJTy4YaTesIeH AIEKTPOHHOM MOYTHI, OTy4YaTeseH MeHIKUHTOBBIX COOOIICHUH WITH TOTydaTeseit
MpepBIBaHUH, HO HEJIb3s JOOABUTH WIIH YIAIUTh MIOydaTeie U yCTponCTBa-IPHEeMHUKH. UTOOBI
N00aBUTH WM YIAIUTH aJIpeCcaToB WIH YCTPONCTBa-TIPUEMHHUKH, IIOCMOTPHTE CIIEAYIOIIee:

* «nentudukanus cepepon Sys 0g»
* «[lomy4arenu 31€KTPOHHON MOYTHI»
* «[Tomy4arenu npeprIBAaHUI»

* «[IeldKUHT — noJTy4yaresnn»

KoHdurypupoBaHue no rpynnam cobbITun.

MyTb: KoHdmrypauus > YBegomneHue > [lenctBus ana cobbitum > Mo rpynne

[Mopsinox omHOBPEMEHHON HACTPOWKHU TPYIIIBI COOBITHI:
1. Bwibepure menro Kondurypamusi, 3arem YBenowmiienne, /leficteus ais coosiTuii u [lo rpymnme.
2. Bribepure, KakuM 00pa3oM IrpyIITUPOBATh COOBITHS ISt KOH(PHUTYpaITiH:

— Bri6epute myHKT CoOBLITHSA 110 CTENEHN 0NMACHOCTH, TOCIIE YeTr0 BEIOEpUTE OTMH MITH HECKOJIBKO
ypoBHEH onacHOCTH. I3MEHSITh YPOBEHb OMMACHOCTH COOBITHSI HEJIb3S.

— Bribepute myHKT CoOBITHS 110 KATETOPIUH, TIOCIE YEro BHIOEPUTE BCe COOBITUS OHOMN HITU
HECKOJIbKUX MPEIBAPUTEIIBHO 3a/IaHHBIX KaTErOpUi.

3. Jlns mepexona K APyroMy 9KpaHy MeIKHUTE «/lanee». BoIMomHuTe Ciieytolme qeHCTBUS:
a Bribepute melicTBHS 1O COOBITHSIM JIJISI TPYTIITBI COOBITHIA.

* Yto0bI BEIOpaTh T1000€ N3 ICHCTBHH, 38 UCKITIOUEHUEM JACHCTBHS Bejienune skypHaia
(ro yMoTUaHuI0), I Hadajaa He0OXOAHMO UMETh, KaK MHHUMYM, OIJHOTO
CKOH(HUTYPUPOBAHHOTO ACHCTBUTENBHOTO IOMyYaTelis MU OHO YCTPOHCTBO-TIPUEMHUK.

* IIpu BeIOOpe mapamerpa Beenne scyprasia U HacTpolike cepBepa Sysl0g Ha cieayroneM
sKpaHne BbiOepuTe JypHasi codobrtuii wnn Sysl og (unu oba xyprana). (CMm. paznen
«KypHaibl B MEHIO KOH(QHUTYpaIAn».)

0. Ykaxwure, HYXHO JIN COXpPAaHUTh HOBOE CKOH(MHUTYPHUPOBAHHOE JECHCTBHE 110 COOBITHIO JIJIST TPYIIIIBI
COOBITHH MM OTKJIIOYUTH JAHHOE [IEHCTBHE.

Cwu. caenyronuit paznen «llapaMeTpsl yBeIOMIICHHI.

MNapameTpbl yBeAOMNEHMADTH HAaCTpaUBaEMBbIE TIOJIS ONIPEACIIAIOT MapaMeTphl OTIPABKH YBEIOMIICHHH 110
coObrTusiM. CM. pazaensr «KoHuryparus mo coosTuio» u «KoHpUryprupoBaHue 1Mo rpymnmnaM COOBITHR».

Kak MpaBUJIO, AJI JOCTYIIAa K HUM HYXXHO HICJIIKHYTb IPUECMHHUK HUJIU UM ITOJTYyHUaTCIIA.

Mone OnucaHue

Ecnu coObiTue COXPAHACTCA B TCHCHUC YKAa3aHHOI'O IIPOMCIKYTKA BPEMCHH,
3a11ep>mca YBEAOMJICHUSA TIOCHIIIACTCS YBEAOMIICHUE. Ecimm JaHHOC YCJIOBHEC MCUYEC3ACT 0 TOIO, KaK UCTCK
3aJIJaHHBIN HWHTEPBAJ BpEMCHHU, YBEAOMJICHUE HE ITOCBIJIACTCA.

VBenoMIICHHE IEPHOANYCCKH OTIPABISICTCS C YKa3aHHBIM HHTEPBAIOM (TT0 YMOTIAHHUTO

NurtepBan noBropa
KaKIIble 2 MHHYTBI 10 OYHCTKH YCIIOBHS).

KoanuecTBo yBEIIOMJIEHI/Iﬁ

[Toka coOpITHE AEHCTBYET, yBeOMIIEHHE OyIET IOBTOPEHO yKa3aHHOE YHCIIO pas.
nocJjie Ha4aIbHOT0

nim

YBeaomasaTh 10
yCTpaHeHHs yCJI0BHS
BO3HHKHOBEHHS

VBetoMITeHHE TIOCBLTACTCS PETYISIPHO J0 TEX MOP, MOKa YCIOBUE HE YCTPAHUTCS HITH
He OyJeT yperyanpoBaHo.
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OTH napaMeTpbl MOXKHO TaK)Ke YCTAaHOBHUTH ISl COOBITHI, aCCOLMUPOBAHHBIX C OUUCTKON COOBITHSI.
(ITpumep coOBITHS C OUUCTKOHM VEBIl: paszopeaHa CBA3b C OjokaMu GarTapeil U
VBIl: BOCCTaHOBJIEHA CBA3b C BJOKaMM BaTapetr).

JKpaH yBeOMIEeHUN Mo 3NIeKTPOHHOM no4Te

0630p yctaHoBKU. Hcnons3yiite mpotokos SMTP aiist oTiipaBku cOOOIICHUH 3JICKTPOHHOM ITOUTHI CPaszy
YEeThIPEM TOTYYaTEeNISIM ITPU BOZHUKHOBEHUN COOBITHSI.

YToOBI UCITONB30BATh q)yHKLII/IIO OTIIPABKH 3JICKTpOHHOI>i II0YTHI, HCO6XO,[[I/IMO 3a4aTh CICAYIOIIMEC IIapaMETPhI:

* |P-ampeca nepBuuHOTro 1 (He0Os3aTEIBHO) BTOPUYHOTO cepBepa AoMeHHbIX uMeH (DNS).
(Cwm. paznen «Dxpan DNS»)

* |P-aapec wm ums DNS s napamerpoB Cepsep SM TP u Ajnpec otnpasurteis.
(Cm. pasnen «Cepsep SMTP» narnee)

* Anpeca 3NIEKTPOHHOM MOYTHI IS YETBIPEX MoTydaTesell (MakCuMyM).
(Cm. pasnen «Ilomyyarenu 37eKTPOHHOMN MOYTHI»)

CepBep SMTP.

MoO’KHO MCTIOIB30BaTh 3HAYCHHUE Aﬂpec noJjyvaredis mapaMeTpa mnoJjgay4varesan 1t
OTIIPpaBKH SHGKTpOHHOﬁ ITOYTHI HAa TEKCTOBBIN 9KpaH.

MyTb: KoHdurypauusa > YBegomneHue > dnekTpoHHas noyrta > CepBep

Ha 3ToM sKpaHe yka3aHbl IEPBUYHBII 1 BTOPHYHBIN cepBepbI (cM. pazaen «Jkpan DNS») u crenyrorie moss:

Mone OnucaHue

Kondurypanus ucxoasimei moursl

Conepxanne ot OT B COOOMCHUAX MEKTPOHHOH 1mouTh! otnpasisercs [ICY:
* B popmare nonvzosamens@ [IP_aodpec] (ecmu |P-anpec ykazan kak JlokanbHblii cepsep
SMTP)
Anpec
oTNpaBHTest * B dopmare nonvszosamens @oomen (ecmu ckoudurypuposad DNS, u umst DNS ykazano kak
Jloxaneusrii cepeep SMTP) B cOOOIICHUSIX SIEKTPOHHOM! TOYTHI.

Mpumeyanne. Jlokansubiit SMTP-cepBep MOXeT MOTpeOOBATh YYETHYIO 3alUCh CepBepa s
3aMaHus JaHHOW HAacTporku. CM. JOKyMEHTAIIHIO CepBepa.
Anpec |Pv4/ IPv6 wnu umst DNS nokansraoro cepsepa SMTP.

Cepsep SMTP IIpumeuanue. I1oT mapameTp TpebyeTcs OMIPENIEIATH TONLKO B TOM CIIyHae, eCiu /sl 1apaMeTpa
Cepgep SM TP ycranosneHo 3Hagenue Jlokxaabublii. CM. pasnen «[lomyyarenn aneKTpoHHOM
TIOYTHD»

AyTeHTH(pHUKAHSA Brurtounte 3TOT mapametp, eciu cepBep SM TP tpedyeT ayreHTH(DUKAIIH.

Iopt Iopr SMTP o ymonuanuto — 25. AnsrepraruBubie nopthsl: 465, 587, 2525, 5000-32768.

Nwmsa

noJib30BareJis/ .

Mapous/ Ecnu nouToBslii cepBep TpeOyeT ayTeHTH(HUKALUY, YKOKUTE 3/1€Ch UM [T0Ib30BaTeNs 1

P naposib. TakuM criocoboM OyaeT BBIIOIHATHCS MpOocTeiinas ayreHThduKanus, Ho He SSI.

IloaTBepauTH

napoJib

JlonmoJHUTEJIbHO
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Mone OnucaHue

* Huxorna. Cepep SMTP He TpeOyer 1 He nonAep)KUBaeT muppoBaHue.

e Ecam mognepsxusaercs. Ceppep SMTP o0bsiBnsieT o moguepxxke STARTTLS, HO He
TpeOyet 3ammudposanHoro coenuHerns. Komanna STARTTLS ornpasisiercst mociie mogaqn

Hcnonb3oBarb OODBABICHHUS.

SSL/TLS e Beerna. Cepeep SMTP 11pu ycTaHOB/IEHUHU COEIMHEHUS TPEOYET OTIIPABKM KOMAH/IbI

STARTTLS.

* Hesino. Cepep SMTP nmpurumMaet Tonsko 3ammudpoBaHHbie coequHeHns. CooOrienue
STARTTLS He otmpasisieTcst Ha cepsep.

OToT napaMeTp HYKHO BKIIIOYUTH TOJIBKO B TOM CJIy4ac, €CJIM MMOJUTHKA 3alllUThl OpraHu3aliun

Heo0xonum

eobxon " HE pa3pellaeT ycTaHaBIMBaTh sIBHbIC J0BepeHHble coennHenus SSL. Eciu atot napamerp
KOpHeBOii . . M

OpHEBO BKJIFOYEH, JICHCTBUTEIbHBIN KOPHEBOH cepTH(UKAT CepTH(GUIMPYIOIIETro OpraHa JI0JKeH ObITh
cepTu(uKar 3arpyxeHt B IICY s mmgpoBaHus OTIPaBIsEMBIX COOOIIEHHH IEKTPOHHOM MOYTHI.
cepTU(PUKALUOH-

Ipumeuanne. daitibl KOPHEBBIX CEPTUPHUKATOB CEPTHHUIMPYIOLIETO OpraHa JOIKHEI UMETh

HOT0 Oprana
pacIIUpeHus, HaYMHAoIIHKeCs ¢ «.C». Hampumep, «.Cer» u «.Crt».

JlanHOE 1oJIe 3aBUCUT OT KOPHEBOTO cepTudHKaTa cepTuULNPYOLIEro OpraHa,
HNmsa daiina ycranoBneHHoro Ha [ICY, a Takke oT Toro, TpedyeTcs 1 KOpHEeBOH cepTuuKaT
cepTu(GUIUPYIONMIET0o OpraHa.

Mony4yaTtenu aNeKTPOHHOMN NOYTbI.

MyTb: KoHdurypauusa > YBegomneHue > AnekTpoHHas noyrta > NMony4yatenu

YKaKuTe 10 YETHIPEX MOTydaTeNIeH AIeKTPOHHOM MOUThI. [|JIsl HaCTpOMKK mapaMeTpoB MEIKHUTE uMs. CM.
takxe pazaen «Cepsep SMTP», mpuBeneHHsbIi1 BoILE.

Mone OnucaHue
Co3nanue
COO0IIEeHUS .
. | Bxmouaer (1o yMOJTYaQHHIO) HJIHM OTKJIFOYAET OTIPABKY SJICKTPOHHOM IOYTHI ITOy4aTelio.
3JIEKTPOHHOI
HOYTHI
VM3 mosp30Batelis ¥ JOMEHHOE MMS Nomydaress. UToOb! HCIIONIb30BaTh aapec A1 yBeIOMICHHS Ha
HenpKep, 3a1aiTe aipec 3IEKTPOHHOM MTOUTHI HUII03a NEUHKEPHON YUETHOH 3alKCH [10JTy4daTelis
(mammpumep, myacct 100@kyt el . con). Coobiuenre OyaeT reHEpUPOBATh HIII03 MEHIKEPA.
Anpec »
110.1? warenst UroOs! oboiiTi nouck DNS IP-agpeca noutoBoro cepsepa, B ckoOkax ykaxure |P-anpec BMecTo
y HMMEHH IOMEHA dJICKTPOHHOM MOYTHI, HAPUMEP, UCTIONB3YiTe jSMith@[XXX.XXX.X.XXX] BMeCTO
jsmith@company.com. Dto moje3Ho, koraa mouck uMeH DNS paboraet HempaBUITBHO.
Hpumeuanne. [leiimxep momryyaress JOIDKEH MOAAEPKUBATE pabOTy ¢ TEKCTOBBIMHU COOOIIICHUSMU.
Dopvar JnuHHbA hopMaT CONEPIKUT UMS, PACTIONOKEHHE, KOHTAKT, | P-aapec, cepuilHbIil HOMEp yCTPONCTBa,

JIaTy ¥ BpeMsi, Koj 1 onucanue coobIThs. KopoTkuii popmar copepKUT TOIbKO ONUCaHUE COOBITHSI.

BbI6epI/ITC SA3BIK B PACKPBIBAIOIIEMCSI CITUCKE. Bce mucsma 6yZ[yT OTIIPABJIATHCA HA YKa3aHHOM S3BIKC.
S3bIK MOXHO UCIIOIB30BaTh PA3INYHBIC SA3bIKU JIA PA3HBIX rmojb3oBarencii. Cm. pasaei «HO63BJ’I€HI/IC n
N3MCHCHHUEC A3BIKOBBIX ITAKECTOB.
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Mone OnucaHue

BriOepute 0iMH U3 CICAYIOUINX CIIOCOO0B JOCTABKU 3JICKTPOHHON TOYTHI:

e LLocal (Jloxansnsiii). Beibepure 3tot napamerp, eciu cepsep SM TP pacrionioxeH Bo BHyTpeHHEiH
CETH WM HACTPOCH JIJIS Balllero TOMEHA SIEKTPOHHOM ITOYTHI. DTOT PEKOMEH/TYyeMBIii TapaMeTp
o0ecIieYrBaeT OTIPABKY JIEKTPOHHOM MOYTHI C TIOMOILBIO JIOKaIbHOTO cepsepa SM TR Beidop atoro
mapaMeTpa OrpaHUYHBAET 3aJCP)KKH, OTKa3bl CETH U MOBTOPHYIO OTIPABKY YIEKTPOHHOM MOYTHI.

[Tpu BEIOOPE JTIOKAJILHOTO 3HAYCHHUS HEOOXOIUMO TAK)KE BKIIIOUUTH IEPECHUIKY Ha cepBepe SMTP
YCTPONCTBA U HACTPOUTH CHEIMATIBHYIO BHEIIHIOK YUETHYIO 3alUCh IS MOTYy4EeHUS
NepechUIaeMOoi AIeKTPOHHOM TouTHI. [lepes; BHECEHNEM 3THX U3MEHEHHUI 00paTuTeCh K

Cepsep agMuHHUCTpaTopy cepepa SMTP.

ITpumeuanmne. JlokanbHbI cepBep MOYKHO HACTPOUTH Ha 3kpaHe «Cepeep SMTP».

e [Toayuarens, C ucnonp3oBanueM SMTP-cepepa nosyuarens. [ICY BbInoiHsSeT MOUCK 3amucu
MX B ajipece 3J1€KTpOHHOM ITOYTHI MOTyYaTelisi U UCTIOb3YET MOIYyYSHHYIO HH(POPMAIIUIO B
kagectBe cepBepa SMTP. Coolbienne eKTpOHHOM MOYTHI OTIPABISIETCS TONBKO OWH pas,
MIOTOMY OHO MOXKET OBITB IIOTEPSHO.

e [lonb3oBarenasckuii. JlTaHHBIN apaMeTp MO3BOJIAET KaXI0MY I10Jy4YaTellr0 JIEKTPOHHOM 10YThI
UMeTh COOCTBEHHbIE HACTPOWKHU cepBepa. DTH HACTPOHKH 3aBUCST OT MTPOLIEAYPHI B
BHILIETIpUBEICHHOM paszeiie «Cepeep SMTP».

Ceptudmkarbl SSL aneKTPOHHOM MOYTHI.
MyTb: KoHdurypauua > YBegomMmrneHue > AneKTpoHHas noyrta > Ceptudumkarbl SSL

3arpyska ceprudukara SSL anexrponnoit mouts! Ha [ICY obOecrieunBaeT MOMOIHUTENLHYIO 3amuTy. Daiin
JIOJDKEH MMETh pacliupeHue . crt wiu . cer . B mo0oii MOMEHT MOXKHO 3arpy3uTh JI0 MATH (haiilyioB.

[Tocne ycraHOBKHM CBelleHHs O cepTH(UKaTe 0TOOpakaroTCs B 3TOH obnacTu. [ HeAOMyCTUMOTO
cepruduKaTa BO BCeX MOJISX, 32 UCKIIOYCHUEM HMEHH (aiiia, 0ToOpa)kaeTcs 3Ha4eHHe «H/ 1.

Ha stoMm skpane MoxHO ynaiauth ceptudukarsl. JIoOble momyJaTeny 3MeKTPOHHON MTOYThI, UCTIONB3YIOIIHE
ceptuuKar, TOHKHBI OBITH BPYYHYIO I3MEHEHHI [Tl YIAJIEHUS CCHUIKH Ha TaHHBIA CEpTU(HUKAT.

Tectn poBaHue 3.l'|€KTpOHHOI71 MOYTbI.

MyTb: KoHdurypauusa > YBegomneHue > dneKTpoHHas noyrta > TectupoBaHue

[Mocklmaet TecToBOE COOOIICHNE YKa3aHHOMY ITONYYaTelto.

JKpaH nony4vyarenen cuCTeMHbIX npepbiBaHun SNMP
Mony4yaTtenu npepbiBaHUN.

MyTb: Kondurypauusa > YBegomneHue > MNpepbiBaHusa SNMP > lNonyyaTtenu npepbiBaHUN

C IMOMOUIBIO PEPBIBAHUA IIPOCTOI'O ITPOTOKOJIA YIIPABJICHUA CETHIO (SNM P) MOXHO IIOJIy4aTb aBTOMaTH4CCKUC
YBEAOMJICHUA O BAXKHBIX cooniTuax UBII. Dto CpE€ACTBO UCIIOJIB3YCTCA NJI1I MOHUTOPUHIA yCTpOfICTB B CCTH.

[Mony4aTenu mpepbiBaHuil oToOpaxaroTces mo 3HadeHuro vt | P-ajgpeca/xocra NM S, rme NM S o3Hauaer
CETEBYIO CUCTEMY YIIpaBJieHUs. MOXKHO HACTPOUTD A0 LIECTH MOJTydyaTenell mpephIBaHUM.

UYrtoObl CKOHPUTYPHUPOBATH HOBBIN MPHUEMHUK NPEPBIBAHHUMN, METKHUTE MYHKT /[00aBUTEH moJyuareis
npepsiBannii. YToObl H3MEHUTD WU YIAJTUTh OHO U3 3HAUYCHUH, mieTKHUTE ero |P-anpec wim uMs xocra.

[Ipu ynanenuu nosyuarens NpepbIBaHUH BCEM IapaMeTpaM OIOBEIEHHs, HACTPOCHHBIM B pazziesne
«Kon¢urypupoBanue qeicTBUHA 1J1s1 COOBITUI» AT YAAISEMOTO TOTydYaTeisi PEephIBAHUH, TPUCBAUBAIOTCS
3Ha4Y€HUs 10 YMOIYaHHUIO.

Bri6epure nepekimodarens SNIM Pv1 mmu SNV Pv3, aTo0s! ykaszats tum npepbiBanus. YtoOsr cuctema NMS
MOIJIa MOJTy4YaTh 0Ha THIA PEPhIBAaHNH, HEOOXOIMMO OTAENIBHO HACTPOHTh uist nanHod NM S nByx
HoJTy4aresel IpephIBaHuM, 10 OAHOMY Ha KayKIbIH TUI MPEPHIBAHMUS.
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Mone OnucaHue

Co31aHne CHCTEMHOI0 Bxurouenue (10 yMOITYAHUIO) WITH OTKITFOUEHHAE CO3MaHUs TPEPHIBAHUS ISl JAHHOTO
npepbIBaHUsI TTOJTyYaTelIs IpephIBaHAH.

Brrbepure onyH U3 3THX ABYX THIIOB TeHEPALNH MPEPBIBAHUM I KaXKIOTO
CO3[1aBacMOTO MIPEPHIBAHHS.

Oyukuus Powernet agantuposana s Schneider Electric u compeput MHOXECTBO
JIOTTOJTHUTEIBHBIX TIEPEMEHHBIX B COOTBETCTBHH CO CIICIM(DHUKON POLYKIIUN
xommnanun. RFC1628 — sto obuias craniapTHas 0a3a ynpasisoneid nHbpopMaun
(MIB) mist yerpoiicts UBII.

TI'enepauusi npepbIBaHUI
Powernet M1B/

RFC1628
Ipu ucnons3oBaruu 6a3p1 RFC1628 MIB Taxske MOKHO HCIIONIB30BaTh TPU

usBereHns o codpitisax RFC1628 (cm. «KoudurypupoBanue AeHCTBHI 115
coObITHIT»). VX UCIIONB30BaHUE TTO3BOISIET N30€KaTh HEOOXOMMOCTH HACTPOUKH
n3Bewennit Bue cpenpl [ICY, cm. RFC1628 MIB.

Anpec |Pv4/ |Pv6 mnu uMs X0cT-y31a JaHHOTO IPHEMHHKA TIpepbIBaHuil. 3HaUCHHE

Hms | P-agpeca/xocta NM S o
o ymomyanuto (0.0.0.0) ocraiseT moyuaress NpepbIBAHUI HEOPEIEICHHBIM.

BI)I6€pI/ITe SA3BIK B PACKPBIBAIOIIEMCA CITMCKE. OH MOXXET OTIINYAThCS OT S3bIKa

SI3bIK . o .
uHTepdeiica Moap30BaTeNs U A3BIKOB IPYTHX MTOydaTelel mpephIBaHuH .

Wwmst cooObriiecTBa: MM HCIONB3yeMOE B KaueCTBE HICHTH()HUKATOPA IIPH OTIPaBKe
npepsiBanuii SNMPV1 Ha maHHBIA IPHEMHUK.

SNMPV1 Aytentudukanus npepbiBanuii. Korja 3Tot mapamerp BKIHOYEH (10 YMOITYaHUIO),
cucreMa NMS, onpezresieHHas ¢ TOMOIIBI0 IMEHH XocTa win | P-anpeca, Oymet
OJIy4aTh IpephIBaHus ayTeHTH(GUKanuy (pepeIBaHus, C(HOPMUPOBAHHBIE
HEIEHCTBUTEILHBIME IIOIBITKAMH BXOJ[a Ha 3TOM YCTPOHCTBE).

VM monb30Batess: BEIOEpUTE HACHTU(DHUKATOP IPOQHIIS ITOJIB30BATEIs U1 JAHHOTO
SNMPv3 nonyuaress npepbiBanuii. Cm. Taxke «[Ipoduim nons3oBareneii» B pazaene
«Qkpansl SNMP»,

JKpaH TecTupoBaHuUA npepbiBaHMn SNMP
MyTb: Kondurypauusa > YBegomneHue > MpepbiBaHna SNMP > TectupoBaHue

[Tocaeanuii pesyiasrar TecTuposanusi. Pesynsrar nocneanero tecta npepbiBanus SNMP, YenemHslit Tect
npepbiBanust SNM P moareepskaaeT ToIbKO TO, YTO MPEephIBaHKE OBUIO OTIPABIECHO, HO HE IIPOBEPSIET €T0
MOJTy4eHHe BEIOpaHHBIM MOJTydaTeneM npepbiBaHnil. CYuTaeTCs, YTO TECT NPEPhIBAHMN 3aBEPIICH YCIEIIHO,
ecJIi COOMIOICHBI BCE U3 IEPEUNCIICHHBIX YCIOBU!

* Ha nannom ycrpoticte noctynna onHa u3 Bepcrit SNMP (SNMPv1 v SNMPV3), HactpoenHas s
YKa3aHHOTO TIOJTy4aTesIsl IpephIBaHuUi.

e Tlonmyuyarens npepbiBaHUN BKIIIOYEH.

* Eciu uMs XocT-y311a ykas3piBaercs B mojie aapeca K, naHHOe UMsi MOXeT ObITh 3aMEHEHO Ha
nercTBUTENpHBIN | P-amapec.

K. Beibepurte | P-agpec wiu uMst XocTa, Uit KOTOPOTo OyAeT OTIPaBICHO IMpoBepouHoe mpepsiBanue SNMP.
Ecnu monyvarens npepsiBaHHs HE HACTPOCH, 0TOOPakaeTcs CChIIKA Ha SKpaH KoHurypamuu Iloayuarens
npepsiBanuii. CM. BBIIICTPUBEICHHBIN pa3aen «JKpaH MojydaTesiell CHCTeMHBIX npepbiBanuii SNM P».

MenmxuHr (Tonbko Ansa nnatbl AP9635)

I[ICY AP9635 NMC moskeT npefocTaBisTh yBeaomiieHus o coobiTusix UBII mo BcrioMorarensHOMy KaHay,
Habupas HoMep neixepa B ciydae coobrtus VBII. Ecnu npu BKIIOUEHHOM MEWHKUHTE BEIOpaH MapaMeTp
AmnanoroBsii pexum, miarta AP9635 coobiaeT o coObITHH Ha TICiKep B clieayromieM Gopmare:

[ MmenTudmxaTop obwextal [ mpobesn| [ Koo coberrus]
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Hanpumep, eciu UBI1 Ha 00bekTe ¢ nnentudukaropom 17523658 coodmaer o codbrtnu MBI, nis kotoporo
HacTpoeH koA 1, Ha meiikepe 0ToOpa3uTCs ClIeayolee COOOeHHeE:

17523658 1

B crnepyromem npuMepe nokazaHa TUIIWYHAS TOCIEA0BATENFHOCTL COOBITHI B X0i€ COO0sI B BIIEKTPOCETH,
korga [ICY AP9635 nactpoeHa Ha MEHIKUHAT B peKUMe AHAJIOTOBBII PEKUM:

1. TIpoucxomut c6oii B anexTpocHadxkenun: UBII nepexoaut Ha muTanue ot 6atapeu
2. Tlnara mepegaet KOMaHAHYIO CTPOKY MozeMa

3. Ileimkep oroOpaxkaeT naeHTuGpuKaTop 00bekTa 1 Koja coobiTus it UBII, padoraromiero ot
O0arapeu

4. 3BnexrpocHabxkeHne Bo300HOBIAeTCA: VBII mepexomuT Ha MATaHWE OT CETH

5. Ilmarta mepegaeT KOMaHIHYIO CTPOKY MoIEeMa

6. Ileimkep oroOpakaeT uaeHTU(PUKATOP 00BHeKTa U Ko coobiTus it UBII, padoraromiero ot ceTn
MenmxuHr — obLan HacTpouKa.

MyTb: KoHdurypauus > YBegomneHue > MNenmxmnHr > O6wan HacTpomka

Hcnonp3yiiTe mapameTphl B MeHIO «O011as HacTpoiHKa», 9ToObI HACTPOUTH TCHIKUHT.

IToae Onucanune

UYucnoBoii naentndukarop | 8-3HauHbIN yMcia0BON naeHTH(UKaTop noakitodenHoro MBI, coobuiaemslii o
00BeKTa e pKepy.

OmnpenensiemMas OIb30BaTeIeM CTpoKa, uaeHTHGuuupytomas MBI, mura
HACHTU(HUKAIIMOHHOTO HMCHH 00bEKTa HE JOJDKHA IpeBbimars 30 CHMBOJIOB. JTa
GbyHKIHS T0CTyIHA TONBKO 1itst ipotokosia TAP (Telelocator Alphanumeric Protocol).

WnentndukannoHHOe UMst
o0beKTa

Bribepure unentngukarop MBI, koTopsIii OyaeT oTIpaBiIsATECSA B COOOIIECHUH
neumxepa:

e | P-anpec. IP-agpec IICY B UBII, Ha KOTOPOM IIPOU3OIILIO COOBITHE.

e Unst xocta. Ums xocra [ICY B UBII, Ha koTopoM mpou3onuio coobitue. CM. pasmern
«Oxpan DNS» na ctp. 53.

* Umst cucremel. ms cuctemsr MBI, Ha KoTOpOM Npon301uI0 COOBITHE, KaK
omnpezeneno Ha [ICY. Cwm. pasnen «Okpan DNS».

Pexum unentudukaropa
o0beKTa

* Yncaoroii uaentudurarop oosexrta. Yucnosoit uaenruduxarop UBIIL.
Cw. paznen «HucnoBoit naeHTH(HUKaTop 00bEKTa».

* Hazpanne o0bexta. Onpenensemas oib30BaTeNieM CTPOKa, HICHTHOUIUPYIOas
UBII. Cwm. paznen «MnentudukaunonHoe uMs 00bekTa» Ha cTp. 65.

MenmXuHr — nony4arenm.
MyTb: KoHdurypauusa > YBegomneHue > Mengxumur > Mony4yatenwm
]_LICJ'IKHI/ITC KHOIIKY ﬂOﬁﬂBllTl) nmojay4areJis, IIT06I>I HACTPOUTH IMOJIb30BATCIIA, KOTOpLIﬁ 6y,Z[CT oJIy4arhb

cooOmieHus neimkepa. MoxxHO 100aBUTH 10 YeThIpex monydareneil. [llenknure umst nmoiayvarens, YTo0bI
HU3MEHUTH €70 HACTPOUKH.

ITose Onucanmne

OnpenensiemMasi MOJIb30BaTEIEM CTPOKA, WACHTU(ULMPYIOLIAs TOYyYaTesIst ITeHIKHMHIOBBIX

Hazsanue .
coobmiennit. Jnuna orpannyena 20 CHMBOJIaMH.
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IToJse

Onucanne

Hoctyn

Vcranosure (1)J'Ia)KOK, 4TOOBI BKIIFOYUTE Heﬁﬂ)KI/IHF JUTA TTOJTy4aTesis. CHumMuTte (1)J'Ia)KOK,
YTOOBI BEIKIIOYUTH HCﬁﬂX(HHF JJI TOJIyvdaTceJis.

AHaJOTOBBIN pPeXUM

BriOepuTe aHATOTOBBIN PEXKUM JUISI CBSA3H C MEHIKEPOM TOIyYaTeNs 10 aHAIOTOBOM
TeneOoHHOH TUHUA. AHAJIOTOBBIE EHIKUHTOBEIC COOOIICHHS COCTOST TOIBKO U3 mHP.
Hacrpoiite cienyromine 31eMEHTHI:

. . Ctpoka CHMBOJIOB, KOTOPYIO IIaTa OTIIPABIISET HA MOJIEM AJIsl CBSI3U
¢ nermxepom. CTpoka s Habopa T0IHKHA NMETh JIJTHHY MeHee 62 CHIMBOJIOB H
COJIEPIKaTh CIEMAYIONTNE SJICMEHTHI:

— Howmep Tenedona neitmxepa.

— JltoOble KoMaHIbI MOJIEMA, HEOOXOAMMBIE JJIsl TAKUX 3a/1a4, KaK
CUHXPOHU3ALNS, OKUIAaHHE T'YIKa, JOCTYII K BHEIIHEH TeneOHHOM JIMHUN U
npenocrasienune PIN-koxa neiimxkepa.

. . CuMBoOJ1, KOTOPBIH TPEOYeTCs] KOHKPETHOMY TEHKEPY /sl OTOOpasKEHUS B
KauecTBe Mpolerna, pa3ieNsIoero HieHTuGpuKaTop o0bexTa 1 Koxt coObITHs. Beibepure
OJIMH U3 CIEAYIOIIUX CHMBOJIOB: *, @, # 1 OTCYTCTBHE CHMBOJIA.

. . OT OZIHOTO JI0 IECSTH CUMBOJIOB, IPHCOCANHSEMBIX K CTPOKE Habopa.
Hcnonb3yiiTe KOHEYHYIO CTPOKY, €CIIH CITyk0a NEeHIDKIUHTa UIMEET MEHIO JUTS IPOBEPKH
ocTaBJeHHUs cooOieHuit. [Lara 100aBmseT TOUKy ¢ 3amsToii (;) mocie KOHEYHO! CTPOKH,
YTOOBI OTKIIIOYHUTECS OT MOZIEMa M BEPHYTB €T0 B KOMAH/IHBIIN PEKHM.

. . YcTaHOBUTE
(hnakoK, YTOOBI Pa3pEIIUTh OTIIPABKY KOIOB COOBITHI YIIPaBIICHHUS MO JOTIOIHUTEIEHOMY
KaHaiy Ha nefimkep. Cm. paznen «CoOsitus VB, HHAITMHPYIOIINE OTIPABKY
MW PKUHTOBOTO cOOOIIeHms» Ha cTp. 71.

Pexum TAP

Bei6epure pexxum TAP 11s1 CBSI3H € TIEHKEPOM TOTy9aTeNs ¢ TIOMOIIBIO TPOTOKOIA
Telelocator Alphanumeric Protocol. Ileiimkunrossie coobuienus TAP MOryT BKIHOYaTh
TEKCTOBBIE cooOIeHus. HacTpoiite ciemyronue 31eMeHTHI:

. . Berbepure oneparopa TAP, xoTopsrii Oynetr o6padaTeIBaTh COOOLIICHHE.
HNudopmanuio o HacTpolike apaMeTPOB, CBA3aHHBIX ¢ oneparopoM TAP, cM. B paznerne
«lleliUHT — orepaTophI» Jajee.

. . Homep nieiimpkepa, Ha KOTOPBIH OTIPABISIOTCS COOOIICHUSI.
Hekoroprbie onepaTopsl Takke TpeOYIOT Ko pernona. O0paTUTeCh K OIeparopy,
4TOOBI Y3HATH €r0 TPEOOBAHUS.

MenmxuHr — onepartopbil.

MyTb: KoHdurypauusa > YBegomneHue > MNengxumur > OnepaTtopbl

Hcnonw3yiite crneayroniye napaMmeTpsl AJisi HACTPOUKHU MEeUKWUHTOBOTO TEPMHUHANIA WIIA OTlepaTopa
TEJIEeKOMMYHHUKAIIMOHHBIX YCIIYT, KOTOPBIH OyaeT 00padaTsiBaTh e KUHTOBBIE coodmienns. [{enkanTe

i 4TOOBI UBMEHUTH €ro HaCTpOfIKI/I, NJIK MICJIKHUTE , YTOOBI

HAaCTPOUTH HOBOT'O Omeparopa. MoxxHO HAaCTPOUTH OO0 YE€TBIPEX ONECPaTOPOB.

ITose Onmncanme
Hasarme Omnpegensiemast TOJIL30BATENEM CTPOKA, HACHTUHUIUPYIOIas oneparopa TAPu
nMmerommas JuHy 10 20 CHMBOIIOB.
Homep neituknHroBoro TepMHHANA WK ONIEPaTopa TeICKOMMYHUKAITHOHHBIX
Habparb cTpoky YCIIYT, KOTOPBIi OyeT 00padaThIBaTh MEHKMHIOBOE COOOIICHHUE AJISI OTIPABKH

€ro MmoJry4areiito.

[TpoBepka yeTHOCTH

VYeraHOBHTE YETHOCTH JaHHBIX COOOIIEHNS — YET HUIIH HEYET, YETHOCTD JTO/DKHA
COOTBETCTBOBATh XapaKTepucTukaM orneparopa TAP. 3HaueHHe 1Mo yMOIYaHUIO
— «YeTHEIN».

Butel naHHBIX

YcTaHOBUTE KOJMYECTBO OMTOB TAHHBIX / WII 8 B COOTBETCTBUH C
XapakTepucTukamMu oneparopa TAP. 3HaueHue 1Mo ymMordanuo — 7.
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MenoXxXnHr — TecTMpoBaHume.
KoHdurypauusa > YBegomneHue > MNenpgxuur > TectupoBaHue

HpOBCpLTC 06H_II/IC HaCTpOﬁKH, HaCTpOfIKM MOJTy4YaTeiid v OIieparopa, OTIIPaBUB TECTOBOC COOGH.[CHI/IG TOJTy4aTeIto.

Iose Onucanue

Ilocnennuii pesynprar

Pe3ysbrar oTIpaBKH MOCASIHETO TECTOBOIO MEHIKUHIOBOTO COOOIIICHUS.
TECTUPOBAHUS

BI)I6€pI/ITe nojy4dareis, KOToOpoMy H€06X0ﬂI/IMO OTIIPAaBUTb TCCTOBOC

OTnpaBUTh MOIH30BATEIIO
CcOOOIIIEHHE.

BBe,HI/ITC TECTOBOC COO6H.[CHI/IC JUJIA OTIIPABKU MMOJTYy4aTeIIro. I[J'II/IHEI COO6H_ICHI/I$I

ITpoBepuTh coobIIeHNE
poBep m orpanndeHa 160 cumBomamu.

Cob6biTna UBI, nHnuunpytowme oTnpaBKy NeNmKUHIoBOro coobLeHus.

B cnenyroreit Tabmiie mpuBeASHBI KOIBI COOBITHI TIE/PKUHTA ¥ X HACTPOMKHU 10 yMO4aHuro. Kompl o
YMOJTYaHUIO OTIIMYaroTcs B 3apucumMocty ot UBIT. Mudopmarmio o ToM, Kak HACTPOUTH TAPAMETPHI OTIPABKH
MICHPKUHTOBOTO COOOIIICHHUS TSl COOBITHS, CM. B paszene «[lapameTpsl yBenoMIIeHH» Ha cTp. 64.

Homep Hacrpoiika Onucanue
VBIl paboTaeT O
12 p raeT oF UBII paboraer ot O6aTapen nu3-3a Mpo0IieM B SHEPrOCHAOKCHHUH.
BaTapeun
13 Coor sHeprocHabxenus/ IMpownzomen cooit B sueprocuadxkenun, MBII paboraer ot 6arapew,
BaTapes paspsxeHa a OHa IIOYTH pa3psDKeHa.
14 VIBIl BEIKJIOUEH WBII Ob11 BEIKITIOUESH ITO KOMaH/IE FITH M3-3a2 HU3KOTO 3apsijia OaTapen.
WBII nepexmrounics Ha MATaHUE OT CETH MOCe MTUTaHUs OT Oarapew,
15 UBIl paboTaeT OT CeTu
paspsiia 6arapeu WK BHIKITIOUYCHHS.
16 3aMeHuTe 6Garapen WBII nomaeT curuaji TPEBOTH O 3aMEHE Oaraped.
17 Cboit UBII WBIT oOHapyxul BHYyTPEHHHI COOM.
18 lloTepsHa CBA3b C UEBII Css3b ¢ UBII HapyieHa.
19 Bamnac/ neperpyska UBII paboTaet B pexxuMe Oaiiniaca WK IeperpysxeH.
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MeHio «O0Lwme»

B naHHOM MEHIO MpeNCTaBICHBI Pa3IUYHbIC SIEMEHTHl KOH(QUTypalnH, BKITI0Uas HACHTUDHUKALIUIO
yCTPOMCTBA, JaTy ¥ BpeMsl, SKCIIOPT U uMNopT KoHurypauuu [ICY, Tpu cChUIKM B HIKHEH YacTh dKpaHa U
000011IeHHbIEC JaHHBIE I IOUCKA U YCTPAHCHUS! HEUCTIPAaBHOCTEH.

AkpaH «NpeHTUdUKauna»
MyTb: KoHdurypauusa > O6wme > UpeHTudmkaums

Vkaxwute 3Ha4eHust 1711 mapameTpoB Vst (ums cuctemsl [ICY; em. pasnen «Okpan DNS»), Pacnonoxenne
(dbusmueckoe pacnonokenue) u Konrakt (OTBETCTBEHHOE JIMIO). DTH JaHHbBIC HCIONB3YIOTCS CICTYOIUMHU
KOMIIOHEHTaMHU:

* Arent SNMP matsl ceTeBoro ynpasieHus
e StruxureWare Data Center Expert nu EcoStruxure I T

Hanpumep, mone uMeHH ucnob3yeTcs uaeHtuukaropamu oobekros (OlID) sysName,
sysContact u sysL ocation B areate SNM P munatsl ceteBoro ynpasieHus. J[OMOTHATENBHYIO
nHpopmanuio 06 naeatudpukaropax MIB-I1 OID cm. B «CipaBoyHOM PYKOBOICTBE K 0aze
ynpasnenus uadopmanueit (MIB) mpotokona PowerNet® SNM P» Ha Be6-caiite

AKpaH aatbl U BpeMeHMU

Pexunm.

MyTb: KoHdurypauua > Obwue > [lata/Bpemsa > Pexum
3azaet BpeMsl U 1aTy, Hcnoib3yembie [ICY. Bbl MOXeTe H3MEHHTh TEKYLINE HACTPOMKH BPYUHYO HITH C
MOMOIIBIO cepBepa mpoTokona ceteBoro Bpemenu (Network Time Protocol — NTP):

ITpu KcHonb30BaHUU 000MX KOMIIOHEHTOB BPEMEHH HY)KHO BBIOPATH 4aCOBOI 11051¢, DTO pa3HUI[A MECTHOTO
BPEMEHH C YHHBEPCAIbHBIM KOOparHHPpOBaHHBIM BpeMeHeM (UTC), KoTopoe Takike Ha3bIBACTCS CPEIHUM
BpeMeHeM 1o ['punBuay (GMT).

e Pyunoii pesxnm. BolonHUTE OJHO U3 CAEAYIOMUX NCUCTBUM:
— Bseaute nary u Bpems aid I[ICY uinmn

— ycra”oBute Quaxok llpuvenenne goxansnoro spevenu K, 910051 naTa v BpeMs COBIaIaIH
C KOMIIBIOTEPHBIMU YacaM¥, 1 IPUMEHUTE HACTPOIKH.

o Cunxpoumsuposats ¢ cepsepom NT P, Bosmoxnocts aist NTP-cepBepa (ceTeBoii mpOTOKOI CITyKObI
BPEMEHH) 3a/1aBath JaTy u Bpems [ICY.

[To ymomuanwuro Bce IICY Ha monb3oBarenbckoit cropone StruxuréWare Data Center Expert
MONTy4YaroT HaCTPOUKH BPEMEHH, HCIoNb3ys mporpammy StruxuréWare Data Center Expert B
kadectBe cepepa NTP.

Mone OnucaHue

[Ipu BEIOOpE 3TOTO ITapamMeTpa JaHHbIE OT APYTHX UCTOYHUKOB (KaK
npasuiio, DHCP) mosy4aror npuopuTeT Hajl yKa3aHHBIMU B 3TOM
pasznene Hactpoiikamu NTP.

3a0/10kMpPOBATH PYUYHbIe
Hactpoiiku NTP

HepBuunbiii NT P-cepBep Beemure |P-anpec i momennoe mvs nepsuaaoro NTP-cepsepa.

Beemure |P-anpec wmu ums nomena sropuaroro NTP-cepsepa nipu

Bropuunsbrii NTP-cepsep
HaJIMYHHU TAKOTO CepBepa.

VYkaxwure, kak gacto [ICY Oymet momydars noctyn k cepsepy NTP ms

WnrepBan oonosenus obuoBnenus. Munumym: 1; Maxcumym: 8760 (1 rom).
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Mone OnucaHue

Hemenjiennoe o0HOBJIEHHE

3amyckaeT MOMeEHTaIbHOE 00HOBIIEHHE 1aThl 1 BpeMenu 1o NTP-cepsepy.
naHHbIX Tpu momomu NTP Y P PBCPY;

I'Iepexon Ha neTtHee BpemMs.

MyTb: KoHdurypauua > Obwue > [lata/Bpems > lNepexon Ha neTHee Bpemsi

ITo ymonuanwuro nepexon Ha jetHee BpeMs (DST) BoikitoueH. MOXHO BKJIIOYUTH TPATUIIMOHHBINA TIEPEX0]] Ha
nerHee Bpemsi CILIA (DST) wnu BKIIOYUTD M HACTPOUTH COOCTBEHHOE MOSICHOE JISTHEE BPEMsI B COOTBETCTBHU
C MECTHBIMH ITPAaBUJIaMH YCTaHOBKH JIETHETO BPEMEHHU.

IIpu HacTpolike nepexona Ha JIETHEE BpeMsl CUCTEMA TIEPEBOAMT Yachl BIIEPE HA OJIUH 4aC IIPU HACTYIUICHUU
BPEMEHHU U JIaThl, yKa3aHHBIX B none [lyck, 1 Ha OMUH Yac Ha3a/ NPpH HACTYIJICHUU BPEMEHH U AaThl,
YKa3aHHBIX B 0JI€ 3aBepIINTh.

* Ecnu MecTHOE eTHEe BpeMs BCETIa HAUMHAETCS U 3aKAaHUYMBACTCA B Yemeepmylii ACHb HEEIH
OTpeIeIEHHOTO Mecsiia (HalpuMep, B U€TBEPTOE BOCKpECeHbe), BriOepuTe mapamerp UerBepThlii/
nocjaeqnuii. Eciay B 3TOM MecsIie HaCcTynaeT MmiToe BOCKPECCHbE, HEOOXOIUMO TaK:Ke BHIOPAThH
mapamerp UeTBepThlit/mocaeHMii.

* Ecnm MecTHOe JieTHee BpeMs BCera HAUMHACTCS U 3aKaHYMBAETCS B HOCIeOHUU, YETBEPTHIN WK
IIATHIA JEHb HEETH OIPENEIIEHHOTO MeCAIa, BeIOepuTe mapamerp IIaThiit/mocaeqnmii.

Co3agaHue n MNopT HaCTpoeK ¢ nomMoLybio dpanna KoHcpurypaumm
MyTb: KoHdurypauus > O6wue > Pann koHPUrypaumm nonb3oBarens

C moMoIbko 310 QYHKIIMH MOXKHO YCKOPUTD U YIIPOCTUTH KOH(PUTYPAILIHIO HOBBIX YCTPOHCTB C IIOMOIIBIO
MOBTOPHOT'O MCIIOJIb30BaHMS CYIIECTBYIONIMX HacTpoek. [lapamerp O1npasnth HCHOIb3yeTCs IS epeIadn
JaHHBIX KOH(QHUTIypanuu B 9TOT HHTepdeiic, a mapamerp 3arpy3uTh UCTIONB3YESTCs s Iepeiadn TaHHbBIX U3
aToro uHTepdeiica (Ui MOCIeIYIONIEro UCIOB30BaHKS IPU HACTPOIiKe Apyroro uurepdeiica). Ilo
yMoganuro (aitn umeer ums config.ini.

Wudopmanmro o 3arpy3ke U n3MeHeHnH (aiina HacTpoeHHoi [ICY cM. B pazzaene «DKCIOPT
napamMeTpoB KOHPHUTYpauu».

OKpaH KOHhUrypupoBaHUA CCbISIOK
MyTb: KoHdurypaumsa > O6wwue > BbicTpble CCbINKK

JlaHHBIN TTapaMeTp UCTIONB3YeTCs JIsl MPOCMOTpa U u3MeHeHus ccbliok URL, oToOpakaeMbIX B HIKHEH
JIEBOM 4acTH KaKAOTO IKpaHa uHTepdeiica.

I[JISI N3MCHCHUSA CCBIJIKU IICJIKHUTC Ha3BaHUC CCBIJIKU B CTOJI6He Mmsi. MOXXHO BOCCTAaHOBHTH 3HAUCHUS T10
YMOJIYaHHUIO CCBUIOK, IICJIKHYB 2JICMCHT BoccTaHoBJIeHBI HZICTpOﬁl\‘H Mo YMOJT4YaHUIO.
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XXypHarnbl B MeHK KOH(urypauumm

MyTb: Kondurypauusa > XKypHanbl > Syslog > napamempbi

[ICY MOKeT MoChlUIaTh COOOIIEHHS cpa3y Ha 4eThipe cepBepa Syslog B cirydae BOSHUKHOBEHHUS COOBITHSI.
Cepsepsl Sysl0g perucTpupyroT COOBbITHS, IPOM30ILIEIIINE B CETEBBIX YCTPOICTBAX B )KypHaIaX, KOTOPbIC
00ecrneunBaloT HEHTPAIM30BaHHYIO PETUCTPALIHIO COOBITHIA.

PyKOBOZICTBO MOJIb30BATENS HE COACPKUT MOAPOOHBIX OMUCcaHmii cepBepa Syslog u ero
kou¢uryparmu. Cm. RFC3164 s nonydenus moapoOHoit nHpopmMalwu o cepsepax Sysog.

NaoeHTndpukauma cepsepoB Syslog

MyTb: KoHdurypauua > XXypHanbl > Syslog > CepBepbl

MNone OnucaHue
Cepgep HUcmonsayer aapeca | Pv4/IPv6 win nMeHa X0CT-y3I0B 1Sl HACHTH(OUKAIIMN OHOTO U3 YETHIPEX
Syslog CepBepoB st oNydeHus coobiennit Sysl0g, mocsimaemsix IICY.
IMopt mpoToxkosta mosp3oBarensckux aararpamm (UDP), KOTopsIit HCITONB3yeT maTa ceTeBoro
MopTt VIIPaBIICHHUS JJIsl OTIIPaBKHU coobmienuii Syslog. ITo ymomuanuto umeet 3Hadenune 514, mopt
UDP nasnauen mis Syslog.
S3bIK Bri6op s3bika cooOmienuit Syslog.
IMpoTokoJ Bri6op nporokoa UDP uiu TCP. Iporokon 1o ymondanuto: UDP.

HacTpoiku cucteMHOro XypHana

MyTb: Kondurypauusa > XKypHanbl > Syslog > Hactpoiku

None OnucaHue
Cosnanme Bxumtouenne gpopmuposanus (M BeeHus KypHana) coodmenuii Syslog s coObITHIA, KOTOPEIE
coogmemm Hactpoensl B Syslog B kauecTBe MeToia yBeaomieHus. CM. pasaen «Kondurypuposanue

IEUCTBUI IS COOBITHII.

Ko o0nexTa

Bribupaer ko1 00bekTa, Ha3HAYCHHBIN [T COOOMIeHu# crucTemuoro xypaana [ICY (o
ymomuanuio — [losinzosaress).

Ipumeuyanue. [Tapamerp Ilob30BaTe 1L TyUIEe BCETO ONPENEIIeT HACTPOHKH COOOIIECHITH
Syslog, nocsiaemeix IICY. He u3MeHsIITE 3TH HACTPOMKHU 0e3 pekoMeHaanuu cetu Syslog
WM aAMAHUCTPATOpa CUCTEMEI.
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http://www.ietf.org/rfc/rfc3164.txt?number=3164

Mone OnucaHue

CorrocraBmnseT KaxIplii ypoBeHb omacHOCTH coObIThil [ICY mimi cpepl ¢ COOTBETCTBYIOIINMUA
nproputetamu Sysl0g. JIokanbHBIMU apaMeTpaMu SBJToTCs: «Kpuridaeckas»,
«[Ipenynpenurensaoe» u «MupopmannonHas». HeoOXoaMMOCTH MEHSTh COTOCTaBICHHS HET.

Crnenyromue onpenenenus B3satol 3 RFC3164:
e ABapuiiHasi CUTYallMs1: CHCTEMA HENPUTOIHA K UCIIOIb30BaHMUIO.
* Onosemenne: TpeOyeTcst HE3aMeUTUTEIbHOE BMEIIATEIbCTBO.
e Kpuruueckasi: KpUTUYECKUE COCTOSIHUSL.

e OmndKa: COCTOSAHUS OLINOKH.

ConocTapJie- o [IpenynpenurenbHoe; COCTOSHUS, TPEOYIOIHE BHUMAHHUSL.
HHe CTeNeHn e [Ipumeuanie: HOPMAJIbHBIA PEKUM PabOThI C CEPHE3HBIMU COCTOSHUSIMH.
OTaCHOCTH e Undopmannonnas: nHGOPMAIIMOHHBIE COOOTICHHS.

* O1iiajika; cCOOOIIEHNs YPOBHS OTIAIKH.

Janee nmpuBeneHbl HACTPOUKH, YCTAHOBJICHHBIE TI0 YMOIYAHUIO JJIsl TApaMeTPOB
JlokaJIbHBIN MIPUOPUTET:

e [Tapamerp Kputnueckas COOTBETCTBYET COCTOSHHIO KPUTHUECKOMY COCTOSIHNIO.
e [Tapametp Ilpeaynpeanre/ibHoe COOTBETCTBYET IPeIYIIPesK/IeHIIM.
e [Tapamerp Mupopmanmonnas COOTBETCTBYET HH(OPMAIMOHHLIM COOBITHSAM.

Mpumeuanne. Madopmanuio 06 oTkimoueHUH coodieHunit Syslog cM. B pasmene
«KoHpurypupoBanue IeHCTBUHN 11 COOBITHI.

Mpumep Tecta n cpopmara Syslog
MyTtb: XKypHanbl > Syslog > TectupoBaHue

[To3BOJISIET OTIPABHUTH TECTOBOE COOOIICHNE Ha cepBephl Sysl0g (HACTPOSHHBIE ¢ TIOMOIIBIO (BYHKIINH,
OIUCaHue KOTOPOii mpuBeeHo B pasneie «Maentudukaius cepepoB Syslog»). Pesynsrar Oymet oTrnpasieH
Ha BCE HACTPOCHHBIC cepBephl Sysl0g.

BribepuTe BaXXKHOCTB, HA3HAYAEMYI0 TECTOBOMY COOOILEHHIO, 3aT€M YKAXKUTE TECTOBOE COOOILECHHE.
Bxurounte B hopmar cooduienus Tun coobitus (Hanpumep: APC, cucteMa Wiin yCTpoiCTBO) € MOCIIEYOLINM
JIBOCTOYHEM, TIPOOETIOM M TEKCTOM COOBITHS. [IJInHA COOOIICHUS HE TOJDKHA TpeBbIiaTh 50 CHMBOIIOB.

e TIIpuopurer (PRI). IIpuopurer Sysl0g, yka3aHHBIH 11 COOOIIIAEMOT0 COOBITHS, a TAKKE KO 00bhEKTa
CoO0TIeHMH, OTIpaBIsieMbIX Ha TICY.

* 3aromoBok. OTmeTKa Bpemenu u | P-aapec TICY.
* Teno coobmenus (MSG).
— Tlone TAG, 3a KOTOPBIM CIIEAYET IBOETOUNE U TTPOOEI, ONPEAEISET TUIT COOBITHS.
— Tlone COJEPXXMMOE conepkuT TeKCT COOBITHS, 32 KOTOPBIM CJIEAYET MPOOEI U KOl COOBITHS.

[Ipumep. APC. Test Sysl 0g aengercsa momycTuMem.
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MeHo «TeCcTbI»

TecTnpoBaHue U KanubpoBKa

MyTb: Tectbl > UBI

Ota ¢yHknms noctymHa He 1 Beex WUBII.

Ha nexotopsix yerpoiictBax MBI MOXHO 3ayCTUTh caMOTECTUPOBAaHHUE, TECTUPOBAHUE CUTHAJIOB TPEBOTH
nnu auHamMuueckyto kanuoposky UBII. B momsix Camonnarnocrunka u Kanndporka orodpaxarorcs
PEe3YNIBTaThI IOCIIEAHET0 TECTa U KaIUOpOBKY.

B xone nuaamuueckoit kanuOposku UBII nepecunthiBaeT qocTymHOE BpeMs paboThl B 3aBUCHMOCTH OT
TEKyIIel Harpy3Ku. 1o obecrednBaeT 0ojIee BEICOKYIO TOYHOCTh COO0IIaeMOro BpeMeHH padoThl. [Tockombky
IpY KaJMOpOBKE CyILIECTBEHHO pacxoxyercs pecypc Oarapeit MBI, HeoOXoanMo BEIOTHATE KaTUOPOBKY MpU
100% 3apsiake Oarapeii. UTOOBI TapaHTHPOBaTh, YTO KAIMOpOBKa OyneT npuHsTa, Harpy3ka Ha MBI nomxnaa
cocTaBiATs He MeHee 15% 6e3 xonebanuii.

Buumanue! Jlnnamudeckast kanuOpoBka riyooko paspsikaer 6atapen MBI, Bcienctsue wero MBI
MOXeET OBbITh BpEMEHHO HECIIOCOOEH IOAepKaTh OAKIIOUEHHOE 000pYI0BAaHUE B Cllydyae
MIPEKpAIIeHNS TTOJa4YH AIEKTPOITUTAHUS.

YacTbsle KaTMOPOBKU COKPAIIAIOT CPOK CITyKObI OaTapeii.

BrmmonsstiiTe kKaauOpOBKY TPH KaXKIOM 3HAUYUTENFHOM YBEIIMUSHUH HArpy3KH, oaaepxkubaemoit BII.

Tect curnanos tpesoru st MBI1 BeImonHsA€TCS 7SI KOHKPETHOTO YCTPOMCTBA U MOKET OBITh HEAOCTYICH LIS
ucnonszyemoro MBI1. Madopmamuio o BKIIOUEHNH CUTHANIA TPEBOTH CM. B pazzaene «JkpaH «MBII: obmee»».

» [Ipu BeiOOpe Qynkimu TecTupoBanue curnaia tpesoru UBIT MBI nonaer 3BykoBoii cUrHal B
TEYEHHE YEThIPEX CEKYH/[I, U €T0 CBETOJIUO/IbI TOPSIT.

» [Ipu BeIOOpe QyHKMK TecTupoBanue curuasa rpesoru UBIL: nenpepsiBublii UBII monaer
3BYKOBOM CUTHAJI, @ €r0 CBETOIUOABI FOPAT 10 OTMEHBI TecTa. Ha 3ToM skpaHe oToOpaxaercs
OTAEBHBIA MYHKT OTMEHMTH TeCTHPOBAHME HEeIPEPBIBHOI'O CUI'HAJIA TPeBOIrH. YTOOBI OTMEHHUTH
TECT, BEIOEPUTE ATOT 3JIEMEHT U IIEIKHUTE «[IpruMeHnTE». MOXHO TakKe HaXaTb JTI00yI0 KHOIIKY Ha
unrepdetice XKK-mucmes UBIL. OTot Tect nonesen mist onpeneneHus pacnonoxkenus MBI,

BknroyeHne muraHua ceeroguonoB NCY

MyTb: Tectbl > CeTb > CBeTOAMOA MepLUaeT

Ecnu He ynaercs Haiitu ycrporictso MBI, ykaxure KoJIM4ecTBO MUHYT B ToJie [1UTe/IbHOCTE MepLuaHusi
cBeTonnoaa, menkauTe «[IpumMeHnTs», u cBeTonuoaHbe MHAUKATophl Ha IICY HauHyT MUTaTh. DTO MOXKET
ITOMOYh HAUTH (PU3UIECKOE YCTPOHCTRO.
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MeHro «XKypHanbi» n «O nporpamme>»

Ucnonb3oBaHue XXypHanoB COObLITUM U AaHHbIX

B xypnan «KypHai coOBITHI» 3aHOCSTCSI OTACIBHBIE cOOBITHS. B xKypHane «KypHan TaHHBIX» conepKarcs
MTHOBEHHBIE CHUMKH COCTOSIHHSI CICTEMBI, TOTy4aeMble C MOMOILBIO 3allMCH 3HAUEHUH C PeryISIpHBIMUA HHTEPBAJIaMH.

XypHan cobbiTun

MNyTtb: XXypHanbl > CobbITUA > docmynHbie napaMmempbl

[To ymomuaHHIO B )KypHaJIe 0TOOpa)karoTcs BCe COOBITHS, 3allCaHHbIC B TEYCHUE MOCIIECAHUX ABYX THEH,
Ha4yMHas ¢ nociaegHux coOprtuil. CM. pasznen «Kongurypauus 1o coObITHIO».

Kpome Toro, B skypHaI 3aHOCSTCS: 1) TF000€ cOOBITHE, KOTOPOE OTIpaBseT npepbiBanue SNMP, kpome mombITok
ayrentudukanun SNMP; i) aHoManbHbIe BHYTPEHHHE CUCTEMHBIE COOBITHSI.

B paznene «JIokanabHbIC TONB30BATENY» MEHIO KOHGUTYPAIIMH MOXKHO BKJIFOUHUTH IIBETOBYIO KOTUPOBKY
COOBITHH.

OToOpaxeHue XXypHana coobITUN.

MyTtb: XKypHanbl > CobbiTna > XypHan

[To ymonuaHuIo B )KypHaJe COOBITHH CHaYasa 0ToOpaXKaroTcs MOCIeAHNe coObITHS. [1J1st MpOoCMOTpa CIIHCKa
COOBITHIA Ha OJHOH BeO-CTpaHUIIe IENKHATE KHOTKY 3aiycTuTh KyPHAJ B HOBOM OKHe. JI7sl BRITOIHEHHS
9TO#t omepanuu TpebyeTcst, YTOOBI B HACTPOiKax Opay3epa ObLUT BKITIOUEH mapaMeTp Javascript.

UToObI OTKPBITH KypHAJI B TSKCTOBOM (hailyie WiIM COXPAaHUTh €ro Ha AMCK, MICIKHUTE 3HAYOK TUCKETHI E—'
B CTpOKE 3aroyioBka /KypHaJi coObITuii.

Jlnst mpocMoTpa JxypHaia COOBITUI MOXKHO TaKKe UCTONB30BaTh npotokon FTP umm Secure CoPy
(SCP). Cwm. pasnen «Hcnonb3oBanue npotokosia FTP umu SCP s nonydenus ¢aiiinos xypHama».

dunesTpaums xypHana cobbITMin. UToOb! He 0TOOpakaTh JTUITHIOK WH()OPMAIIUIO B XKypHAIIE,
BOCIIOJIB3YHTECH (PyHKIUEH (QHUIBTpany.

OuIbTpanus KypHaIa Bocnone3yiitech nepekirodarensamu [ocaennee umu C. (HacTtpoiika Gpunbsrpa
10 JaTe WJIH 110 BpeMeHHU coxpansercs 0 nepesamycka IICY.)
MenkanuTe PuasTposars sxkypHaia. OTMEHHTE YCTaHOBKY (hIaXKKa, YTOOBI OTMEHHTH €r0
orobpaxkenue. [Tocne Haxkarust [IprviennTH TEKCT B BEPXHEM IIPABOM YIIIy CTPaHHIIbI
OuiabTpanus ;KypHaJia JKypHaJa COOBITHI YKa3bIBaeT Ha TO, YTO (BT BKIFOUEH. DUIIBTP aKTHBEH JI0 €ro
110 CePbEe3HOCTH WJIH ouncTKH Wi nepesamnycka IICY. /Inst ynaneHust akTHBHOTO (DMIIBTpa ILETKHHUTE
KATeropusiM coObLITHI @uiIbTPOBATh KypHAa, 3areM QuucTuTh GuibTp (Mokasath Bee). B kauecTre
AIMHUHUCTPATOPA HICJIKHUTC C()X])ZIII"TI) KaK JIEMEHT 110 YMOJIYaHU10, 9TOOBI COXpaHUTh

3TOT (GUITBTP JUTS OTOOPaKEHHST HOBOTO JKypHAJIA [0 YMOTYaHHUIO TSI BCEX ITOIb30BATEIICH.

BaxxHble 3aMeuaHus 0 PUIBTPaM:

*  CoObiTust 00pabaTeIBalOTCs GUIBTPOM C MOMOIIBIO Jorudeckoro oneparopa UJIN. Pabora dunsrpa He
3aBUCHT OT JIPyTUX (QUIBTPOB.

*  CoObITHsI, OYHMIIIEHHBIE B CIUCKE (DHIILTPOBATE 110 CTENeHN 0NMacHOCTH, HAKOTA He 0TOOPaKAroTCsS B
OT(UIBTPOBAHHOM XKypHaJIe COOBITHI, aKe €CII OHU BBIOPAHBI B CIIUCKE (D IIILTPOBATE 110 KATETOPHH.

b AHaHOFI/I‘{HO, CO6I)ITI/I$I, OYHIICHHBIC B CITUCKE (Dl/l;lb’l‘pOB‘d'l'b 110 Kareropuuy, HUKoraa He
0TOOpaXkatoTcs B OT(QWIBTPOBAHHOM XKYpHaJe COOBITHH.

YnaneHue xxypHana co6bITuiA. [l ynameHus Bcex cOOBITHIA menkauTe OuncetuTs skypuai. [Touck
VIaJICHHBIX COOBITHIT HE BBHITIONHSACTCS.

Omnmcanne OTKITIOUYEHUS PETHCTPAIMH B )KypHaJe COOBITHI Ha OCHOBAaHWH ITPUCBOSHHON CTEIIEHU
OTIACHOCTH WJIM KaTeTOPUH COOBITHSI CM. B paszenie «KoHpurypupoBanue 1o TpymmamM COOBITHII.
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HacTpowka o6paTHOro npocmotpa:

MyTb: XKypHanbl > Co6biTHA > O6paTHbIN NPOCMOTP

Ecnu gyskimst o6paTHOro mpocMoTpa BKIII0YEHA, [IPU BO3HUKHOBEHUH COOBITHI, OTHOCSIIIMXCS K CETH, BMECTE C
co0ObITHEM B KypHaJ coObITHH 3aHOCATCS | P-anpec u umst momeHa cereBoro ycrpoiictBa. Ecnu B ycrpoiicTse
OTCYTCTBYET 3aIllICh HIMEHHU JIOMEHA, TO B CBS3U C COOBITHEM B )KypHaJe perucrpupyercs Toabko |P-aapec.

Tak kak UMEHa JOMEHOB, KaK MpaBUJIO, H3MEHSIOTCS peke, 4yeM | P-anpeca, BkimroueHne GyHKIIMU 00paTHOTO
MPOCMOTPa MOXKET YIIYUIIIMTh CIOCOOHOCTh OMPE/ICIICHUS aJIPECOB CETEBBIX YCTPOMCTB, BBI3BABIIUX COOBITHE.

OOpaTHBIi MPOCMOTP BBIKIIOYECH N0 YMOTYaHHI0. He BKIIF0OYalTe 9Ty QYHKIIHIO, €CITH OTCYTCTBYET
HacTpoeHHbIN cepBep DNS miin yMeHbIIaeTcsi CKOPOCTh CETH M3-3a IIOTHOTO Tpaduka.

N3meHeHMe pa3mepa XXypHana coobITUN.

MyTb: XKypHanbl > Co6biTuA > Pasmep

Wcnonw3yiite mapamerp «Pa3Mep KypHasia COOBITHIT», YTOOBI yKa3aTh MAaKCHMAaIbHOE YHCIIO 3aHCeH Ky pHaa.

Buumanue. [Ipu n3mMenennn pazmepa sxypHaja COObITHI € IENbI0 YKa3aHUI MaKCUMAJIbHOTO
pasmepa ece cyujecmgyiowue sanucu yoansaiomes. YToObl n306exarh IOTEPU AAHHBIX KypHAIa,
ucnonesyite npotokonsl FTPumu SCP anst coxpanenus xxyphana; cM. pasnen «Vcnons3oBanue
npotokoia FTP wmu SCP st momyuenus Qaiinos xypHana». Ecnu sxypHan qocturaer
MaKCHMaJIbHOTO pa3Mepa, CTapble 3alUCH YAAJSIFOTCS B IIOCIIEA0BATEILHOM MOPSIIKE.

XypHan gaHHbIX
MyTb: XKypHanbl > [laHHble > onyuu

Ucnons3yiite GyHKIuio «KypHan maHHBIX» 715 0TOOpakeHus KypHaina usMepenuit mapamerpos UBII, Bxoma
nutanust B, a Taxoke Temmeparypsl okpysxatomieit cpeast UBI1 u Oarapei.

JedcTBus 1J1s1 OTOOpaskeHUsI M N3MEHEHUS pa3Mepa Ky pHaia JaHHBIX aHAJIOTMYHBI ICHCTBUSAM [UIs )KypHasa
COOBITHH, 38 UCKITIOYEHUEM TOTO, YTO HY’KHO HCIIOJIb30BATh MapaMeTpsl MeHIo /lanibie BMecTo CoObITHI.
Cw. paznenbl «OToOpakeHHe KypHaa cCOObITHI» U «/3MeHeHHe pa3Mepa KypHaia COOBITHID.

Jns uasTpanuy KypHaia JaHHBIX 10 1aTe WIKM BPEMEHHU HCIob3yiiTe nepexmodarenu Ilocaennee nmn C.
(Hacrpoiika ¢unbsrpa coxpansercs ao nepesamycka [ICY.) [lns ynaneHus BceX JaHHBIX, 3aIIUCAHHBIX B
XKypHaJe AaHHBIX, IENKHUTe OuncTuTh KypPHaAJI JanHbIX. [IOMCK yaaJeHHBIX JaHHBIX HE BBIIOTHSACTCS.

YcTtaHoBKa uHTepBana c6opa gaHHbix (XKypHanb! > [JaHHble > UHTepBan). B Hactpoiikax UuTepBa
JKypHAJIA OTIPeNIeINTe YacTOTy MOMCKA TaHHBIX B )kKypHaie. Eciu BeIOpaTh «lIpuMeHUTH», YUCIIO BO3MOXKHBIX
JTHEH XpaHEeHHsI BBIYHUCISIETCS TOBTOPHO U OTOOpaKaeTcsl B BEpXHEH YacTH dKpaHa.

I[Tociie TOro Kak sKypHaJl 3all0JHEH, HAYWHAETCS YIAICHHE CaMbIX CTapbiX 3amucei. YToObl n30eKarh
ABTOMaTHYECKOTO YIAICHUs CTApBIX JaHHBIX, CM. CIEAYIONHiA pasaen «HacTpoiika 0OHOBIEHHUS XKypHala
nanusix (XKyprams! > Jlannsie > OGHOBIEHHE). ».

IMpumeuanue. Tak Kak HHTEPBAT ONPEACISIET YACTOTY 3aIlMCH IAHHBIX, TO YeM MeHblie UHMepEal, TEM Yallle
3aIMMCHIBAIOTCS TAHHBIC U TeM OoubIie (haiii KkypHaa.

HacTtpoiika o6HoBRneHuUA xxypHana aaHHbiX (XKypHanbi > [laHHble > O6HoBReHue). OGHOBICHHE
BbI3BIBACT )106&BII€HI/IC COACPKUMOTO0 KypHaJla JaHHBIX K (1)a17my C YKa3aHHBIM UMCEHEM U MECTOIIOJIOKCHUCM.
9T0 3HA4YUT, YTO MOXXHO COXPAaHUTh JAaHHBIC MIEPEA X y,[[aJ'ICHI/IGM; CM. BI:IH.IGHpI/IBCI[eHHHﬁ pasaci «YCTaHOBKa
uHTepBana coopa nanubix (XKypnanst > Jlannsie > MuaTepBan).».

HaHHaﬂ (I)YHKLII/I)I HCIIOJB3YCTCA IJIs1 YCTAHOBKHU 3alIUTHI C IMTOMOIIBIO MAPOJIAd U APYTUX TApaMCTPOB.
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Mone OnucaHue

Cepaep FTP IP-ampec nnm uMs XocTa cepepa, Ha KOTOPOM HaxomuTcs (aii.

Vmst mosib30Baresis ¥ napoJib, HEOOXOIMMBbIE JUISl OTIIPABKHU JaHHBIX B (aiii ¢ apxuBoM
JTaHHBIX. J[aHHBII ONTB30BATENb TOMKEH 001a1aTh IPAaBOM JOCTYIa HAa YTCHHUE U 3aIliCh
JAHHBIX JUTs (haiiia apxuBa U s KaTanora (Iamku), B KOTOPOM 3TOT (haiill XpaHHTCS.

HUms nonb3oBarelist
ITapoanb

HyTth K paiiry [IyTh K ¢aitmy apxuBa JaHHBIX.

Nwms daitna apxuea nanubix (texcrossiit ASClI-daiin), nanpumep dat al og. t xt .

Umsa daiina N
Bce HOBbIE faHHbBIe T00ABISIOTCS B 9TOT (aiiil, OHU He Mepe3antchiBaioT €ro.

Bribepute 3TOT (riaskok, 4TOOBI COXPAHUTH JKypHAI JaHHBIX B (hopmare
YHUKAIbHOE UM MMoorrrr_ <uMmsa_odaria>. t Xt , rae «uMs_daiiia» — 3To 3HaYeHHE, YKa3aHHOEe

q)aﬁﬂa B I10JIC
Bce HOBBIC naHHBIE HOOABIAIOTCS B (haiill, HO KaXKABIi ICHb CO3MAeTCs HOBBIH (pafin.

3anep:kka N yacoB

KomiaecTBo 4acoB MEXIy 3arpy3KaMu JIaHHBIX B (aiin (MakcumyM 24 gaca).
MeKTy 3arpy3KaMu.

ITocne coos
BBITIOJTHSIITE KonmuecTBO MUHYT MKy TIONBITKAMY 3arpy3uTh JaHHKIC B (hailn mocie coos
3arpy3Ky Kazkabie 3arpy3Ku.

N MuHyT(bI)

0 N pa3 MaxkcumanbHO€ KOJTUYECTBO TTOIBITOK 3arpys3Ku nocje uCXoaHoro cOos.

A0 yCnenrHoro

[MonbiTKa 3arpy3Ku (ailyia 10 3aBepIICHUS epeaadH.
3aBepIleHHs 3arPy3KH pysicH ¢ A p e

Ucnonb3oBaHue npotokona FTP unu SCP ana nony4yeHus dannos XypHana

B Bepcun 6.8.0 u Beie FTP o ymomuanuto otkmouer u SCP He pazpenmut nepenars Qaiii, noka
He OyZeT U3MEHEH Mapoiib cyneproib3oBareis ( apc) .

AIMUHUCTPATOP WJIH TOIH30BATENh YCTPOHCTBA MOXKeT Huctonb3oBarh FTP wm SCP ms moncka
pa3aenaeHHOr0 CUMMBOIaMK TaOyIsuK (aiina sxypHana coosTHid (event.txt) wiu ¢aiiia sxypHaia JaHHBIX
(data.txt) u UMIOPTHPOBAHUS €ro B ANEKTPOHHYO Tabmuiy. O6a ¢aiina Haxoxsrcs Ha [ICY.

e @aiin COACPIKUT OTUCT 000 BCEX COOBITUSIX U JaHHBIX ¢ MOMCHTA IMMOCJICAHETO YAAJICHUA KypHaJia Wi
(B CJIydac C )KypHalioM I(aHHLIX) yYceuCHUA NMOCIIC JOCTUIKCHNUA MAKCUMAJIBHOTO pa3Mepa.

e  OTOT (haitn BKItOYaeT B cebs MHPOPMAITHIO, KOTOpas He 0ToOpaxkaeTcs B (haiiiie )KypHajia COOBITHI WITH
B (haiiyie JaHHBIX.

— Bepcus AOSITICY u npunoxeHus.

— Jlara u Bpems noiydeHus (aiina.

— 3HaueHHs , u , a Taoke |P-agpec TICY.

— Haspanue monenu UBII (Tonbko daiin data.txt)

—  VHUKaJIbHBIN JUTSL KaXKJJOTO 3aITMCaHHOTO COOBITUS (TONbKO (haiin event.txt).

— B IICY nuist 3anmceit xypHaia UCTIONb3yeTCs YeThIPEX3HAYHAS 3aUCh rofia. MOXKHO BBIOpaTh
YeThIPEX3HAYHbIN (POPMAT AaThl B MPOrpaMMe st pabOoTHI C ANIEKTPOHHBIMHU TaOIHIIaMU IS
0TOOpa’keHHsI BCEX YETHIPEX Pa3psaoB.

[Tpu ncronbp30BaHMUK MPOTOKOJIOB 3AIIUTHI HA OCHOBE MIM(ppOBaHMs cM. pa3aen «Mcnons3oBaHne
SCP nnst moucka 3tux aiinos». [Ipu ucrnonb30BaHUN METONOB ay TEHTHU(HUKAINH ¢ IH(HPOBAHUEM
JUTS 3alIUTHI cM. paznen «lcmons3oBanue FTP mist moncka daiimos».

Jlist mony4YeHus CBEJICHUI O TOCTYITHBIX MPOTOKONAX M CIIOC00aX YCTAHOBKH HEOOXOMUMOM
3alUThl CM. «PyKOBOZICTBO 10 0€301MacHOCTH» Ha BeO-caiTe

Hcnoan3opanue SCP 115 moucka 3Tux daiisioB. Brarounre SSH ma IICY (cm. pasgen «JlocTym K
koHconm»). [lpumeyanne. Crienyromine KOMaH/Ibl IIPEICTABICHBI TOJIBKO B KA4€CTBE IPUMEPOB.
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UYroOsl mosryuuTs (aiin event.txt, BBeaute ciaeayIonyo KOMaHILy

SCp <umsa_nonbzoBaTena@ma_xocrta> mim <i p_anmpec>: event.txt /tnp/event.txt

Yrobrl monyuuTth (aitn data.txt, BBeauTe Cleayronyo KOMaHIy

SCp <umsa_nonbz3oBaTena@msa_xocrta> mim <i p_anpec>: data.txt /tnp/data.txt

Ucnonb3oBaHue FTP ansa noucka dannoB. Utoosl ¢ momomkto FTP momyunTs daiin event.txt nim
data.txt, BBIMOIHUTE CICAYIONINE NEHCTBUS:

1

6.

[Tocne nosiBieHns koMaHAHOM monckaszku BBeaute ftp u |P-ampec IICY, a 3ateM Ha)xxMUTE ENTER.

Ecnu Hactpoiika JUIS ITapaMeTpa (cm. pasmen «Cepsep FTP») otrgaercst ot 3HaueHUst
1o yMom4aHuio (21), HeoOXOIMMO HCTIONb30BaTh ST HOBBIE HACTPOUKH B CTpOKe KomaHabl FTP.

s kimento FTP Windows ucnonb3yiite crnemyromnye KOMaH b, BKitodas npooensl. [Ipumeuanue.
Pabora npyrux xinuentroB FTP moxet otmuaarses. Hanpumep, s HekoTopbix kinueHToB FTP Mexmy
|P-agpecoM 1 HOMEpOM MOpTa HEOOXOIMMO UCIIOIB30BaTh ABOSTOUYNE BMECTO TIpOOea.

ft p>open ip_adpec nomep_nopma

UtoOH! yIy4IInuTh 3aLIUTY, IS yCTAHOBKHM 3HadeHus nopra FTP-cepsepa, oTIMUHOTO OT
3HAYCHHMs 10 yMoTuaHuio, cM. «Cepsep FTP». MoxxHo yka3aTh 1100011 HOPT B AWAa30HE OT
5001 no 32768.

J1i BX0/1a B cHCTEMY MCTIONB3YHTE 3aBHUCSINEE OT PETHCTpa u TUTS
aJIMAHUCTpPATOpa WIH MOJb30Barens. s anMUHUCTpaTOpa UM TTOJIB30BaTeNsl I0 YMOIYaHUIO apc.
JInst monb3oBaTesist yCcTpoicTBa 3HAUEHUEM UMEHH MOJIB30BaTeNs [0 YMOIYaHUIO sBjsieTcst devi ce.

UToObI BKIIFOYUTH JBOUYHBIN PEXKUM Iepeaadu (paiaos, BBEAUTE:
ftp>bin
s oToOpakeHusI HHIAMKATOpa BHITOITHEHHS B XOJIe Tepenadn ¢ailioB BBEAUTE:
ft p>hash
Hcnonw3yiite komaHay get Uil mepeiayu TEKCTa )KypHaya Ha JIOKAJIbHBIA TUCKOBO.
ftp>get event.txt
WIn
ftp>get data.txt
JIst O4MCTKH COMEPIKUMOTO JIF00O0TO )KypHAaa MOKHO UCTIOIh30BaTh KoMaHay del .
ft p>del event.txt
3805
ft p>del data.txt
[Tocne 3ToT0 MOSBUTCSA 3aMpPOC HA MOATBEPKACHHIE YIATICHIS.

— Ecnu ypansercs xypHaji JaHHBIX, TO B )KypHaje COOBITHN 3alTUCHIBAETCS
COOBITHE TIO YOAJICHHIO KypHAaa.

— Ilpu ouncTke *KypHana cOOBITHH 3TO COOBITHE 3aMCHIBACTCS B HOBBIN (aiin event.txt.

Bremure quit B KOMaHIHON cTpoke ft p>, 9TOOBI 3aBepmuTh ceanc FTP.

XypHan UBI

Mytb: XKypHanbl > UBM

DTOT mapaMeTp MeHro goctyneH He 1is Bcex UBII.
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Ota unpopmarms nocrymnaet ot ycrpoiicrsa MBI u otnensiercst ot sxypranos [ICY. (Ona He nMeet npsiMoii
CBSI3M C TUIATOM M HE sIBIsieTCs YacThio «XKypran coobrtuii» IICY.)

Jannas nHpOpMAanrsI MOXKET UCTIONH30BATHCS CIYXKOO0HM TEXHUIECKOH MONIEPKKH ISl YCTpaHEHHS IPOOIIeM.

Kypuansr nepenaun MBI — orobpaxkenne Tadmuibl xpausamuxcs B UBI1 coOsIThii iepexoaa B pa3IndHbIC
COCTOSTHHMS, BKJTFOUAs TIEPEX0]T Ha paboTy OT Oatapeil u mepexol B pexkuM Oaiinaca.

Kypuaser coost UBIT — otobpakenue Tabnuupl xpansmuxcs B MBI omubox.

NMNoTpebneHune aHeprun

MyTb: XKypHanbl > [NoTpeb6neHune aHeprum

DTOT mapamMeTp MEHIO nocTyneH He st Bcex UBIL.

U3zo0paxenus obero pacxona sHeprun ycrpoiictsa MBI oroOpakatoTcst B BepxHEl yacTu SKpaHa, a Tabmuia
C OT/IETICHHBIMHU T10 HEZIeNISIM TaHHBIMU PACIIONIOKEHA B HIDKHEH YacTH dKpaHa.

Mone OnwucaHue
3naveHue dHepruu, norpedisemoii UBII k HacTosimeMy MoMeHTy Bpemenu (kBT.1). Hampumep,
[otpebsienue .
SHeprum UBII, obecnieunBaronuii nuranue 1amodkyd MoimHocTeio 350 Bt B Teuenne 1000 yacos,

notpeonser 350 kKBT.4 anekTposHeprum.

[Tpubnu3uTenbHass CTOMMOCTD SHEPTHH, UCIIOIB3yEMOU J0 3TOT0 MOMCHTA BPEMCHH.
O6mas croumocts | Hampumep, 3a 1000 wacos tammouka notpednser 350 kBt.u snepruum no 0,10 monnapa 3a kBr.y,
YTO B UTOTE AaeT cyMMy B 35 J0JU1apoB.

HpI/I6J'II/I3I/ITeJ'H)HOC KOJIMYCCTBO COz, KOTOPOC SHEPIreTUUCCKOC NMPEAITPUATHUC BLI6paCLIBa€T B

Buiopocs1 CO2
OKpYKaIOIIYIO CPEJLY, YTOOBI IPOM3BECTH SHEPTUIO, UCTIONB3YEMYIO IO TON0 MOMEHTa BPEMEHH.

3HaueHus pacxonoB 1 BeIOpocoB CO2 B 3HAUNTENBHOM CTETIEHH 3aBUCAT OT HCTOYHUKA SHEPTHU U
pacrpenenuTenbHon cetd. [ nomyueHus npuOIu3UTeIbHON OLICHKH BRIOEPHUTE CTPaHy B PACKPBIBAIOILIEMCS
criucke Pacrosioskenie WM BOCIIONB3YHTECh CCBIIKON (pe1akTHPOBATEH ), YTOOBI BBECTH COOCTBEHHBIC
JaHHBIE O pacxonax M BEIOpocax.

[Ipy M3MEHEHUH MECTOIONIOKEHHSI CO3AeTCsl HACTPAaUBACMOE MECTOIIOJIOKEHUE, KOTOPOE HE U3MEHSIET
PHCYHKH IO YMOJTYAHHIO AJIS1 JaHHOTO MecTomnooxeHus. Hanpumep, ecii B pacKpbIBaromeMcs CIIHCKe
BBIOpaTh 3HaueHue | E-Ireland u u3MeHuTs TaHHBIE ¢ TIOMOMIBIO CCHIIKH PEAAKTHPOBAHMUS, 3aITUCh C UMEHEM
IMons3oBarennckuii (| E-Ireland) co3naercs B BepxHel 4acTH pacKpBHIBAIOLIETOCS CIHCKA.

XypHan 6paHgmayapa

MyTb: XKypHanbl > BpaHgmayap
HpI/I CO3JaH1U ITOJIMTUKH 6paHJ:[May3pa B OTOM pas3acic 6y,[[yT MIPOTOKOJIUPOBATHECA COOTBECTCTBYIOIIHC
coObITHA. MH(OopMaLuIo M0 HCHONB30BaHUIO TIOJIMTHKH CM. B paszaese «DKpaHbl OpaHaMayspa.

JHanHast ”HpOpMAIHI MOXKET UCTIONIB30BAThCA CIIYKO0M TEXHUYECKOW ONACPKKHU AJIsl yCTpaHeHHs poOIieM ¢
aKTHBHOW MONHUTHKOH OpaHIMayapa.

B 3anucsx xypHaia copepxurcs nHGopmarus o Tpaduke U IecTBUM MPaBuil (pa3perieHo, OTKIOHEHO).
CoOBbITHS, KOTOPBIE 3aHECEHBI B ATOT KypHAJI, HE 3aHOCATCS B TIIABHBIN JKypHa coObiTuil. CM. paszmen
«KypHan coObITHI».

B xypHaie OpanaMayspa cogepskarcs 10 50 mocneanux coobiTHii. XKypHan OpaHaMayspa OYUINaeTCs IpU
nepesarpyske narepgeiica ynpasnenus [1CY.
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O nnarte ceTeBOro ynpaBneHusa 2

06 yctponctse UBI

MyTb: O nporpamme > UBI

Wudopmanms, otodpakaemas B pazuene MBII, 3aBUCHT OT HCHIONB3yeMOTO YCTPOHCTBA.

Mone OnucaHue

Mopneas/
YueTHblii HOMep/ OTH MO TTO3BOIIIIOT HACHTUUITIPOBATh yeTporicTBo WUBII.

Cepmniinblii HoMep

Jara usroroBiaenust JHara uzrorosnenust UBII.

Bepcus npomMBku Howmepa Bepcuii Mogynel MUKpONIporpamMmsl, ycTaHOBIIEHHBIX B MBI

Bropoit Homep Bepcun MUKporiporpaMmsl, yctaHosiaeHHoi B UBII. Mcnonb3yeres,

Bepcusi npomuBkn 2
€CITH I HECKOJIbKHX IIPOLIECCOPOB TPEOYIOTCS pasIMYHbIC BEPCHH.

ITostHast HOMHHAJbLHASA 0611_[35[ MOIIIHOCTH NBIT (BA)
MOIIIHOCTH

AKTHBHAsI HOMHHAJIbHAas O6H_Ia$I Harpyska WEII (BT)

MOIIHOCTH
MomurrocTh Kakmoi ¢asst UBIT (BA).
IostHast HOMHHAIbHAST TeXHUYIeCKH, ITa XapaKTePUCTHKA MPEICTABISACT COO0H (PUKCHPYEMYIO MOIITHOCTh
MOIHOCTE/ha3za IS Kakaoi ¢asel B BosbT-amnepax (BA). ®ukcupyemas MOLIHOCTb SBISIETCS
MIPOU3BEACHUEM CPETHEKBAIPATHUHBIX HAIPSKEHUS W CHIIBI TOKA.
O6mas Harpyska UBIT (Br).
AKTHBHAsI HOMHHAIbHASA Tekyias akTUBHAsT MOIITHOCTb JIJ1s1 Kax<10i (aspl B BarTax (BT). AkTHBHAS
MOIIHOCTE/haza MOIITHOCTB TPEACTABISET COOO0I cpeHee 0 BpeMEHH 3HaYCHHUsI MTHOBEHHOTO

MNPOU3BCACHU S HAIIPAKCHUS U CUJIBI TOKA.

Pasznmuunas uadopmarus o mporpaMMHOM obecrieueHut, moiaydaemas ot UBIT mo

I UBII
O 10 kouTpoIst nocnezoBarenbHOMy nopry uimm USB.

YdeTHbIii HOMep BHYTpeHHel
G6arapen/ YueTHblii HOMep
BHellIHel 0aTapeu

B sTux nossix ykazaHsl HOMepa KOMIIOHEHTOB Oarapeii. OTa nHdopMarus MoxeT
HCIIONIB30BATHCS MIPU YCTPAHEHHUH MIPOOIEM.

UHdopmauusa o MNMCY n moaynsax mmkponporpamMmmbl
Mytb: O nporpamme > CeTb

3aBojcKue HapamMeTpsl alnapaTHoro odeciedenns: tHGopManysa o0 annapaTHoOM 00eCIeYeHUH BKIIOYAeT
B ce0s Hem3MeHsieMble nanHble 00 ycrpoiicte [ICY, Takue kak Mmoxensb, cepuitHbiii Homep u MAC-anpec.

Becnepeboiinasi padora ynpasJieHnsi: BpeMs HENPEPhIBHOM pabOThI JaHHOTO HHTEpdeiica yrnpaBieHus, TO
€CTh BpeMsl, IPOIIeIIIee MOCIe TOpAuero min xonoanoro 3amycka [ICV.
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Mopyis npuiioskenusi, OC APC (AOC) u Mouurtop 3arpy3xu: 1aHHas HHPOPMAIHs UCTIONB3YETCs
MpY YCTPaHEHUU HEUCTIPABHOCTEH | ISl TIOMCKAa OOHOBJIEHHON MUKPOIPOrpaMMBbl Ha BeO-caiiTe

MertKa nonsa OnucaHue

HasBanue Moyt MUKpOIIPOTpaMMBL.

Haszsanne MoayJib npuiokeHns 3aBUCUT OT Tuma ycrpoiictBa MBI, Hampumep HazBaHue
Nms sumx orHocures k yerpoiicream MBIT Smart-UPS, a sy — k ycrpoiictBam Symmetra.

Monyas APC AOS nmeer HazBaHue ao0S, a MOAYJIb MOHHTOPA 3arPy3KH UMEET Ha3BaHHE
bootmon.

Homep Bepcun Moy Mukpomnporpammbl. Homepa Bepcuii Moaysiei MOTyT OTJIMYAThCs, HO
COBMECTUMBIE MOJIYJIN BBITyCKatoTCsi BMecTe. Hukorna He 00beinHsIiTe MPUKIaIHbIE MOLYIIN
n Moy AOS ¢ pa3iInYHBIMU BEPCUSIMHU.

Bepcusi Ipumeyanne. Eciu Hy>)KHO 0OHOBUTH MOJIYJIb MOHUTOPA 3aIPy3KH, 3TOT MOAYJIb BKJIIOYAETCS B
BEPCHUI0 MUKPOITPOrpaMMbl. B IpoTHBHOM citydae, MOyJIb MOHUTOPA 3arpy3KH,
YCTaHOBJICHHBIH B IIaT€, COBMECTHM C OOHOBJICHHEM MHKPOIIPOTPaMMBI.

CwMm. paznen «OOHOBIEHUE MUKPOITPOTPAMMBI».

Hara/Bpems Jlata 1 Bpemst co31aHMsI MOYJISI MUKPOIIPOTPaMMBI.

Cw. takxe «[IpoBepka HOMEPOB BepCHH YCTAHOBICHHOTO MHUKPOIIPOTPAMMHOTO 00€CTICUSHHS.

AKpaH noaaepXxkKu
Mytb: O nporpamme > Moanepxka

Ora GyHKIHUS TO3BOJSIET 00BSTUHUTD PA3JIMYHbBIC TaHHBIC 3TOTO HHTEep(elica B OTIENbHbIN (aiin apxuBa,
KOTOPBIH UCTIOIB3YETCs IEHTPOM 00CTy)KWBaHUS KIIMEHTOB U TIPH YCTPAHSHUH HEUCTIpaBHOCTEH. B 3TOT haiin
BKJIFOUEHBI JKYPHAJIBI COOBITHH 1 NaHHBIX, (aiia koupurypammu (cM. «Co3aanne ¥ UMIIOPT HACTPOEK C
noMOIIbI0 (aiia KOHPUTYpaIUK») U KOMIUIEKCHas HHPOPMAIIHS 1O OTIaIKe.

enxaute Co31aTh sKypHAJIBLI, YTOOBI CO31aTh (aiil, a 3areM IelnKHUTe 3arpy3uTh. [losBusercs 3amnpoc,
KOTOPBIH MO3BOJISIET MIPOCMOTPETH WIIM COXPAHUTH (hailsl apxuBa.

IMpumeuanue. Ha HEKOTOPBIX yCTpOICTBAaX CO3aHUE KYPHATIOB MOXKET 3aHATh 1—2 MUHYTHI.
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MacTtep HacTpouku |IP-koHdUrypaumm
YCTPOUCTB

Bo3mMoOXXHOCTN, TPe60OBaHUA N YCTAaHOBKA

Macrep Hactpoiiku | P-koH(HUTrypaim ycTpoicTB MOKeT paboTath ¢ mmaramu cereBoro yipasierus (NMC 2),
KOTOpBIM He HazHauyeH | P-aapec. [Ipn oOHapyKeHUH TaKOMW TUIAThI U MOJKITIOYCHUN K HE MOXKHO HACTPOUTH
Ut Hee mapameTpsl | P-agpeca.

MOXHO TaKKe HalTH yCTPOWCTBA, KOTOPBIE YKe MOAKITIOUEHBI K CETH, ITyTeM BBOJA auana3ona | P-anpecos,
4TO0BI CY3UTh OMCK. Mactep ckanupyert | P-ajgpeca B yka3aHHOM AMaria3oHe U ONpeessieT II1aThl, KOTOPBIM
DHCP-cepsep yxe naznauni | P-anpec.

MNPUMEYAHUSA
[Tpu ycranoBnennom I10 Bepcun 6.8.0 u BhIIIE.

* Macrep HacTpoiiku | P-koHurypamun ycTpoicTB oAAep)KUBaeT 00HAPYKEHHE TOJIBKO
HEHa3HaYeHHBIX yCTPOUCTB.

* Henb3st mpoBeCTH MOMCK HA3HAYCHHBIX YCTPONCTB, Y)KE HAXOSIIMXCS B CETH, IPH TOMOIIN
nranazoHna | B moka Bel He Bkitounte SNMPV1 u He ycTaHOBHTE MTapameTp B
sHauerne public. s monygenus moapobuoii nadopMarun o SNMPV1 cMm. Pyrkosodcmeo
nONb306aMESL.

* [Toce Toro kak HacTpoeHsI mapameTpsl | P-anpeca kapThl ceTeBOro ynpaeieHus, U I0CTyIa K
BeO-uHTEpdelicy monp3oBatens uepes opaysep Heodxonumo usmenuTh URL c http Ha https.

[Moapo6uyto nHMOpPMALIKIO IO JaHHOH MporpaMMe cM. B 0a3e 3HAHHN Ha CTPAHHILIE TOIACPIKKN

BeO-caiiTa U BBIIIOJIHUTE IIOUCK (nneHTH(UKATOP COOTBETCTBYIOIICH
CTaThH).
B crarbe 6a3b1 3HaHMH ¢ 1J] TaKKe COMCPIKUTCSI HHPOPMAITHS TI0 UCITOJIE30BAHHUIO

mapamerpa 12 DHCP (AOS 5.1.5 wnu 6osee BEICOKOIH BEPCH).

CuctemMHble TpeboBaHuUA

Macrep paboraer 8 Microsoft Windows 2000, Windows Server® 2003, Windows Server 2012, a Taxxe B
Windows XP (32- u 64-paspsausix Bepeusx), Windows Vista, Windows 2008 u Windows 10.

Macrep moguep>kuBaeT IIaThl ¢ MEKponporpamMmoit Bepcur 3.0.X MK BBITIE B pa0OTaET TOIBKO C MTPOTOKOIOM
IPv4.

YcTaHoBKa

[opsinok ycTaHOBKM MacTepa U3 3arpy>KeHHOTO HCIIOIHIeMOro (aiina

1. Tlepetinure Ha CTpaHUILY

2. BrmomanuTe ¢unsrpanuio 1o [TO/MuKponporpaMMHOMY 00€CIIEUEHIIO — MACTEPHI X KOH(OUTYPATOPHI.
3. 3arpysute nmporpaMmy mMacrtepa HacTpoiiku | P-anpeca ycrpoiicTsa.

4. 3anycTHTe HCTIONTHAEMBIN (aiiil U3 Tarku, B KOTOPYIO OH ObLT 3arpyKeH.

IMocie ycTaHOBKH MacTep CTAaHOBHUTCS JOCTyIeH B MeHto «[lyck» OC Windows.
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JKCNOPT napamMmeTpoB KOHurypaumm

NMony4yeHue n akcnopT hanna .ini

KpaTkoe onucaHue npouenypbl

AJZIMUHHCTPATOpP MOKET MOTy4ats iNi-daiin miatel cereBoro ynpasnenus 2 ([ICY) n skcopTrpoBaTh UxX B
Ipyryto miary ik B Heckonbko [ICY. [leficTeus mpusenens! ganee. [lonpoOHy0 HHPOpPMAIIHIO CM. B
CIIEAYIOIINX pa3aenax.

1

Hactpoiite [ICY ¢ Be160poM TpeOyeMbIX apaMeTpoB U SKCIOPTHPYHTE UX; cM. paznen «Co3naHue u
AMITOPT HACTPOCK C IMTOMOIIBI0 (paiiia KOHPUTYpaIum».

[Monyuwure ini-¢aiin u3 31oit I[ICY.
Orpenakrupyiite daiin, n3meHuB kak MuHuMyM Hactpoiiku TCP/IP.

Hcrnonp3yiiTe mpoToKoa nepeaadn (aitaos, noxaepxkuBaeMslid [ICY, 4ToObI epesaTh KOMHIO Ha OHY
nim Heckoibko TICY. Jlns nepenadn Ha Heckonbko [ICY ucnonkayiite crierapuit FTP mwmu SCP nmubo
YTUIUTY 11 i Ni-(haiiaos.

Kaxnas nz mpuanMatomumx [ICY UCHoap3yeT MOMy9IeHHBIN (aiin 11 KOHQUTYpannyd COOCTBEHHBIX HACTPOEK,
MIOCJIE YeT0 yIajseT ero.

CopepxaHue dauna ini

daiin config.ini, monmyuennsiit u3 TICY, conepxur:

3aconosku pazoenog n kiouesvle ¢106a (TOIBKO Te, KOTOPBIE MOIICPKHBAIOTCSI KOHKPETHBIM YCTPOHCTBOM
WBIT nmu TICY, ot kotoporo nomyueH ¢aiin). 3aro10BKH pa3ieioB — 3TO Ha3BaHHs KaTETOPUiA,
yka3aHHbIe B ckoOKax ([ ]). KiroueBbie ciioBa B KayKIOM M3 3ar0JIOBKOB pa3zieiia MPeACTaBIISIOT cOO0M
METKH, ONUCHIBAIOIIHE ONpeIe/ieHHbIe HacTpoiiku [TICY. Tloce Kakaoro KIFOUEBOro CIoBa CIeIyeT 3HAK
paBeHCTBa M 3HAYEHHUE (PUHATOE 10 yMOIYAHHIO WITH 33JaHHOE TIPU KOH(PHUTypPUPOBAHNH).

KuroueBoe ciioBo Over ri de: nmpu 3Ha4€HUHU, 3aJaHHOM 110 YMOJIYaHUIO, TAHHOE KIII0YEBOE CIOBO
MPEIOTBPAIIAET SKCIIOPT OHOTO MIIM HECKONBKIX KIFOUEBBIX CIIOB M MX 3HAYEHUH, OTIPEAEIIIEMBIX
ycrpoiictBoM. Hampumep, B pazaene [ Net wor KTCP/ | P] 3HaueHue Mo yMOJIYaHUIO JJIsI CJIOBa
Overri de (MAC-aapec ynpagsisiorieii IICY) GI0oKHpyeT 3KCITOPT mapameTpoB Syst em P,
Subnet Mask, Def aul t Gat eway u Boot Mbde.

MoapobHble npoueaypbl

Mony4eHue. TTopsok HACTPOUKH ¥ MOTyUEHHUS i Ni-(haiina 1Ist SKCIopTa:

1. Ecmm Bo3MOXXHO, ucnionb3yiTe naTepdeiic [ICY miss koHbUTYpUpOBaHUS €€ HaCTPOCK M1 SKCIOpTa.

(HemocpeacTBeHHOE M3MEHEHHE COMEPKUMOTO iNi-aiina MOKET BBHI3BATh OIIMOKH. )

2. B crenyroriem mpumepe mokas3aHo, Kak ucnosib3oBath FTP s monydenus ¢aiina config.ini u3

HAaCTPOEHHOM IJIaThl CETEBOTO YIPABIEHUS C TOMOILBIO KIIMEHTa KOMaHIHOM CTPOKHU
& YcranoBute coequHeHue ¢ [ICY, ucnonb3ys ee IP—az[pec:
ftp> ip_aopec

0. 3aperucTpupyiTech B CHCTEME, HCIIONb3YS IS ATOT0 UMs MOJIh30BATEIIS U apOJih
aJIMUHHUCTPATOPA.

B. UTOOBI BKJIFOUUTH JIBOUYHBII peXuUM Iepegadu (baﬁJIOB, BBEIUTE:
ftp> bin
I[J'IH 0T06pa)K6HI/I$I HWHAWKATOpPAa BBINTOJIHCHHUSA B XOAC IIEpeaavin (I)aleOB BBECOAUTC.
ft p> hash
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r. Ilomyuwure ¢aitn config.ini, conepxammii HacTpoiiku IICY:
ftp> get config.ini

®aiin OymeT coXxpaHEeH B Tamke, U3 KoTopoi Obu1 3amymieH kiaueHT FTP

IMpumeuanue. Kpome Toro, (haiii .ini MOXKHO NONYYHTh ¢ HOMOIIBI0 SCP 1K 3arpy3uTh ero Ha 9KpaHe
«User Config File» (®aitn koHpHUTypaIliy MOIB30BaTENS).

O TOM, KaK MOTY4HUTh apaMeTpbl KOHQUTYpaK HECKOIBKHUX [ICY U SKCTIOPTHPOBATh UX B IpyrUe
IICY, cM. B IPUMEYAHUSIX K BBIMYCKY «YTHIUTA (aiiia MHUIIMATH3AIUH iNi» Ha BeO-caiTe
WJIN CTaThe 0a3bl 3HAHUH.

HacTpouka. [lepen nepenadeii daiina Ha qpyryto [ICY ero HeoOX0IUMO OTPEIaKTHPOBATD.
1. Jnsa pemaktupoBanus (aiiia KCIONb3YHTE TEKCTOBBIM PEAAKTOP.

— 3aronoBku Ppa3aciioB, KIIFOYEBLIC CJIOBA U MPESABAPUTCIIBHO 3aJaHHBIC 3HAUYCHNA HC 3aBUCAT OT
perucTpa, Ho CTPOKOBBIC IICPEMCHHLIC, 3a/1aBAC€MbBIC ITOJIL30BATCIICM, 3aBUCAT OT PErUCTpa.

— UYro0Obl yka3aTb, UTO 3HaYE€HUE HE 3a/1aHO, UCHONb3yiTe KaBbluku. Hanpumep, Li nkURL1=""
nokasbiBaeT, yTo URL cnenmanbHO He omnpenesneH.

— 3akIrouaiTe B KaBBIYKH JTIFOOBIE 3HAYCHH, KOTOPBIC COACPIKAT MPEANICCTBYIOIINC NI
MOCICAYIOIIHNE pa3aCyibl UIIN YIKC 3aKIIFOYCHBI B KABBIYKHU.

— It 5KCIIOpTa 3aIUIaHHPOBAHHBIX COOBITHIA HAaCTpaMBaiTe 3HAYEHUS HEITOCPEACTBEHHO B iNi-aiire.

— Jlmst sxcopTa CHCTEMHOTO BpEMEHH ¢ MaKCUMaJIbHON TOYHOCTBIO, €CiH MpuHIMaromiie [ICY
HMEIOT JOCTYII K CEpBEpy MPOTOKOJIa CETEBOIO BpEMEHH, YCTaHOBUTE 3HaueHue enabl ed mns
napametrpa NTPEnabl e:

NTPEnabl e=enabl ed

MOokHO Takke COKpaTUTh BpeMs Mepeadn ImyTeM dKcropTa pasaena [ Syst enDat e/ Ti me] B Buze
OT/IENBHOTO iNi-aiina.

— JloGaBisieMble CTPOKA KOMMEHTApHEB TODKHBI HAYMHATHCS C TOUKH C 3arsiToi (; ).

ITpumeuanne. [lepemaBars Bee comepskumoe ¢aiina config.ini na IICY He Tpebyercs.
MuUHHMaIBEHO HEOOXOIMMOE ColepsKuMoe (aita .ini:

* X014 OBl OTHO AOIYCTUMOE KJIF0YEBOE CIIOBO
* XoTs OBl OHO JOIyCTUMOE 3HaYCHHUE I TPeOyeMOro KIIF0UEBOIoO CJI0Ba
2. CxonmpyHTe OTpeIaKTHPOBAHHBIN (haiii B (hailin ¢ APYrUM UMEHEM B OTY K€ MarKy:
— UWwms daiina MmoxeT copepxarh 10 64 CHMBOJIOB M JOJDKHO UMETh pacIIupeHue ini.

— CoxpaHuTe NCXOAHBIN OTPEAAKTHPOBAHHBIN (haiil I NCTIONB30BaHNUS B OymyIIeM.
Coxpansiemvlii ¢haiin sa61aemcsi eOUHCMEEHHOU 3ANUCLI0 KOMMEHMAPUES.

MNepepnaua cpanina Ha ogHy MCY. [Ins nepenaun ini-gaiina Ha IPyryo I1aTy CETEBOrO yIPaBICHHS
BBITIOJTHATE OIHO U3 YKA3aHHBIX EHCTBHI:

* B unTepdeiice monp3oBatens npuHuMaromiei I[ICY BeiOepute — —
. YKa)XUTe MOJIHBIN MyTh K (ailily UIu BOCHONB3YHTECh KHOIKOM
O030p Ha JTOKATBHOM KOMIIBIOTEPE.

* HcnonesyiiTe M000i U3 IPOTOKOJIOB, OIAEPKUBACMBIX TUIATON CETEBOTO YIIPABJICHUs, HAIIPHMED,
FTR, FTP Client, SCPunu TFTP. B npuBeneHHOM MpuMepe HCTonb3yeTcs mpotokon FTP:

a. U3 mamku, comeprkalieil KOO 0TPEAaKTHPOBAHHOTO iNi-(aiina, BOCIONb3yHTECH IPOTOKOIOM
FTP uro6s1 BoiiT B IICY, B KOTOPYIO COOMpAETECH SKCIIOPTUPOBATH i Ni-(haii.

ftp> open ip_axnpec

6. UToOBI BKIIIOUNTH JBOMYHBIN PEXXUM Iepenadn (aiios, BBEOUTE:
ftp> bin
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HJ‘IH OT06pa>KeHI/I$I WHAWKATOpPa BBINMOJIHCHHA B XOA€ IICpeaavin (I)aﬁHOB BBCIUTC.
ftp> hash

B. DKCIOPTHPYHTE KOIHIO OTPEAAKTUPOBAHHOTO iNi-(haiina B KOPHEBOI KaTaIOT IPHHUMAFOIIEH
[cy:

ftp> put wuwms_gaiina. ini
Mepepaya canna Ha Heckonbko MNMCY. BMecTo 3TOTO BHITIOIHUTE CISAYIONINE OTIEPAITHH.

*  Hcnomsayiite FTP umn SCP, Ho HanumuTe crieHapyii, KOTOPBIM CONEPIKUT U MTOBTOPSIET OMEPAITHH,
HCITONIb3YeMBIe IIJIS KCTIopTa daitna Ha ogay IICY.

* Hcnonp3yiiTe nakeTHbIN (aitl 00pabOTKH M yTUIUTY Al (haitioB .ini.

[Ipumeuanue. B ciyyae ucnons3oBanus StruxureWare Data Center Expert Mo)xHO KOITMPOBaTh
¢aiin config.ini Ha apyrue ycrpoiictBa ¢ nomomsio ¢pynkmu «APC SNMP Device Configuration»
(Kougwuryparus ycrpoiictea SNMPAPC). Dra dyukius noanepxusaet FTP umn SCP

U MO3BOJISIET CO3/1aBaTh MIAOIOHBI (hailiioB .iNI I SKCHOpTa.

O TOM, KaK CO3/1aTh ITAKETHBI KOMAHIHBIN (Al ¥ UCIIONB30BATh YTHIINTY, CM. B IPUMEYAHUSIX
K BBIYCKY «YTHIHTa (paiiia nHUIIMATH3aI|H iNi» Ha BeO-caiite WM CTaThe 0a3bl
3HaHUM.

CoobLweHuns o coObLITUAX 3arpy3km U oMbKax

Coo0OLeHnsa o cobbITUM U OLLMOKaX, CBA3AHHbLIX C HUM

Cnez{ylou_[ee coObITHE MMPOUCXOAUT B TOM CJIyHac, KOTla IpHMHUMAIOIIAs 1j1aTa CECTEBOI0 YIIPAaBJIICHUA
3aKaHYUBACT UCITOJIb30BAHUEC ini—q)aﬁna I OOHOBJIEHUS CBOUX HaCTpOGK:
Configuration file upload complete, with nouep valid val ues

Ecnu ki1ro4eBoe CII0BO, UM pasziesia MITH 3HAUCHUS OKa3bIBAIOTCS HEBEPHBIMH, 3arpy3ka B [ICY 3aBepIiiaeTcs 1
BBIJAETCS JOIOIHUTEIBHOE COOOIEHHE 00 OLINOKE.

TeKcT coobueHna o cobbiTumn OnucaHue

[penynpexnenue daiina KOHGUTypaLnK: HEBEPHOE

KIIF0YEBOE CIIOBO B CTPOKE HOMED. Crpoka ¢ HenpaBWJIBHBIM KJIFOYEBBIM CJIOBOM MIIH
Ipenynpexaenue daiina kKOHGUTYpAIIUK: HEBEPHOES 3HaYCHHEM UIHOPHPYETCS.

3HA4YEHUE B CTPOKE HOMep.

[penynpexnenue daiina KOHUTYpaAIHH: Ecnu uMms cekunu yka3zaHo HEBEPHO, BCE Maphbl KIIFOYEBBIX
HEICHCTBUTEIBHBIA Pa3lell B CTPOKE C HOMEPOM. CJIOB ¥l 3HaYCHUH B JAHHOW CEKI[UH UTHOPUPYIOTCS.
[Ipenynpexacane daiina KOHGUTYpAIHH: KITIOISBOES KiroueBoe ciioBo, BBeeHHOE B Havase (daiina (To ecTh
CIIOBO OOHAPYKEHO BHE CEKIIMH B CTPOKE HOoMep. TIepeJT 3ar0JIOBKOM CEKITHH), HTHOPUPYETCS.

Ecnu pa3mep aiina ciauiikom O0JIbIIOwH, IPOUCKOIUT
HETIONTHAsI 3arpy3Ka. YMeHbLINTE pa3Mep (aiiia wim
pasoetite ero Ha JiBa (paiiyia ¥ TOBTOPUTE 3arpy3Ky €Iie pas.

Ipenymnpexaenue daiina KoHGHUTyparmu: pasmep daiiia
KOH(HUTYpAIUK PEBHIIIACT MAKCHMAJIBHBIN pa3Mep.

CoobuweHus B chaunne config.ini

VYerpotictBo, csazanHoe ¢ [ICY, ¢ kKoTopo# 3arpyxaercs daitn config.ini, 10mKHO OBITE OOHAPYKEHO VIS
BKJIFOUEHHS ero KoHpurypanuu. Ecinu ycrpoiictBo (Takoe kak MBII) orcyTcTBYeT Mt He 00Hapy»KeHo,
¢aiin config.ini B COOTBETCTBYIOMIEH CEKIMU, BMECTO KJIFOUSBOTO CJIOBA WIIM 3HAYCHUI, OyIeT coepKarh
coobmenue. Hampumep:

UPS not di scovered

| EM not di scovered
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Ecnu He miaHupyeTcst SKCIOpT KOHPUTYypaluy yCTPOHCTBA KaK YaCTH KMIOPTHPOBAHHOTO INi-(aiina,
WUTHOPUPYUTE ITH COOOIICHUS.

OwunbKn, reHepupyemMbie 3abNOKMpoBaHHbLIMUM NapamMeTpamMm

KiroueBoe cnoBo Over ri de u ero 3HadueHue OyIyT co3JaBaTh COOOLICHHUS 00 OMMOKaX B )KypHaJle COOBITHI
py OIOKUPOBKE HKCIIOPTA 3HAUCHUH.

CBeneHus 0 TOM, KaKHe mapamMeTphl MOTyT OIIOKHpoBaThes, cM. «Cozeprkanue daiia ini».

[Mockonbky ONOKHUpyEMbIE TapaMeTPhl OTHOCSITCS K KOHKPETHBIM YCTPOMCTBAM M HE IPUTOAHBI JISI
skcnopta B Apyrue [ICY, urHopupyiTe 3TH cooOIIeHus 00 ommokax. YToObl MPEIOTBPATUTH MOSIBIICHUE 3TUX
COOOIICHN, YIaTUTe CTPOKH, COIEPIKaIlne KIroueBoe ¢jioBo Over ri de, u CTpokH, coaepxKaiiue
OmokupyemMbie mapaMeTpsl. He ynansiite u He H3MEHSHTe CTPOKH, COAEPIKAIIIe 3ar0J0BKH Pa3/iesioB.

CBsA3aHHbIe BOMNpPOCHI

B onepaumnonnsix cucremax Windows BMecTo nepechutky iNi-(haiiiioB MOXKHO MCIIONIB30BaTh MAaCcTep
HacTpoiiku | P-koHHrypamu ycTpoiicTB, 4T00bI H3MEHUTh OCHOBHBIC HacTpoiiku T CP/IP miars ceresoro
yIpasieHust 1 HACTPOUTH JIPyTUe MapaMeTpsl uepe3 HHTepQelic mob30BaTesl.

CwM. paznen «Mactep HacTpoiiku | P-koH(puUTYypanuu ycTponcTs».
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Nepeaava channos

OGHoBNeHne MuKponporpamMmmbl

[Tpr OOHOBIICHUHM MUKPOIIPOrPaMMHOT0 obecriedenus Ha miare cereBoro ynpasienus 2 ([ICY) s
ycrpoiictBa UBII cTaHOBSTCS AOCTYNHBIMH HOCIEAHNE (QYHKINH, YIyUIIeHNs: 0€30IacHOCTH U
MPOU3BOAUTENBHOCTH U HcipaBieHus omuook. s oonoBnenus UBII cM. pasnen «Dxpan «OOHOBIEHHE
MIPOILIUBKU»,

OOHOBIIEHKE MTOAPa3yMEBaET NPOCTOE KOMMpOBaHue (aijioB MOAY/IeH Ha IIaTy CETEBOTO YIpaBJIeHUs], IPOLece
YCTAaHOBKH OTCYTCTBYET. PeryinsipHo npoBepsiiite BeO-cTpanuiy WW\w.apc.com/tools/download na namimame
00OHOBIICHUI.

dannbl Mmoaynen MUKponporpamMmmbl (NfaTta ceTeBoro ynpaBreHus 2)

Bepcust MEKpOIIpOrpaMMHOTO 00€CIIeUeH s BKITIOUACT TPH MOMYJISL, U HX HeoOx00uMmo OOHOBISTH (TO €CTh
momerars Ha IICY) B craenyromeM mopsaKe:

Mopgynb OnucaHue
1 Momnutop 3arpy3ku (bootmon) [MpubmusutensHO coorBeTcTBYyeT BIOS KOMIIBIOTEpA
> OrnepaunonHas cuctema American Power Conversion MorkeT paccMaTpuBaThCs KaK OllepariiOHHAs
(AOYS) cucrema [ICY
3aBucut ot tuna ycrpoiictsa UBII, Hanpume
3 Ipunoxenue yerp puMep

Monenb Smart-UPS, mogens Symmetra

(Kasxmplid MOIYITb COTEPIKHUT OTHY HIIM HECKOJIBKO MTPOBEPOK HUKINYECcKOro KoHTpoist n3deirounoct (CRC)
C LICJIBIO 3aLIUTHI JAHHBIX OT MOBPEXKICHUS.)

Wmena Momyist MOHUTOpA 3arpy3ku, Moayiist AOS u Monyiist (aiiiioB PUIIOKESHHUS YKa3bIBAIOTCS B
onuHaKoBOM 0a3zoBOM (popmare:

apc_eepcuda- o6OpyNOBaHMA_TUI_BEPCUS- MUKPONIPOTPAaMMHOTO- obeneuerHud. Di N

* apc: 0003HaYaeT KOHTEKCT.

* hardwar e-version: hwon, rae N 0003HauaeT BEPCUIO 0O0PYIOBaHUS, HA KOTOPOM MOXHO
WCTIONIB30BATh 3TOT (haii.

* myn! YKa3pIBaeT THUI MOIYJIS.
* Bepcusa: HOMEp BepcuU (Qaiiia.
* bi n! yka3pIBaeT Ha TO, YTO 3TO TBOMIHBIN (haiii.

CnocoO6bI nepenayum channoB MUKponporpamMmmbl

OO6HOBHTE CHaYasia MOIYJIb MOHHTOpa 3arpy3ku (bootmon), satem moayas AOS, a 3aTeM MOIYITh
npuoxkeHui, ycranasnusas ux Ha [ICY B aTom nopsiake.

MukporporpaMmy MOCIEAHEH BEPCUH MOKHO OSCIUIATHO 3arpy3uTh IO aapecy WwWw.apcc.com/tools/
download. [lns 0OHOBIEHHUS MUKPOTIPOrpaMMBbI 0JJHOM min Heckonbkux [ICY ucnonb3yiTe oJuH U3
CIIEAYIOIIUX IISITH METOAOB!

* B onepanyonnoii cucreme Windows ucnomns3yiTe mporpamMmy 00HOBICHIST MUKPOTIPOTPAMMEI,
3arpykeHHYyIO ¢ BeO-caiita . Cwm. paznen «Vcnons30BaHue mporpaMMbl 0OHOBIICHUS
MHUKPOTIPOTPaMMEI».

* B mo0oii mojiep:krBaeMoii orepaioHHoN cucteMe ucronbiyiite F TP nin SCP mis nepengadn
OTAENBHBIX Monynel MukpomnporpamMmmbl AOS u npunoxenuii. Cm. pazaen «Mcnons3zoanue FTP wim
SCP 1511 0GHOBIIEHUSI OJHOH IJ1aThl CETEBOTO YIPABICHHS.
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* B ciryyae miarel ceTeBoro ynpasieHus, kotopast HE ycranosieHa B Bartiell cety, uCnonb3yire 5
TOPT MOCIEA0BATENFHON CBSA3H IS IIepeady OTACIBHBIX MOAYJIEH MUKPOIIPOrpaMMBI ¢ Komitbtotepa B IICY.
Cwm. pasnen «McnonszoBanne XMODEM nnst o6HOBACHUS oHOM [TICY ».

e Hcnonwsyiite JUISL TIEpEHOCa OT/ACNIbHBIX MOIYJIEM MUKPOIIPOrpaMMBbI C KOMITbIOTEpa
(tomexo s AP9631 u AP9635).

Cwm. paszen «Hcmosnp3oanre USB-aucka mis eperoca daitmos (tomsko st miar AP9631 u AP9635)».

*  Hudopmaruio 06 0OHOBICHUN cM. B pazzienax «OOHOBICHHE
MHUKPOIPOrPaMMBI Ha HECKOJIBKHX IJIaTaX CETEBOr0 YIPaBICHHUs» U «VICIONb30BaHKE IPOrPaMMEI
OOHOBJICHUSI MUKPOIIPOTPaMMBI JIJIsl HECKOJIBKUX 00HOBJIeHMiA B cucteme Windows». Illpumeuanmne.
Mukponporpammy HekoTopbix ycrpoiicTB UBII mokHO 00HOBUTE yepe3 StruxuréWare Data Center
Expert c momoursro FTP nmu SCP.

Ucnonb3oBaHune nporpamMmmMbli obGHOBNEeHuA MUKponporpammvbl

Jlns ucnionb3oBanus Firmware Upgrade Utility meooxoaumo Brirounts FTP. B Bepcuu 6.8.0 1 Bbiiie
FTPno ymomuanuto BeikimoueH. CM. «Dxpan cepBepa FTP» Ha cTp. 62.

ITporpammMa 0OHOBIICHHST MUKPOTIPOTPAMMBI SBIISIETCS YaCThIO MAKETA IS OOHOBJICHHSI MUKPOIIPOTPAMMBI,
JOCTYIHOTO Ha BeO-caiite . (Hukxoz20a He ucnons3yiite mporpamMMy, MpeIHA3HAYCHHYIO [T OJJHOTO
W3JIENHS, UTE OOHOBJICHHSI MUKPOTIPOrpaMMBbl Apyroro uznenus.) [[pumedanue. Jta nporpaMMa noaaepKUBacT
Tonbko FTP

Ucnonb3oBaHue nporpamMmmbl Ans ooHoBneHus B cuctemax Windows. B mo0bIx moaaepKuBaeMbIX
cucremax Windows rporpamma 0GHOBJIEHUS MUKPOIIPOTPaMMBI aBTOMATH3UPYET ITEpeaady MOIyIIei
MHKPOIIPOTPAMMBI, YIUTBIBASI NPAGUbHBLL NOPSOOK MOOYIEl.

Pacnakyiite 3arpy:xeHHbIH (aill MUKPOITPOTPaMMBI M BKABI LISITKHUTE (aiiil ¢ paciupeHreM .exe. 3aTteM
BBeaute | P-agpec, nMs monp30BaTess ¥ Napoib B IOJIAX JUAJIOTOBOTO OKHA U IIEJIKHUTE s
IIPOBEPKH BBEIECHHBIX TaHHBIX MOYKHO HCIIOIB30BATH KHOIIKY . Cm. Takxe «Vcronp30BaHue IPOTPaMMBI
OOHOBIICHUSI MUKPOITPOTPAaMMBI ISl HECKOJIBKUX 00HOBIeHMI B cucteme Windows».

Ucnonb3oBaHue nporpaMmbl A OGHOBIEHUA BPY4HYI0 B cuctemax Linux (B ocHoBHOM). B
OIEPAIMOHHBIX CUCTEMaX, OTIIMYHBIX 0T WiNndows, mporpaMma 0OHOBICHUSI MUKPOIIPOTPAMMBbI U3BJICKAET
OTAEJbHBIC MOAYIN MUKpOTIporpamMmbl, Ho He 00HoBysteT [ICY. PaznuuHbie MeTOBI OOHOBIICHHUS TIOCIIE
M3BIICYCHUS CM. B pasnene «CrocoOs! nepenadn (haiioB MEKPOIIPOTPaAMMBD».

[opsinok n3BnedeHus GailioB MUKpOIPOTpaMMBbI:

1. Tocne u3BneueHus GailioB U3 3arpy’kEHHOTO (aitia OOHOBICHHSI MUKPOIIPOTPaMMBI 3aITyCTUTE
(aiin .exe).

2. Tlocne nosiBieHNUs NPUDIAIICHUS HIETKHUTE , @ 3aTeM YKaXHTE MECTOIIOJIOKEHHE HalKH,
B KOTOPYIO OyAyT ITOMEILEHBI H3BJICKaeMble (haiiibl.

3. Tlocne nosiBeHHUs: COOOIICHUS 3aKpOMTE AUAIOTOBOE OKHO.

Ucnonb3oBanue FTP unu SCP ans o6HOBNeHUs1 OgHOW NNaTbl CETeBOro ynpaBreHus

B Bepcun 6.8.0 u Beiie FTP mo ymonuanuio otkiroueH U SCP He paspemut nepenars (aiin, moka He
OyzeT M3MEHEH MapoJib CymepIonb3oBares ( apc) .

FTP. UtoOs1 ucrionp3oBath mpotokon FTP mis ooroBIeHNS 01HOM IICY Yepe3 CeTh, BRITONIHATE CICTYIONTHE
IEUCTBUS.

¢ [ICY pmomxkHa OBITh INOAKIOYCHA K CCTH, UMCTH IP—aL[pec, MAcCKy NOACCTHU U IIIKO3 110 YMOJIYAaHHIO.

* Cepsep FTP nomxken OviTh pa3perieH B HacTpoiikax [ICY; cM. pazgen «Cepsep FTP».
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Jlnst nepenauun (aiyioB BHIOIHUTE CIIEAYIOLIME ISHCTBHS (B JaHHOW MPOLEIype MOApa3yMeBaeTCs, 4TO
MOJIYJIb MOHUTOpA 3arpy3ku D0OOtMON He HykaaeTcsi B OOHOBICHUH, TaK Kak 3TO TpeOyeTcs BO BCeX CIydasx):

1

®Daitnbl MOIYIIEH MUKPOIIPOTPaMMBI JOKHBI OBITH M3BIICUCHBI; CM. pasaen «Ilopsmok n3BiedeHus
(haitIoB MHUKPOIIPOTPaAMMBI.».

OTkpoiiTe Ha CeTEeBOM KOMIIBLIOTEPE OKHO ¢ KOMaHIHOM cTpokoi. [lepeliquTe B manKky, CoaepKamryro
(halisIbl MUKPOTIPOTPAMMBI, 1 IIPOCMOTPUTE UX CIUCOK:

C.\>cd apc

C \apc>dir

Hudopmarmro o haitnax cM. B pasaerne «Daiiisl MOIyIeil MUKPOIIPOrpaMMB! (I1aTa CETEBOTO
yIpaBJIeHHS 2)>.

OTtkpoiite kimeHTckmi ceanc FTP:

C\apc>ftp

Beenure komanny open u ykaxute | P-aapec IICY, 3arem Ha)xxMuTe KiaBuiry ENTER. Eciiu HacTpoiiku
nopta (port) FTP-cepBepa oTinu4aroTcst OT 3HAUCHHS IO YMOJTYaHHIO, paBHOTO 21, Heo6X0muMo
UCIIOJIb30BaTh AT HOBBIE HACTPONKH B CTpOKe KomaH sl FTP.

 Jlns xkmuentoB Windows FTP ornensitre Homep mopra ot |P-anpeca npobemom. [pumep
(c mpobGemom mepex 21000):
ft p> open 150. 250. 6. 10 21000

* Hexotopsie knueHTsl FTP TpeQyioT cTaBUTh Iepe; HOMEpOM MopTa JBOETOUYHE.
BoiiguTe B cucteMy ¢ mpaBaMu aIMHHUCTpaTopa (MMs ITOJIb30BATENS [0 YMOIYAaHHIO - 8[0C).
Brimonaure ooHOBIEHKE oneparornoi cucremsl (AOS). (Beerma o6Hossiite AOS nepen
OOHOBIICHUE MOJIYJIs TIPUIIOXKEHUIA. )

ftp> bin
ftp> put apc_hw05_aos_nnn. bi n (rme NNN — HOMeP BEPCHH MUKPOIIPOIPaMMBI)
Korma FTP-cepep moaTrBepaut nepenady, BBeauTe (ui t IS 3aKPHITHS CEaHCa.

UYepes 20 cexyH 1 NOBTOPUTE JCHCTB. 3 — ISHCTB. 7, UCTIONB3Ysl MM (aiisia MOIYIsl IPHIIOKEHUH 13
neicTs. 6.

SCP. ns ucnionp3oBanust nporpammsl Secure Copy (SCP) ¢ nenbio o0HOBieHHs: MuKponporpammel [ICY
BBITIOJIHUTE CIICAYIOLIHE AeiicTBHS (B JaHHOM IPOLEIype Mopa3yMeBaeTCsl, 4YTO MOIYJIb MOHUTOPA 3arpy3KH
bootmon He HyxnaeTcs B 0OHOBICHNY, XOTS HY>KHO BCEIZia OOHOBIISATH APYTUE JIBA MOJYJIS)

1

2.

Haiinure Moyt MEKporiporpaMmel, cM. «Vcronp30BaHue MporpaMMbl [Jisi OOHOBJICHHUS BPYUYHYIO B
cucteMax Linux (B ocHOBHOM).».

C nomornpro koMauaHO# cTpoku SCP BeimonHuTe nepenady Moayis Mukpornporpammel AOS Ha TICY.
B mannoMm mpuMepe NNN moka3siBaeT HoMep Bepcuu moayist AOS:

scp apc_hw05_aos_nnn. bi n apc@58. 205. 6. 185: apc_hw05_aos_nnn. bi n

s mepenaun MOmyIIst npuitoskeHus Ha [ICY UCTIONB3yHTE CX0XKYI0 KOMaHAHYI0 cTpoky SCP, ykasas
umst gaaaoro moayist. (Beerna ooHossiiite AOS nepen 0OHOBIEHHE MOYIIS TPUIIOKEHHIA. )

[pumeuanue. s ucnonszoBanust SCP HeoOxoammo Bkitounts SSH. MHbopmanuro o BrmoueHun SSH cM. B
pasnene «JKpaH KOHCOIM».

Ucnonb3oBaHue XMODEM ans oobHoBneHusa ogHou lNCY

Yro0s! ucnionb3oBate XMODEM it o0HoBienus oguoi [ICY, He HaxonsIencs B CETH, HEOOXO0AUMO U3BJIEYD
(aiisIel MUKPOITPOTPAMMBI M3 TPOTPAMMBbI OOHOBIIEHHSI MUKPOTIpOrpaMMst (cM. paszen «ITopsiiok nu3BaedeHns
(haiiyioB MHKPOTIPOTPAMMBI: ).

Ipumeuanue. YroOs! ucnons3oBare XMODEM, HeobOxoanmo BoiiTh B pexxum Bootmonitor. JlononHuTenbHbIe
CBEJICHHS CM. B CTaTbe 0a3bl 3HAaHUH Ha
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[Mopsinok nepenaun (GaiioB (B TaHHOMN MPOLEAYPE MOAPA3ZyMEBACTCS, YTO MOYJIb MOHUTOPA 3arpy3Ku
bootmon He Hyx1aeTcs B OOHOBICHNH, TaK KaK 3TO TpeOyeTcs BO BCEX CIIydasx):

1. BBI6€pI/ITG HOCJ'IC,E[OBaTCJ'ILHI:Iﬁ IMOPT Ha JIOKAJIbHOM KOMIIBOTEPEC U OTKIIFOYUTE BCC CJ'Iy)K6BI,
HCIIOJIB3YIOMIUE 3TOT MOPT.

2. C momoinsro mpumaraemMoro kadesst (Homep metanu: 940-0299) moakirounTe BEIOpAaHHBIH TIOPT K
nocienosareabHoMy nopty IICY.

3. 3amyctute nporpammy TepMuHaia (Hanpumep, HyperTerminal wiu Tera Term) u HacTpoiite
CITEeTYIOIIHE TTapaMeTPHI T BEIOPAHHOTO TOpTa: CKopocTh nepeaaun 57600 6ut/c, 8 6ur qaHubIX, O6€3
MIPOBEPKH YETHOCTH, 1 CTOTIOBBIN OUT, 6€3 KOHTPOJIS TTOTOKA.

4. HaxxmuTe KHOIKY Ha [ICY, mocye 4ero cpaszy ke IBKIbl HAKMHUTE KIABUILY WIn
JOKIUTECH TMOSIBIICHNS TPUITIAILICHUS MOHUTOpA 3arpy3Ku: BM>

5. Bemute XMODEMuU Haxmute ENTER.

6. B mento nporpammel Tepmunaia Beibepure XMODEM, 3atem BbiOepuTe ABOMYHBIH (aiin
mukponporpammel AOS, kotopslii Oyaer nepenan ¢ nomomipro XMODEM. Tlo 3aBepiiennn nepenadn
XMODEM na 3kpane MOsSBUTCS TMPHUTIIAMNIEHUE MOHATOPA 3aTrPY3KH.

(Bcerma o6HoBstiite AOS mepes 0OHOBIEHHE MOIYIIS IPHIIOKEHHIA. )

7. UToOBI yCTAaHOBHUTH MOAYITH TIPIIIOKCHUS, TTIOBTOPHUTE NeHCTBUSA 5 1 6. B meiicTBum 6 yKakute uMs
(aiina MOy PUITOKEHUS.

8. Beemure r eset wiIM HAXXMUTE KHOIIKY , 9T0OBI repe3amycTuth IICY.

JlononHuTeabHbIE CBeNEHH 0 (hopMaTe MOAYJEH MUKPOIIPOrpaMMBI CM. B pazaene «Daibl
MOJTyJeil MUKPOIIpOrpaMMBI (T1aTa CEeTEBOTO YIPABICHHUS 2)%.

Ucnonb3oBaHue USB-gucka ana nepeHoca gannos (Tonbko Ansa nnat
AP9631 n AP9635)

[epen Hawanom nepeHoca yoenurecs, yro USB-anck oTdopMaTupoBan ¢ HCHONB30BaHUEM cUcTeMbl FAT,
FAT16 unu FAT32.

1. 3arpysute ¢aiinbsl OOHOBIICHHI MUKPOIIPOTPAMMBI U pa3apXHBUPYHTE HX.
2. Cosnaiite Ha USB-nucke manky ¢ umeHeM

3. Tlomectute u3BIeUEeHHbIC (aiinbl Momysieil B karamor apcfirm.

4

C NOMOIIBI0 TEKCTOBOTO PEAaKTOpa co3aanTe (ain . (HeoOxomumo yka3aTh paciiupeHue
rcf, a me .txt.)

5. B ¢aiin 00aBBTE CTPOKY IS KaXKIOTO MOMYJIS TTPOIITUBKY, KOTOPHIH HY)KHO OOHOBHT.
Hanpumep, ans oOHOBNIEHHS Ha Bepcun 1.0.8, Bepcuu 6.8.0 m Smart-UPS
Bepcuu V6.8.0 BBeuTE Crienyromiee:

BM=apc_hw05_bootmon_108.bin
AOS=apc_hw05_aos 680.bin
APP=apc_hw05_sumx_680.bin

Jl1st oOOHOBIIEHUS Ha Bepcuu 1.0.8, v6.8.0 m Symmetra Bepcuu V6.8.0
BBEJINTE:

BM=apc_hw05_bootmon_108.bin
AOS=apc_hw05_aos 680.hin
APP=apc_hw05_sy 680.bin
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[Tomectute daitn upload.rcf B manky Ha USB-nucke.

BceraBbre yerpoiictBo ¢uai-naMsata B mopt USB Ha miiate ceTeBOro yrnpaBlICHUs; CM. pa3iel
«Ilepenuss manensb (AP9631)» wnu «Ilepenuss nanensb (API635)».

[lepesarpy3ure maary ceTeBOro yIpaBIeHUS U TOKAUTECH €€ MOTHOW Mepe3arpy3KH.

Y6enutech, 4T0 OOHOBIIEHHE OBLIO BBHIITOJHEHO MPAaBUIBHO, UCIIONB3Ys OMMCAHHBIE B Pa3ieie
«[IpoBepka OOHOBICHHIT» TIPOIIEAYPHI.

O6GHoBnNeHne MUKponporpaMmmMmbl Ha HECKOJIbKUX MJ1aTax ceTeBOro ynpaBreHus

Hcnon3yiiTe 0AUH U3 CIAEAYIOITUX METOIOB!

. CM. paznen «Vcnons30Banue
MPOTrPaMMBbl OOHOBJICHHSI MUKPOTIPOIPAMMBI [ HECKOJIbKUX 0OHOBIICHHH B cucTeme Windows».

. J1ns1 oOHOBACHUS HecKoabkuX I[ICY ¢ ucnomb3oBanueM knuenTta FTP
niu npoTtokoia SCP HanumuTe CKpUNT, KOTOPBINA OyAET BBIMOJIHATE 3Ty MPOIEAYPY aBTOMAaTHYECKHU.

. MoxHO co3naTh kKoMaHgHbIE (DailyIbl U KCIIOIB30BaTh
MporpaMMy JIs IONTyYESHHUsI ITapaMeTpOB KOHGUTYpaIiu HecKolbKuX [ICY M 9KCIIOPTHPOBATh UX HA
Ipyrue IICY.

. MOXHO OTHOBPEMEHHO OOHOBUTH
MHKPOIIPOTpaMMy Ha HeCKOIMbKHX ycTpoiicTBax I[ICY. st momydeHus TOOTHUTENBHBIX CBEICHUN
oOparuTech K ToKyMeHTanuu o Struxure\Ware.

O ToM, KaK NOIy4uTh HapaMmeTpbl KoHGUrypaunu Heckonbkux [ICY u skcnopTupoBath UX B
apyrue [1ICY, cM. B IpuMeYaHusIX K BBITYCKY «Y THIHTA (hailyia MHUIMATH3aIKH iNi» Ha
BeO-caiite WIN CTaThe 0a3bl 3HAHU.

Ucnonb3oBaHue nporpamMmmbli OGHOBMNEHUA MUKponporpamMmmvbl 4nA HECKOJIbKUX OGHOBMNEHUN B

cucteme Windows.

Tt ucrionp3oBanus Firmware Upgrade Utility reoGxomumo ximrounts FTP. B Bepcrn 6.8.0 1 Bhime
FTP o ymomaanuro BeikmoueH. CM. «JkpaH cepBepa FTP» Ha cTp. 62.

[Tocne 3arpy3ku mporpaMMbl OOHOBIIEHUS CO CTpaHUITBI 3arpy3ok st [ICY Ha BeO-calite
JIBKIBI IIIETIKHUTE (Qaiii ¢ paciiupeHreM €Xe, 9To0kI 3aIyCTUTh porpamMmy (kotopas padoraet TOJIBKO ¢
IPv4), 1 BLITIOTHKUTE CIIEIYTOLIHE OMEPAIMH I OOHOBIEHHS MUKPOIIPOrpaMMsbl IICY:

1. B ANAJIOTOBOM OKHEC IPOTpaMMbl BBEJUTC IP—az[pec, HMs TTOJIB30BATCIIA U IIAPOJIb, BLI6€pI/ITe KHOIIKY

, €CJTH XOTUTE poBepuTh | P-ampec.

2. Bribepurte KHOTIKY , 9TOOBI OTKPHITH (haiin i pli st. t xt . OTKpoiiTe ¥ U3MEHHUTE

3TOT (haiil ¢ MOMOIIBI0 TEKCTOBOTO PEIAKTOPa, BHECA B HETO HEOOXOAUMYHO HH(DOPMAITHIO IS
Kaxxaoro ooHosisiemoro UBIT:

— SystemlP: anpec |Pv4 wiu |Pv6 ycTpoiicTsa.
— SystemUserName: nmMst onb30Barelis ¢ paBaMy aIMAHHCTPATOpa, BKiItodeHHoro Ha [ICY.
— SystemPassword: mapoJjis aAMUHECTPATOPa, BKIodeHHoro Ha ITCY.

— AllowDowngrade: 4to6bI 3anpeTuTh oHmkeHHe Bepcud, BBeaute 0. UToObI pa3peniuTs ero,
BBeaute 1.

YmanuTe Bce KOMMEHTApUH M TOUKH C 3armsaThIMA U3 (aiima i pli st. t xt, 3areMm coxpaHuTe
M3MEHEHHUS.
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Hampumep:

Systeml P=192.168.0.1
SystemUserName=apc
SystemPassword=apc
AllowDowngrade=0

MO’KHO UCTIONB30BaTh CyIIECTBYIOMNHI (aidn i pli st. txt.
3. UtoOsl ucione3oBath aitn i pli st. txt, ycraHoBuTe rnaxkok O0HOBUTE M3 CIIMCKA YCTPONCTE.
4. Beibepute kHONIKY O0HOBUTE, YTOOBI 3aITyCTUTh OOHOBIEHUE MUKPOIIPOIPAMMEI.

5. Beibepure [IpocvoTpeTs skypHA IS IPOBEPKU OOHOBIICHHS.

NMpoBepka 0OHOBNEHUN

MpoBepka pe3ynbLTaToB Nepeaayvu

I[J'IH IIPOBCPKU PE3YyIbTATOB 06HOBJ‘I6HI/I$I MUKPOIIPOrpaMMbl MOXXHO B KOMaHILHOﬁ CTPOKC BBCCTHU KOMaHy
xf er St at us, KoTopas MO3BOJSET IPOCMOTPETH PE3YNBTAT MocieaAHel nepenadn. Kpome Toro, MoxHo
ucnojb3opath komanagy SNMP GET gt OID mfiletransfer Statusl ast Transfer Result.

Koabl pe3ynbratoB nocneaHewu nepenayu

Bosmoxnsie ommbku niepenaun: cepep TFTPunu FTP He HalineH, cepBep OTKa3bIBACT B TOCTYIIC, CEPBEP HE
HaxXOJIWT WM HE paclo3HaeT ImepeaaBacMbIi (aiil, mepeaaBacMbIid (Dai TOBpeKICH.

NMpoBepka HOMepoOB BepCHI YCTAaHOBIIEHHOINO0 MMUKPONPOrpaMmMHOro obecnevyeHus
MyTtb: O nporpamme — CeTb

HUcnionw3yiite BeO-uHTEpdeiic monp30BaTens st HPOBEPKH Bepcuil OOHOBIEHHBIX MOJYJIEH MUKPOIIPOTPAMMBEI.
MoskHO Takxe uctoib3oBark komanay GET anst OID sysDescr MIB 1l. B unrepdeiice koMaHIHOH CTPOKH
BBeIMTE KOMaHay about.

[JobaBneHne n usMmeHeHue A3bIKOBbIX NaKeToB

C nomo1bio AByX (aiiioB sI3BIKOBOTO ITAKeTa IUIaThl CETEBOTO YIPaBIeHHUS 2 MOXKHO MTPOCMATPUBaTh
uHTepQEIiC MOIb30BaTENsI HA PA3HBIX sA3bIKaX. KaK/bli I36IKOBOM MAKET COACPIKUT JIO ST SI3BIKOB (II03TOMY
PaCKpPBIBAIOIIUIICS CITUCOK I3bIK JaeT BO3MOXXHOCTB BBIOPATh MPH 3arpy3Ke OAWH U3 MATH A3bIKOB). Jpyrue
npuwioxkerns [ICY 2 MOryT nmojepKuBaTh Jpyroe KOJIHYECTBO SI3BIKOB.

WuTepdetic monp3oBaTens TOCTYIICH Ha JICBATH SA3bIKaX: (PPaHI[y3CKOM, HTAIBSIHCKOM, HEMEIIKOM, HCIIAHCKOM,
Opa3uIbCKOM MOPTYTaIbCKOM, PYCCKOM, KOPEHCKOM, SITOHCKOM M YIIPOIICHHOM KUTaCKOM.

®aiiabl A3BIKOBHIX ITAKETOB HaxXoOATCA B pa3AciiC 3arpy30K NPOIIMUBKHA AJIA IUIAThl CETEBOIO YIIPABJICHUS Ha
BeO-caiiTe . SI3BIKOBBIC MAKETHI BXOJAT B COCTaB MaKeTa OOHOBIICHUS IMPOLINBKHU.

IMpumeuanue. HeoOxonmumo 3arpy3uTh U UCTIOIb30BATh S3BIKOBOM ITAKET, COOTBETCTBYIOIIUIA
BEPCHU MUKPOIIPOTPaMMBbI U MPHIOKeHUs. HanpumMep, Hentb3s 3arpyKaTh sI3IKOBOH MAKeT BEPCUH
6.4.6 nns ucnonp3oBaHug ¢ Symmetra sepcuu 6.5.6.

3arpyxaemsbie daiinsl uMeroT pacimpenue (pk, a Taxke uMs crnenyromero ¢popMara:
<uMA_PUIIOXKEHMSA> <BEpCUA_NPUIIOXeHUA> <a3uKoBHe xonwr>. | pk

Hanpumep, anst npunoxenus Symmetraumst daiina Oyaer UMeTh cleIy o BUA:
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Sy_672_esEszhCnj aJapt Br koKo. | pk, rme esEszhCnj aJapt BrkoKo otozsnauaer
VICNIAHCKMM, KUTAMCKUM, SANOHCKMM, OpasmuiibCKMI NOPTYTAaJIbCKMI M KOPEMCKUINL.
rne esEszhCnj aJapt Br koKo

0003HaYaCT UCITAHCKUH, KHTAHCKUHN, ATTOHCKUH, Opa3WiIbCKUHA MTOPTYTaTbCKHA U KOPEHCKHH SI3BIKH.

MoxkeT moTpeboBaThCsl YCTAHOBUTS TS HHTEpdelica OTCYTCTBYIOIINI B HEM s13bIK. J[Jist 9TOr0 3arpy3uTe
SI3BIKOBOH TaKeT ¢ BeO-caiita 1 00HOBHUTE s13b1K0BOH makeT Ha [ICY ¢ momomrsto FTP, SCP miu mporpaMMbl
OOHOBJIEHHSI MUKPOTPOTPAMMBI.

Bce ncnonb3yemble B HacTOsIIEE BPEMsI SI3bIKOBBIE TAKETHI OYAYyT yoaseHsl IEpes 3arpy3Kon
HOBOTO nakeTa. B ciyuae HeynaqHoi 3arpy3KH s3bIKoBOTO nakera [ICY He OyIeT UMeTh HU OHOTO
SI3BIKOBOTO MakKeTa. B 3TuX ycinoBusix OyneT JOCTyIeH TONbKO aHIIIMHCKUH sI3BIK. B Takom ciydae
nompoOylTe MOBTOPHO 3arpy3UTh HOBBIN S3BIKOBOM MAKET.

OO6HoOBNEeHne A3bLIKOBOro nakera ¢ nomoibio FTP

1. Toaxmrountecs k I[ICY mo mpotokony FTP.

2. Ilepetigure B manky |ang miaTel CETEBOIO yIpPaBICHHUS:
cd | ang

3. TlepenumTe TpeOyeMbIii S3BIKOBOI MAKET Ha TUIATY CETEBOTO YIPABICHUS.
put <nosmuewi nyTs/ MMa sasmkoBorTo nakera>. | pk

4. Tlo 3aBepmennu nepenaun (aiina Beriinute u3 FTP, Oyner BeimonHeHa nepe3arpyska natepderica
yIpaBIeHHUS TIaThl CETEBOTO YIIPaBICHUS.

5. Tlo 3aBepreHnn mepe3arpy3Ky HOBBIHA S3BIKOBOM IMaKeT OyZeT TOToB K padoTe.

O6HoBNeHne A3bIKOBOro nakera c nomouwbio SCP

s ucnonb3oBanust SCP HeoOxoaumo Briountsh SSH Ha I1CY. Madopmaliuio o BkioueHnd SSH cM. B
paszene «JKpaH KOHCOIM» Ha CTp. 55.

J1n1s1 OOHOBIICHHUS SI3BIKOBOTO TAKETA MCTIONB3YHTE CISMYIONIYIO HITH aHAIOTUYHYIO0 KOMaHIY:

SCp <umsa daia as3mkoBoro naketa. | pk> uva_nombzosarena@l P- anpec NICY>: /| ang/ <ums daiina
aspKoBOTO nakera. | pk>

Hanpumep, 4ToObI 3arpy3uTh A3bikoBoi naket Sy _680_esEszhCnj aJapt Br koKo. | pk vaTICY ¢
IP-anpecom 10. 179. 230. 62, HeoOX0AUMO BBECTH KOMaH/Y:

scp sy_680_esEszhCnj aJapt Br koKo. | pk apc@0. 179. 230. 62: /| ang/
sy_680_esEszhCnj aJapt Br koKo. | pk

OGHoOBRNEHME A3bIKOBOro nakeTa ¢ NOMOLLbI NporpaMMbl OGHOBNEHUS
MUKpPOMpOrpamMmbil

B mro06s1x mommep;xkuBaeMsix cucreMax Windows mporpamMmMa 0OHOBIEHHS MUKPOIIPOTPAMMEI aBTOMATH3HPYET
oOHOBIIEHHE SI3BIKOBOTO ITakera Ha [ICY.

1. PazapxuBupyiite ¢aiin 0OHOBIEHNS MHKPOIIPOTPAMMEI, 3aTpy>KEHHEIH ¢ BeO-caiiTa .Cwm.
pasnen «lcnonp3oBanue NporpaMMbl 0OHOBJIEHUSI MUKpOnporpaMMbl» Ha ctp. 90.

Beenute | P-anpec IICY, a taxoke cBoe Mmsi nosinzoparelisi 1 Haposs gusa [ICY.
Bri0epuTe 361K B pacKpBIBAIOILEMCS MEHIO SI3LIKOBOM MAKET.

Llenxkaure OO0HOBUTEH, YTOO OOHOBHTH SI3BIKOBOM IMAKET.
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YcTpaHeHue npoonem

Mpo6nembl AocTyna K nnaTte ceTeBOro yrnpaBreHus

s pemienus npo0iieM, He yKa3aHHBIX 3/1€Ch, CM. OJIOK-CXeMbl yCTPaHEHHsI HEHCIIPAaBHOCTEH Ha
caiire LleHTpa npogyKIuK AJ1s1 IJIaT CETEBOTO YIPaBICHHUS:

[Tocerute 6a3y 3HaHUII 1O aapecy JUIS TIOJTyYEHHS TOIIArOBBIX MHCTPYKLUH 1O
yCTpaHEHHIO PoOIIeM U NOJNE3HBIX pellleHUH pacpoCcTpaHeHHbIX Henonanok. Mudopmanunio 06 obpamennn
B CIIyOy HOLIEPIKKU CM. B pa3zienie «YcTpaHeHne Ipobiem».

MNpobnema

PeweHue

He ynaeTcs BBIIOIHUTB 3XO-
tectuposanue [ICY

Eciu mHAMKATOp COCTOSHHUS IUTATHI CETEBOTO YIIPABICHHS TOPUT 3CJICHBIM IIBETOM,
a WH/IMKATOP CBSI3M MUTACT, MOMPOOYHTE MOCIIAaTh KOMAH/y 3XO-TECTHPOBAHUS
(ping) Ha mpyroii y3es TOro e CErMEHTa CETH, B KOTOPOM PACIOJIOKeHa iara
ceTeBoro ynpaeneHus. Eciu rectupoBanue He paboTaer, monpoOyiiTe caenarb
clieyroniee:
* Y6enurech, uro Hactpoitka TCP/IP nist TICY BeINONHEHA BPYYHYIO HITH
nony4era yepe3 DHCP niu BOOTP,

* [IpoBeprre yKciao OUTOB NOACETH, HACTPOSHHOE JJIsl MACKHU TIOJICETH IIIAThI
CETEBOTO yNpaBlICHHUS.

* [TpoBeprre HacTpoiiku VLAN, 6panamayspa 1 MpoOKCH-cepBeEpa.

* [Iposepsre craryc IICY u nuapopmaimio o cucremMe 4epes3 JIOKaJIbHbIH
TI0CJIeIOBATENBHBIN HHTEpdEiic.

Eciu unpukarop cocrosuus IICY roput He 3€JIeHBIM IBETOM H/HUIIM HHIUKATOP
CBSI3M HE MUTACT, IPOBEPHTE CIEAYIOIIEE:

«IIpoBepsTe, UTO MiIaTa CETEBOrO YNpaBICHUS HaleXKHO ycTaHoBIeHa B UBII.

« [IpoBeprTe HAIEKHOCTD MOAKIIOUeHUs Kabens Ethernet k cetn u TICY. Eciu
npobiema cBszana ¢ kabenem Ethernet, momnpoGyiite mcmons30BaTh APyTOit
Ka0eJb.

* Y6enutech, 4TO MOPT CETEBOI0 YCTPOHCTBA (MapIIpyTH3aTOpa), K KOTOPOMY
nogkmtodeHa IICY, He OTKIIIOUEH U CKOPOCTh MOPTa YCTAHOBIJIEHA NIPABUIIBHO.

« IIposeprre akTuBHOCTH cepBepa DHCP win BOOTP B cetn.

He ynaercst Ha3HauuTH
KOMMYHHKALMOHHBI IIOPT €
MIOMOILBEO IIPOrPaMMBbI TEPMHUHAIIA

Ilepen ncnonb3oBaHMEM IPOTPAMMBI TEPMHUHAJA I HACTPOHKH IIAThI
CETEBOI'0 YIPABJICHUS CIIEAYET 3aKPBITh BCE MIPUIIOKEHUSI, CITYKOBI 1
MIPOTPaMMBI, KOTOPBIE HCIOIB3YIOT JaHHBIM KOMMYHUKAIIHOHHBIH MOPT.

Heso3moxeH noctym uepes
uHTepdeiic KOMaHIHON CTPOKH IO
KaHaJTy MIOCJIeI0BaTENBHOr0 0OMeHa

* Yoenurecs, uro naaukatopsl [ICY ropsaT u Ha [ICY monmaercs muTanue.

* YoenauTech, YTO HACTPONKH CKOPOCTH OOMEHA TAaHHBIMH HE ObLIH NU3MCHCHBI.
[MonpoOyiite ycranoBuTh 3Ha4enus 2400, 9600, 19200 uiu 38400.

* [IpoBeprre KOHUTYpaluio mocienoBarenbHoro mopra [TK
* YoenuTech, UTo MOPT HE 3aHSIT.

* [IpoBeprTe HAIEKHOCTH MOAKIIOUCHHUS MOCIeq0BaTelIbHOr0 Kabens [ICY
n TIK.

* [IpoBepsTe As kabesnsst HoMep MO KaTaJloTy ¥ YOeIUTECh, YTO OH COBMECTHM.

* Yoenurecs, 4To Ha KiaBuatype He otkimoueHa Gynknns SCROLL LOCK.

HeBo3MorkeH ynaneHHbIN AOCTYII
yepe3 uHTepheic KOMaHIHON
CTPOKH

* Y6enutech, 4TO UCIIONB3YETCs MPaBHITBbHBIN crtocob goctyma: Telnet mimm
Secure SHell (SSH). AaMuHHCTpaTOp MOXKET BKJIFOUUTH 3TH METOIBI JTOCTYTIA.
IIpu ucnons3oBanny SSH m1ata ceTEBOrO YIIPaBICHUS MOKET CO31aBaTh
KJIIOY XOCT-y3J1a. [TnaTe ceTeBoro yupasieHust TPeOyeTCst 10 OAHON MUHYTHI
IUTSE CO3MAHMsSI KITFOUa XOCT-y371a, B 3T0 Bpemst SSH OyneT HeAoCTyIIeH.
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Npo6nema

PeweHue

He ynaercs mo1y4uTh A0CTYII K
unrepdeiicy nonpzosarens (Ul)

* Yoenurecs, uro goctyn HT TP uian HTTPS oTkpbIT 1 paBUIIBHO HACTPOEH.

* Y6enurecs, uTo ykasaH npaBmibHb URL-agpec, COOTBETCTBYIOIINI CHCTEME
0e30IaCHOCTH, UCIIOJIB3YeMOH IIIaToii ceteBoro ynpasienus. s SSL B Hauase
URL-agpeca Hy»HO yKa3bIBaTh , a HE

* YOenuTech, 4To HX0-TeCTUPOBAHUE IJIAThI CETEBOTO YIIPABICHUS BHITIOIHACTCS
YCIIEITHO.

* Y6emuTech, 4TO HCTIONB3YeMbIi Opay3ep NoIIep KUBaeTCs IIATOH CETEBOTO
ynpasnenust. CM. pazzien «YcTpaHeHne mpooieM»,

* Ecniu miaTa ceTeBoro ynpaBieHHUs ObLIa TOJIBKO YTO Hepe3arpyxeHa u
BBIMOJIHSAETCS HACTpoiika SSL, BO3MOXHO, T1aTa CETEBOTO YIIPABICHHUS
cozmaer ceprudukar cepsepa. s co3manus 3Toro ceprudukara miare
CETEBOTO YIpaBeHHUS MOTPeOyeTCs A0 OJHON MHUHYTHI, B 9TO BPEMS CEPBEP
SSL Oymer HEAOCTYIIEH.

Ecnu ycrpanuts npobiemy He yaaercsi, HOCETHUTE WM 00paTuTech
B cItyxO0y nmoanepxku. CM. pasnen «YcTpaHeHHe IpooIeM».
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HeuncnpaBHoct SNMP

MNpobnema

PeweHue

HeBo3moxxHo
BBIIIOJIHHUTH
onepanuto GET

* [IpoBepsre Bo3moxkHOCTh uTeHus (GET) numenu coobiecrsa (SNMPv1) niu
koHpuryparmio npoduis nonszosarens (SNMPv3).

* Ucnonp3yiite nATEpdelic KOMaHAHON CTPOKH WM HHTep(deiic oap30BaTeNs s
npoBepku goctyna NMS. Cum. pazaen «Okparasr SNMP»,

HeBo3moxxHo
BBIIIOJIHHUTH
onepanuio SET

* [IpoBeprTe BO3MOXKHOCTH uTeHuMs/3amucu (SET) nmenn coobiectsa (SNMPv1) nnn
koH(puryparmio npoduis nonszosarens (SNMPv3).

* Mcnionb3yiiTe uHTEpdeiic KOMaHIHON CTPOKU HITH HHTEp(dEC MoIb30BaTeNs I IPOBEPKH
toro, uto NMS umeer mocryn Ha 3amuch (SET) (SNMPv1) mim mosydun 1ocTyi K
IP-anpecy B criucke ynpasierus goctynoM (SNMPv3). Cu. pasaen «9kpansr SNM P,

He ynaetcs nonyyars
MpephIBaHUs B
cucteme NMS

* [IpoBepste, uTo6bI T NpepbiBanus (SNMPV1 unin SNMPv3) 0b01 ipaBuiibHO HACTPOCH
st cuctemMbl NM S, ncrionp3yeMoii B kKauecTBe IIPHEMHHKA IPEPBIBAHUH.

* B cityuae SNMP v1 nonumare 3anpoc mconfigTrapReceiver Table MIB OID, uto6sr
poBepuTh, 4To |P-ampec NM S ykazan KOPpEKTHO U 9TO MMsI COOOIIIECTBA, YKA3aHHOE
B NMS, cooTBeTCTBYeT HMEHHU COOOIIECTBA, YKa3aHHOMY B Tabiuie. Eciau 4ro-mubo
YKa3aHO HENpaBUIILHO, HCTob3yiiTe koManxy SET mis mconfigTrapReceiver Table
OID unu ucnons3yiite nHTEp(ENHC KOMAHIHON CTPOKH HIH HHTEPGEiC MoIp30BaTeIs,
4TOOBI HCIIPABUTh HACTPONUKHU MPUEMHHUKA ITPEPHIBAHHIA.

* B ciiyuae SNMPv3 nipoBepsTe HacTpoiiku npodus nosib3oBarens st NMS n 3amycrure
TECT MpEephIBaHUIL.

Cw. pasgenst «Okpansl SNMP», «Ilomydarenu mpepslBaHui» 1 «IKPaH TECTUPOBAHUS
npepsiBaruii SNM P»,

IIpepriBanus,
noixydaembie NMS,
HE OIIpe/eIICHBI

Cwm. nokymenrauuio 1o NM S, uToOb1 npoBepUTh, YTO IIPEPHIBAHUS TPABMIILHO YKa3aHbI
B 0a3e JaHHBIX CUTHAJIOB TPEBOTU M IIPEPBIBAHUH.

NMpobnembl ¢ Modbus

ITnarer cereoro ynpasnenus AP9630 u AP9631 nogneprxusatot nportokon Modbus TCP B
OOJBIITHCTBE MUKPOTIPOTPaMMHBIX NpUIIokeHHH. UToOBI MpoBepuTh coBMecTUMOCTh [ICY ¢
Modbus TCP, o6parutech k nokymeHrtanuu 1o [ICY.

Oyuxrmro Modbus Seria nonnepskusaer B nononuenne k Modbus TCP roseko mrata AP9635.

JlononHUTENbHYI0 HH(GOPMAIIKIO 110 POBOJKE M HACTPOIiKe mocienoBaTenpHoro nopra Modbus

CM. B «J[OMONTHUTENBHOM JOKYMEHTAIMH 10 npoTokory Modbus» na Be6-caiite

. llogpoOHytO

uHpopMaIHio 0 peructpax u onucanus outoB Modbus cM. B «Kaprax perucTpoB mpoToKoiia
Modbus» na Be6-caiite

JlononuuTeapHYI0 HHpopMaIwio o mpotokore Modbus n yerpanennu npodiaem ¢ Modbus cm.

B

Modbus Installation and Troubl eshooting for the AP9635

Network Management Card (YcranoBka u yctpanenue mpotinem Modbus st iaTel ceTeBoro

ynpasinenuss AP9635), nocTymnHoii B cTaTbe

APC

0a3bl 3HAHUI Ha BeO-caliTe MOMICPKKU
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D,ByXHeTHFIFI rapaHTuAa npom3soauTtens

VcioBus HACTOSIICH T ApaHTHUU PACTIPOCTPAHAIOTCA TOJIBKO HAa U3ACIINUA, HpI/IO6peTeHHLIC JJIA COOCTBEHHOTO
HCIIOJIb30BaHUA B COOTBECTCTBUU C IaHHBIM PYKOBOACTBOM.

YcnoBus rapaHTum

Kommnanus APC rapantupyert, 4To ee IpoayKIus He OyleT UMETh Je()eKTOB MaTepHaliOB U U3TOTOBJICHHUS B
TEYEHHUE BYX JIET OT AaThl MOKynKU. Kommnanus APC rapaHTupyeT peMOHT WM 3aMEHY HEHCITPABHBIX
W3MIEIMi, Ha KOTOPBIE paclpOCTPAHAIOTCS YCIOBUS HACTOSIIEH rapanTuu. JlaHHAasi rapaHTHsI HE
pacmpocTpaHsieTcsl Ha 000pyIOBaHKE, TIOBPEKICHHOE BCICACTBHE HECUACTHOTO CITydasi, HSOpEKHOCTH HITH
HEMPaBUJIHLHOTO MCIIONIE30BaHMYsI, a TAK)Ke Ha 000PYI0BaHHUE, TOIBEPraBIIeecss U3MEHESHUSIM HITH IOPA0OTKE
KakuM-J1100 criocoboM. B ciyuae peMoHTa MM 3aMeHBI HEMCITPABHOTO 00OPY/I0BAHHUS HIIM €r0 KOMITOHCHTOB
HUCXOJHBIN rapaHTUHBIA CPOK HE MpoasieBaeTcsi. KOMIOHEHTHI, MPEJOCTABIAEMbIE COITIACHO AaHHOMN
TapaHTHH, MOTYT OBITH TNOO HOBBIMH, THOO OTPEMOHTHPOBAHHBIMH B 3aBOJICKHX YCIIOBHUSX.

MapaHTUa 6e3 npaBa nepega4vu

JlaHHas rapaHTHsl OTHOCUTCS TOJIBKO K IIEPBOHAYATIBHOMY IOKYIIATEJI0, KOTOPBIN TOKEH COOTBETCTBYIOIIUM
00pa3zoM 3aperucTpupoBars usznenue. [IponrykrT MoxXHO 3aperucTpupoBarh Ha BebO-caiite komnanuu APC:

UcknrouyeHus

Kommnanust APC He HeceT 0TBETCTBEHHOCTH 110 TaAPaHTHUH, €CIIU B PE3yJbTaTe TECTUPOBAHUS M UCCIIEIOBAHUS
ObLTO0 00HAPYKEHO, YTO TIpeNNoNIaraeMblii 1e()eKT U3eTHsl He CYIECTBYET HIIH €r0 MPUIHHON SBUITUCH
HENpPaBUIIFHOE UCIIOIb30BaHHUE MOJIb30BaTEIeM UM TPETHUM JIMLIOM, HEOPEKHOCTH, HECOOTBETCTRYIOIIAS
YCTaHOBKA WM TecTUpoBaHue. B nanpHelimem kommanus APC He OyeT HecTH OTBETCTBEHHOCTH 3
HECaHKIIMOHUPOBAHHBIE MONBITKH PEMOHTA WM U3MEHEHHS HEaJAEKBATHOTO 3JIEKTPUIECKOTO HANPSKEHUS T
MOAKJIIOYEHHSI, HECOOTBETCTBYIOIINE YCIIOBHSA AKCIUTyaTallud Ha MECTe, KOPPO3uiiHyto aTMocepy, PEMOHT,
YCTaHOBKY, BO3JCHCTBUS OKpY>Kalolleil cpelibl, CTUXUIHBIE OEACTBUS, OXKap, KPaXKy MU YCTaHOBKY,
MPOTHUBOPEYAIYI0 pEKOMEHIANUAM Wi crierudukanusiM kommanuu APC, nim moboe coObITHE, TPH KOTOPOM
cepuiinblii Homep APC ObIT H3MeHEH, HCKaKEH WM ylajieH, HiIH JTII00YI0 IPYTYIO IPHYMHY BHE paMOK
IUTAHAPYEMOTO MCIIONb30BaHMS.

O YCJIOBUAM JAHHOT'O COITTAIIEHUA UJIN B CBA3U C HUM HE IPEAYCMOTPEHO
HNHBIX, ABHbIX UJIHU IIOAPA3YMEBAEMBIX, IPUHUMAEMBIX B CUJIY 3AKOHA UJIN
UHBIM OBPA30OM, TAPAHTUMHBIX OBSI3ATEJILCTB B OTHOIIIEHUU ITPOJABAEMOM,
OBCJYKNUBAEMOM WU MPEJOCTABJISAAEMOM MPOIYKIIMUA. KOMITAHUS APC
OTKA3BIBAETCS OT ITOJIPA3YMEBAEMBIX TAPAHTUIHBIX OBSI3ATEJILCTB B
OTHOIIEHUHA KOMMEPYECKOM IEHHOCTH U IPUTOJJTHOCTHU OBOPYIOBAHMS K
OIPEJIEJIEHHBIM LEJISIM. IPEJIOCTABJIEHUE KOMIIAHUEN APC TEXHUYECKHUX U
UHBIX KOHCYJBTAIIUI WX YCJIYT B OTHOINEHUU OBOPYJIOBAHUSA HE MOXET
CIIYXKUTb OCHOBAHUEM /UISAA PACIHIMPEHUSA UJIN COKPAIIEHUA UJIN U3SMEHEHU S
YCJIOBUI TAPAHTHH, HAJIOXKEHUS TOTIOJTHUTEJBHBIX OBS3ATEJILCTB U
OTBETCTBEHHOCTMU. BBINEINTEPEYNC/IEHHBIE TAPAHTHUU N CPEJICTBA
BO3ZMEIIEHUSA ABJIAIOTCA UCKJIIOYUTEJIBHBIMHA U 3AMEIIAIOT JIIOBBIE IPYT'UE
T'APAHTHUU U CPEACTBA BOSMEIIEHUSA. U3JIOKEHHBIE BBIIIE YCJIOBUSI TAPAHTUHU
YCTAHABJIUBAIOT UCKIIOUUTEJBbHYIO OTBETCTBEHHOCTb KOMIIAHUU APC 1
UCKJIIOUYUTEJbHBIE MPABA 3AIIUTHI IOKYIIATEJIEN B CJIVUAE HAPYIIEHUS
YKA3AHHBIX TAPAHTHI. JEHCTBUE TAPAHTHAN KOMITAHUM APC PACTIPOCTPAHSIETCS
HA ITOKYIIATEJISA, HO HE HA TPETBUX JIULI.
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HU IIPU KAKUX OBCTOSITEJIbCTBAX KOMITAHUMS APC, EE CJIYKAIIUE,
PYKOBOJMTEJIA, COTPYIHUKHU ®UJIUAJIOB U IIITATHBIE COTPYIHUKHU HE HECYT
OTBETCTBEHHOCTH 3A KOCBEHHBIN, OCOBbIN, IOBOYHbIN UJIH IITPA®HOMN
YIIEPBE, IOHECEHHBIN B PE3YJIBTATE UCITIOJIB30OBAHUSI, OBCJIYKUBAHUS NI
YCTAHOBKH TPOJAYKIIUU, HE3ABUCHUMO OT TOI'O, YHHOMHUHAJIOCH JIX O TAKOM
YIIEPBE B JJIOTOBOPE WIU JEJUKTE, BY/lb TO HEUCIIPABHOCTb, HEBPEXKHOCTD,
OBSI3ATEJIBCTBA I1O BOSMEIIEHUIO YIIEPBA, WJIH OT TOI'O, BEJIUCH JIA
IPEJBAPUTEJIBHBIE KOHCYJIBTAIIMY C KOMIIAHHUEM APC O BO3MOKHOCTH TAKOT'O
YIIEPBA. BUACTHOCTH, KOMIIAHUSI APC HE HECET OTBETCTBEHHOCTH 3A
U3JEP)KKH, IOHECEHHBIE B PE3VJIBTATE IOTEPHU IPUBBLIN UJIN JOXO/IA,
BBIBEJIEHMS U3 CTPOSI OBOPYJIOBAHMSI, HEBO3MOKHOCTHU UCITOJIb30BAHUS
OBOPYJIOBAHUSI, YTPATBI IPOT'PAMMHOI'O OBECIIEUEHUW S UJIU JAHHBIX, 3ATPAT HA
3AMEIIEHUE, UICKOB TPETbUX JIUL[ U T,

HU OAUH NPOAJABEL, COTPYAHUK UJIU ATEHT KOMIIAHUU APC HE YIIOJTHOMOYEH
JIOBABJISAATH WU U3MEHATH YCJIOBUS JAHHON TAPAHTHH. YCJIOBUSI TAPAHTUA
MOI'YT BbITb UBMEHEHBI (ECJIU BOOBLIE MOT'YT BbIThb UBMEHEHBI) TOJIBKO B
NUCBMEHHOM ®OPME, C OAMUCSAMHU JOJKHOCTHOI'O JULA U IOPUIUYECKOIO
OTAEJIA KOMITAHUM APC.

FapaHTUIHbIE NpeTeH3un

KireHTsI, y KOTOPBIX BO3HUKIIH BOTIPOCHI MO TAPAHTHH, MOTYT OOPATUTHCS B IIEHTP CEPBUCHOTO
obcykusanust APC co crparuisr «Support» (ITomgmeprxka) caiita APC: . B Bepxuei
YaCTH CTPAHHIIBI BEIOEPUTE CTPAHY B COOTBETCTBYIOIIEM CITUCKE. J[JIst TTOTydeHus HH(POPMAIHH O [IEHTPax
CEpPBHCHOTO OOCITY)KMBAaHUSI B KOHKPETHOM PErnoHe BhiOepuTe BKIAAKy «Support» (ITogmepxka).
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Asropckue mpasa cryptlib Digital Data Security New Zealand Ltd, 1998 r.

Asropckue npaBa © Pykooacteo Kanmndopruiickoro yaueepeurera, 1990, 1993, 1994. Bee mpasa
3alIHIICHBI.

DTOT KO MOJYYEH U3 MPOrPaMMHOI0 obecneueHus, mpeaocTaBneHHoro bepkmu Maiikom Onconom (Mike
Olson).

PacnipocTpaHeHue 1 NCIIOIB30BAHME B MICXOHOM U JIBOMYHOM BHUJIE C U3MEHEHHEM WK 0€3 TAKOBOI'O
pa3pemIeHo TOILKO MPH COOIONEHUHN CIIEITYFOIINX YCIOBHIA:

1. PacnpocTpaHeHme HCXOAHOTO KOJIa TOJKHO YUUTHIBATH BEIIICYKa3aHHbIE 3asiBICHUS 00 aBTOPCKUX
MpaBax, MepedeHb YCIOBUH U CIEAYIOINE OTPAaHHYECHIS.

2. PacnpocTtpaHeHHe B JBOMYHOM BHUJIE JOJDKHO YUWUTHIBATh BHIIIEYKa3aHHBIE 3asSBICHUS 00 aBTOPCKHUX
MpaBax, MepedeHb YCIOBUH U CIIEAYIONINE OTPAaHHYEHSI B TOKYMEHTAIIUN U IPYTUX MaTepuaax,
MPEIO0CTABIECHHBIX AJI1 PACIIPOCTPAHCHUSI.

3. Pekmamubie MaTepuraJibl, YIOMUHAIOMIUEC XaPAKTCPUCTUKU U UCIIOJB30BAHUEC HACTOALICTO
nmporpaMmMHOTO O6GCHC‘{CHI/IH, JOJKHBI IPHU3HABATH CIICAYIOLICE:

OTOT MPOLYKT COAEPKHUT MporpaMMHOe obecnieuenne, paspadoranHoe Kannpopauiickum
YHHUBEpPCUTETOM B bepkiu 1 ero coTpyiHUKaMH.

4. Ha3zpaHue yHUBEPCHUTETA U UMEHA €T0 COTPYIHUKOB HE TOJDKHBI UCIIOIB30BATHCS TSI TIOANCPIKKH U
TIPOJBIKCHUS TIPOTYKTOB, CO3MaHHBIX HA OCHOBE JaHHOTO MPOTPaMMHOTO obecTieueHus 6e3
MIPEIBAPUTEIHHOTO MTHCHMEHHOTO pa3periecHus.

JAHHOE ITPOI'PAMMHOE OBECITEYEHUE ITPEJIOCTABJIEHO PYKOBO/JICTBOM U
COTPYIHUKAMU HA YCIIOBUAX «KAK ECTb», 11, BKIIFOYA S, HO HE OI'PAHMYMBA SICh
TAKOBBIMU, JIFOBBIE ABHO BBIPA’KEHHBIE WUJIN ITOAPA3YMEBAEMBIE TAPAHTHUN

[MPUT'OJHOCTU A ITPOJAXM 1 COOTBETCTBUA KOHKPETHBIM LIEJISAIM HE [IPUMEHUMBI.

HU TTPU KAKUX OBCTOATEJIbCTBAX PYKOBOACTBO WJIM COTPYIHNKHW HE HECYT
OTBETCTBEHHOCTHU HU 3A KAKUE ITPSIMBIE, HEIIPSIMbIE, CJTYYAMHBIE, CITIELIMAJIbHBIE,
HITPA®HBIE NJIM KOCBEHHBIE YBBITKU (BKIJIFOYAS, [TIOMUMO IMTPOYETO, IPUOBPETEHUE
TOBAPOB NJIN YCIIYT HA 3AMERY, IIOTEPIO BO3MOXXHOCTU UCIIOJIb3OBAHM A, JJAHHBIX

WJIA TIPUBBIIA WJIN ITIPUOCTAHOBKY BU3HECA) I10 JIKOBOU ITPUYMHE U 10 JIFOBOM TEOPUN

OTBETCTBEHHOCTH, OBA3ATEJIbCTBAM, BBIPAJKEHHBIM B KOHTPAKTE, CTPOI'M

OBS3ATEJILCTBAM, UJIN ITPU T'PAJXKJAHCKOM ITPABOHAPYIIEHUU (BKJTIOUA I XAJIATHOCTD

U ITPOYEE), BO3HUKAIOUIUE KAKHUM Bbl TO HU BbIJIO OBPA3OM BCJIEJICTBUE
MNPUMEHEHUWA TAHHOT'O [TIPOT'PAMMHOI'O OBECIIEUEHW A, JAKE TP HAJTMYUA
NHOOPMAIIMHN O BO3SMOXHOCTU HAHECEHU A JAHHOI'O YIIEPBA.
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Pagno4yacTtoTHbIe MOMexm

BHeceHue usMeHeHMii B KOHCTPYKIMIO JAHHOIO YCTPOlicTBa 0e3 NMChbMEHHOI0 pa3pelieHust
OpraHu3aluM, OTBeyaloLleii 3a odecreyeHne COOTBETCTBHS CTAHAAPTAM, MOKeT IPUBECTH K
JIMIICHMIO T0JIB30BATEJISl PAB HA IKCILUIYaTANMIO JAHHOTO 000pYAOBaHMNS.

CWLA — FCC

JlarHOE YCTPONCTBO MPOIILIO HUCTIBITAHHUS, TOATBEPIUBIINE €T0 COOTBETCTBUE OTPAHUYCHUSM,
MPeAyCMOTPEHHBIM TpeboBaHuaMH pasnena 15 nmpasun denepansHoii komuccenn 1o cesazu (FCC) CIITA
M pPOBEIM YCTPOICTBaM Kiacca A. DTH OTpaHHYEHHS MTPU3BaHBI 00ECTIIEYNBATH JOCTATOUYHYIO 3aIUTY OT
BPEIHBIX TIOMEX BO BpeMs SKCILTyaTalliu 00OPYI0BaHUS B IPOM3BOJICTBEHHBIX yCIOBHAX. [laHHOE M3/1emnue
TeHEPUPYET, UCIIOJIB3YET U H3IIy4aeT ICKTPOMATHUTHBIC BOJHBI B PAIUOANAINIA30HE U, OyIydn
YCTAHOBJICHHBIM C OTKJIOHEHHEM OT TPeOOBAaHUM, H3JIOKESHHBIX B HACTOSIIEM PYKOBOJICTBE, MOXKET CTaTh
HMCTOYHUKOM PAJHOIIOMEX. DKCILTyaTaIisl JAHHOTO 000PYIOBAHMSI B JKAJIBIX PaiOHAX MOYKET CO37aBaTh
rmomexu. OTBETCTBEHHOCTH 33 yCTPaHEHHE TaKWX MTOMEX ITOTHOCTHIO JIEKUT Ha MOJb30BaTele.

KaHapa — ICES

Oro 1 poBoe yCTPoHCTBO Kiacca A ymosaeTBopsieT Tpebosanusam cragmapra |CES-003 (Kanaza).

Cet appareil numérigue de la classe A est conforme a la norme NMB-003 du Canada.

AnoHna — VCCI

COWBIL., 1S AAMRTY, COBEBAFERECHAT 3 EEW
PEAB|ERCTIENDN 3. 2O EHHE BN 20 6155 % 3%
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ABcTtpanua u Hosasa 3enaHgus

Buumanmue. [{aHHbII IPOXYKT sBIIsIETCS 000pYyAOBaHHEM Kinacca A. B OBITOBBIX yCIOBHSAX TaKoe
000pyI0BaHHE MOXKET BBI3BIBATH PAAHOIIOMEXH. B 3TOM ciydae OT mojp30BaTeist MOXKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOLINX MEP.

EBponenckum coros

JIaHHOE H3/Ie]THe COOTBETCTBYET TPEOOBAHMUSIM K 3aIllUTE, YKAa3aHHBIM B JUPEKTHBE coBeTa EBpoIIeiickoro
coroza 2004/108/EC, pa3paboTaHHO# B COOTBETCTBUH C 3aKOHOATEILCTBOM TOCYIaPCTB-UWICHOB B
OTHOILICHHUH IEKTPOMAarHuTHOM coBMectumocTr. Kommanust APC He npuHHMaeT Ha ce6st OTBETCTBEHHOCTh
3a J1000€ HEBBITIOHEHNE TPEOOBAHMIA K 3AI[UTE, BBI3BAHHOEC HECAHKIIMOHUPOBAHHOM MOIAM(pUKAIHCH
U3IETHSL.

JlanHo€ ycTpoiicTBO OBLIO MPOBEPEHO M MPU3HAHO COOTBETCTBYIOMIUM OrpaHnnueHusm s UT-
obopynoBanus kiacca A B coorBercTBuu ¢ CISPR 22/esporneiickum crangaprom EN 55022. Orpannyenus
11 000pynoBaHus Kiaacca A ObLIHM ONpeeNIeHbl A1s1 KOMMEepPYeCKOH U MPOU3BOJCTBEHHOM Cpesl !
00ecIeYnBaloT JOCTATOYHYIO 3AIIUTY OT MIOMEX MPH UCIIOIb30BaHNH JIUIICH3UPOBAHHOTO
KOMMYHHUKAIITHOHHOTO 000PYIOBaHUS.

Buumanmue. [[aHHbII IPOMYKT sBIIsIETCS 000pYyaOBaHHEM Kinacca A. B OBITOBBIX yCIOBUSX Takoe
000pyI0BaHHE MOXKET BBI3BIBATH PAAHOIIOMEXH. B 3TOM ciiydae OT mojp30BaTeis MOXKET MOTpeOoBaThCs
MIPUHATHE COOTBETCTBYIOIIUX MED.
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YcTpaHeHue npobnem

[Monp30Barenbekas MoANEpKKa JaHHOTO HITH JIF0OOTO APYTOT0 M3JEIHSI OCYIIECTBISIETCSl OSCIIaTHO OJHUM U3
CIIETYTOIINX CITOCOOOB:

* OGparureck Ha caiitT komnanuu APC s noctyna k gokymeHtam 6a3bl 3Hannii APC u otnipaBku
3armpoca Ha 00CITy)KHBaHHE.

- (meHTpansHOe OT/IEIEHHE)
OO6paruTtech Ha JIOKaJTM30BaHHbIE JJISl OTACIBHBIX CTPaH BeO-caiThl kopriopaun APC, Ha KaxIoM w3
KOTOPBIX COIEPKUTCSA MHYOPMALIUS O TEXHUUECKON MOIAEPKKE.

ImoGanbHast TeXHUYECKas MOIICPHKKa ¢ TOMOIIBIO MOMCKA B 0a3e 3HaHui komnanuu APC u
HCITOJIb30BAHUE CHCTEMBI 3JICKTPOHHOMN TOANEPIKKH.

* OOparuTech B IIEHTP TEXHUYECKON MOAAEPKKH KoMIaHuK APC 1o TeneQoHy WM AJIeKTPOHHON MoYTe.

— PernonanbHbIe IGHTPBI: CM. KOHTaKTHYIO HH(GOPMAIHIO Ha BeO-caiiTe

Wudopmaiuio 0 MECTHBIX HEHTPaX TEXHHYECKOW MOAACPKKH MOXKHO TAKXKe MOIYYUTh Y MPEACTaBUTEIS UITH
y TUCTPHOBIOTOPA, Y KOTOPOTO OBLIO MPHOOPETEHO H3/IeITHE.

© 2020 Schneider Electric. Schneider Electric, toBapasrii 3Hak APC u norotunt APC npunaanexat
kommanuu Schneider Electric SE i nx agdummpoBaHHEIM KOMITaHUAM. Bce ocTanbHbBIe TOBapHBIC 3HAKH
SIBJIIOTCS. COOCTBEHHOCTBIO COOTBETCTBYOLINX BJIa ICIbIICB.

990-3402N-028 1/2020
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